GDPR documentation
When implementing a whistleblowing programme, you must prepare EU-GDPR documentation to demonstrate compliance with these rules. This is because the reports received by the organisation will often contain personal data. For example, there may be personal names of suspects. 
Below is the documentation that is required when implementing a whistleblowing programme. GDPR only applies within the EU. Therefore, the documentation does not apply when implementing the scheme outside the EU. 
It is important to emphasise that this documentation cannot stand alone and the company must have prepared documentation for the other processing of personal data that takes place (e.g. information about employees)
----------
Documentation in accordance with GDPR Article 32
We have introduced a whistleblower programme in accordance with the rules in the Whistleblower Act. We are the data controller for the data processed in the whistleblower scheme. 

According to GDPR Article 32, we are obliged to implement appropriate technical and organisational measures to ensure a level of security appropriate to the risks posed by our whistleblowing scheme in relation to the processing of personal data that takes place. 

This document serves as a written record of our compliance with these rules. 

Purpose of data processing
We process the personal data in order to carry out the necessary case management of a report, cf. the Whistleblower Act. 

Legal basis
According to section 22 of the Whistleblower Act, we may process personal data, including sensitive data and information about criminal offences, if it is necessary to process a report received in connection with the workplace whistleblower scheme.

Under the GDPR, we may process the personal data in question in accordance with the GDPR.

· GDPR Art. 6(1)(c): Necessary to comply with a legal obligation incumbent on us under Section 9 of the Whistleblower Act
· GDPR Art. 6(1)(e): Necessary for the performance of a task carried out in the public interest
· GDPR Art. 9(2)(g): Processing is necessary for reasons of substantial public interest pursuant to Section 9 of the Whistleblower Act

What personal data is processed?
It is not possible to compile an exhaustive list because it is possible to enter information in free text fields when reporting. 

For example, the following personal data may be included:
	
	Identification information:
	This may include the name, position and contact details of the person who is the subject of the report. The whistleblower may also provide similar information about themselves if they do not wish to remain anonymous


	Information about the incident
	Details of the specific incident, behaviour or action the whistleblower is reporting. This can include times, locations, descriptions of events, and potentially involved parties.


	Communication information
	Records of communication between the whistleblower and the organisation's whistleblowing scheme, such as emails, phone calls or written reports


	Documentation
	Any documentation or evidence that the whistleblower may provide, including documents, photographs, audio recordings, etc.


	Follow-up information
	Information related to any investigations or actions following the whistleblower's report, including notes from meetings, interviews, investigation results, etc.


	Feedback to 
Whistleblower
	After 3 months at the latest, the whistleblower must receive a report on how the report has been handled. This may include some of the information mentioned above. 


	Whistleblowing
	If it is suspected that a deliberately false report has been made, personal data can be processed by the whistleblower themselves. 








We may potentially collect personal data from 

· Whistle Tools
· Our employees
· Self-employed person
· Members of the University's management or board of directors
· Volunteers
· Unpaid interns
· Individuals working under the supervision and direction of contractors, suppliers and
· subcontractors.
· Individuals who report information to which they have gained access in an employment relationship that has since ended.
· Individuals whose employment relationship has not yet begun who report
· information on offences to which he or she has gained access in
· during the hiring process or other pre-contractual negotiations.
· Any other persons who may report via the scheme.

[To be adjusted depending on who you make the scheme available to. According to the Whistleblower Act, employees must have access to the scheme, but you can also give others access, see the list]

Retention period (data retention)
Under the GDPR, personal data must not be kept longer than necessary for the purposes for which it was collected or processed.

In relation to our whistleblower programme, we store personal data for as long as necessary to investigate and handle the reported case: 

	Alerts that turn out to be unfounded

	Deleted within 45 days from the determination that the report was deemed unfounded.


	Common work-related 
Complaints
	For less serious cases, such as complaints about the working environment, personal data may be stored for a shorter period of time, typically until the investigation is completed and all necessary follow-up actions have been taken. This can be from a few months to a year.


	Offences
	In the case of serious allegations, such as financial fraud, corruption, or breaches of security regulations, it may be necessary to retain data for several years. This is due to the potential for lengthy legal processes or investigations by regulatory authorities.

If a report is made to the police
or to another authority is stored
the information at least as long as the investigation is ongoing at the police/authority.


	Litigation
	If a whistleblower case leads to a lawsuit, the information must be retained for the duration of the lawsuit and possibly for a period after the judgement to handle any appeals or related legal issues. This can extend over several years.





{Be aware if there are specific regulatory requirements for documentation retention that apply to you. For example, in the financial or healthcare sector, you may be required to keep certain types of reports for up to 5-10 years].

Data security
We have subscribed to the whistleblowing system at Whistle Tools. 

The system includes a wide range of security measures, such as 

	Encryption
	Data transmitted via GlobaLeaks is protected using strong encryption. This includes both SSL/TLS encryption for connections to the web server and end-to-end encryption for sensitive files and messages, ensuring that only authorised recipients can decrypt and read the information. Data is stored encrypted on servers. Data is stored within the EU and will never be sent to third countries. 


	Safe storage
	Data is stored securely on servers, with access strictly controlled and restricted. The stored data is often encrypted to prevent unauthorised access.


	Access control
	Only authorised persons can access personal data helps minimise the risk of internal leaks.


	Audit Logs 

	The system generates logs that make it possible to track activities on the platform without revealing the identity of the whistleblower. These logs are important for identifying and responding to potential security threats.


	Security updates
 and maintenance:
	As an open-source solution, GlobaLeaks receives regular updates from an active community of developers that address any security vulnerabilities and improve the overall robustness of the system.


	Cookies
	Cookies are not used to minimise XSRF attacks and any attacks based on them. Instead of using cookies, authentication is based on a custom HTTP session header sent by the client on authorised requests.




Here you can find out more about the security measures that the system contains: link

The latest penetration report is available here: Link

We do not send confidential or sensitive information in regular emails and use our standard encryption solution 

Data transfers
Personal data is processed and stored within the borders of the EEA. This means that the data remains under the GDPR level of protection and is subject to the strict data protection laws that apply in those countries.

There is therefore no need to assess the level of protection in other countries or to implement additional security measures that are normally required when transferring data to countries outside the EEA. 

Currently (December 2023), data is stored in Denmark and Germany. 

Data subject rights
All employees are informed in writing about their rights under GDPR. New employees are given this in writing in connection with their new employment. 

As a private workplace, the duty to provide information to the data subject does not apply in GDPR articles 13 and 14.

Data breach reporting
If a data breach occurs, it must be reported to management, who are responsible for conducting a risk assessment and assessing the risk to the rights and freedoms of the individuals affected. 

This may include technical measures such as system restoration, strengthening security measures, or communication to affected parties. Management should enter into a dialogue with Whistle Tools to take the necessary steps. 

If the data breach is likely to result in a risk to the rights and freedoms of the individuals concerned, it must be reported to the Data Protection Agency within 72 hours of the organisation becoming aware of the breach. The report will include details of the nature of the breach, the likely consequences, and the measures taken for remediation.

If the data breach is likely to result in a high risk to the rights and freedoms of the data subjects, the data subjects will generally be notified without undue delay. 

A specific assessment must be made of whether the person who may be suspected in a report should be informed of the security breach. Whistle Tools can advise in this regard. 

The notification will include information about the nature of the breach, contact details of the organisation, the likely consequences of the breach, and the measures taken to mitigate the risk.

Duty of confidentiality
It is emphasised to the employees in the company that a special duty of confidentiality applies in whistleblowing cases. 

Access to information in whistleblower cases is based on a "need-to-know" principle. This means that only people who are directly involved in the handling of whistleblower cases have access to the information. 

If the whistleblower has disclosed his or her identity, then information about the person's name and other identifying information about the person making a report must be kept confidential unless the whistleblower explicitly authorises the disclosure of his or her identity.

The duty of confidentiality often continues after a case is closed. This means that information related to the case must remain confidential even after the investigation has been finalised.

Whistle Tools
Processing of personal data provided in connection with the Whistleblower Programme is subject to applicable data protection rules.
Whistle Tools is responsible for ensuring adequate security of the personal data and reports received by Whistle Tools as part of the Whistleblower Programme. Whistle Tools also guarantees that Whistle Tools will comply with the requirements for independence, confidentiality, data processing and professional secrecy, etc. as set out in the explanatory notes to section 11(2) of the Act on the Protection of Whistleblowers.
Whistle Tools complies with the applicable data protection legislation in connection with the administration of and counselling in connection with the Whistleblower Scheme.
As an external legal advisor etc. Whistle Tools is a data controller under the General Data Protection Regulation. Whistle Tools, including Whistle Tools' expert teams' processing of personal data is solely for the purpose of providing counselling assistance in connection with reports received via the whistleblower scheme. 
Whistle Tools also decides which personal data is to be deleted, disclosed, etc. The processing of data in connection with counselling does not take place on the instruction or approval of the customer. 

