Legal documentation
It is important to be able to document that you comply with legal requirements. 
Here's a checklist of requirements and how to fulfil them with the Whistle Tools solution.
Do we have a "reporting channel"?
Yes, we have a reporting channel that ensures that employees can make reports as stated in the whistleblowing rules. We have outsourced our whistleblowing programme to Whistle Tools. 
A description of the scheme can be found by answering the following questions and can also be found at www.whistle.tools.
Do we have a whistleblowing unit?
Yes, we have appointed 3 employees who are responsible for ensuring that reports are processed according to the rules. 
We have chosen to outsource the handling of reports to Whistle Tools (see below). When a report is received, Whistle Tools will contact one of the following employees in order of priority. 
This is the person who is responsible for the specific report. See below under procedures to ensure receipt, processing and follow-up.
Are we compliant with outsourcing regulations?
The Whistleblower Act allows you to outsource the whistleblower programme to an external party. We are still responsible for ensuring that the rules in the Whistleblower Act are complied with. This means that we must have full insight into how the rules are complied with at Whistle Tools. 
Whistle Tools has full transparency in all parts of the processes from when a report is made until we receive an explanation of what the report is about and how Whistle Tools proposes to handle it. 
This applies to both security and business processes. See the "Subscription Terms" in the contract with Whistle Tools.
Does our whistleblowing scheme ensure the confidentiality of the identity of the whistleblower, the affected person and any third parties mentioned in the report is ensured?
Yes, we do. Our IT system uses end-to-end encryption. This means that from the moment the whistleblower presses "Send", the report is encrypted and can only be opened by Whistle Tools. No one else has the encryption key. 
All electronic communication from Whistle Tools regarding the content of a report is by encrypted email. We have taken the following measures for communication and storage of material:'
[Email with confidential information about a report may not be sent using regular email, cf. GDPR. Consider an encrypted solution. Emails and documents must be stored securely. One option is to create a folder on a shared drive with a password].

How do you prevent unauthorised employees from accessing confidential information?
Within Whistle Tools, confidentiality is ensured by access to a report on a need-to-know basis. This means that only the employees who need to process the report have access to it. 
The same goes for Whistle Tools' experts. 
[bookmark: _Hlk151621958]Are appropriate procedures in place to ensure reception, treatment and follow-up?
Whistle Tools processes reports and assesses whether there is sufficient factual information for us to proceed with the case. Normally, an anonymous dialogue with the whistleblower will need to be initiated through our system in order to obtain more information. 
Once as much information as possible has been gathered, Whistle Tools' legal team processes the report and involves a team of health and safety experts, lawyers and accountants where appropriate. They cover everything from sexual harassment, health and safety cases to financial crime cases.  
A presentation is then prepared describing the case, explaining the various legal, health and safety and accounting issues, and finally a proposal for the next steps in the case. 
We then receive the presentation from Whistle Tools.
When subscribing, we have prioritised 3 contact persons (the whistleblower unit) in order of priority according to an escalation principle. 
1. [NAME].
2.[NAME].
3.[NAME].
Feedback will generally be given to the first prioritised contact person, unless Whistle Tools assesses that the person in question may be directly or indirectly involved in the case in a way that disqualifies them. If this is the case, the next person on the list will be contacted.  
Whistle Tools has written procedures in place to ensure consistent and secure processing of reports. Compliance with these procedures is checked on an ongoing basis:
Management and monitoring
Whistle Tools manages the scheme. This means that customers do not need to implement or install the system, create user roles or have an administrator. 

Statutory notifications to whistleblowers
Whistle Tools ensures acknowledgement of receipt of a report to the whistleblower within 7 days and the written feedback to the whistleblower within 3 months. Both are required by law.

 Fact-finding
Whistle Tools processes reports and assesses whether there is sufficient factual information for us to proceed with the case. In our experience, there is often missing information, so we usually enter into an anonymous dialogue with the whistleblower via our system to obtain more information.

Professional assessment of reporting
Once we've gathered as much information as possible, our lawyers process the report and involve our team of occupational health and safety experts, lawyers and accountants where appropriate. We cover everything from sexual harassment, health and safety cases to financial crime cases.  

Feedback
When subscribing to the subscription, the Customer specifies 3 contact persons in order of priority according to an escalation principle. Feedback will generally be given to the first prioritised contact person, unless Whistle Tools assesses that the person in question may be directly or indirectly involved in the case in such a way that he or she is disqualified. If this is the case, the next person on the list will be contacted.  

Presentations
A presentation is then prepared describing the case, explaining the various legal, health and safety and accounting issues, and finally a proposal for the next steps in the case. 
Subscriptions do not include any subsequent counselling (e.g. personnel matters, litigation, etc.), but the team that prepared the proposal is ready to proceed with the case and is charged separately. 

Annual report to management and board of directors
If the Customer receives 3 or more reports within a calendar year, Whistle Tools will prepare an annual report so that management and the board of directors have an overview of the cases. This will state what they have been about and how they have been handled.  

Is information on the procedure for reporting prepared in a clear and easily accessible form?
[If you have a staff handbook: We have also prepared information about the scheme, which is included in our staff handbook and which was also sent to employees when the scheme was introduced]. 
New employees are given access to our employee handbook, which contains the information mentioned above as well as our whistleblower policy. All employees are obliged to familiarise themselves with the contents of our employee handbook. 
Have we updated our GDPR documentation?
Yes, we do. We have a document that updates our documentation to take into account that we now also process personal data in a whistleblower programme. In this context, we are aware that reports may only be stored for as long as necessary.

Are we aware of the rules that apply to confidentiality?
Yes, we do. We have emphasised to our whistleblowing unit that they have a duty of confidentiality. The same applies to Whistle Tools. 
This applies in particular to information about the identity of the whistleblower and other information where the identity of the whistleblower can be directly or indirectly inferred.
Have we informed employees about the rules that protect a whistleblower from retaliation?
Yes, we do. This is stated in our whistleblower policy. 
Maintain written documentation of the establishment and procedures of the whistleblowing programme
Yes, it is. This document serves as documentation. 

