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Cyberhotet

- Diffust och har for att stanna




Vad kan hianda?
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Vad kan handa?

"I remember that morning - laptops were
sporadically restarting and it didn't appear to be a
cyberattack at the time but very quickly the true
impact became apparent,”

"The severity for me was really taken in when
walking through the offices and seeing banks and
banks of screens, all black. There was a moment
of disbelief, initially, at the sheer ferocity and the
ip((ejed and scale of the attack and the impact it

a ‘)’

Lewis Woodcock

Head of cybersecurity compliance at Moller-Maersk
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Hander det redan?
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The Most Devastating

CYBER
ATTA
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The Maritime Executive |

Maersk: Cyberattack Cost up to
$300 Million

Cyberhotet 2024-01-12 4



Ransomware

Utpressning
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Swedish Coop supermarkets shut
due to US ransomware cyber-attack
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Ransomware

Utpressning

Blackcat Ransomware
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© Svenska kyrkan bekraftar: Okénd
grupp lag bakom cyberattacken
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DDoS-attack

Overbelastning "
20

RECENT REFERENCES
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Hur sker en attack?

Konsekvens/hot

Interna Oavsiktliga handlingar

"
Hacktivister

Externa
hot ]
Nationalstater
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Hur sker en attack - The Cyber Kkill chain

Rekognosering
Informationsinhdamtning som

insamlingav e-postadresser, mm. phishingmejl, web,

Leverans

Leverans av attackpacket via

Installation Lateral forflyttning
L X . Forflyttningi malmiljon
Bakdorrningav skadlig kod i
USBetc. malmiljon

Weaponization
Matcha sarbarheteri system f6r
att skapa attackpaket
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Command & Control
(€2)
Lankningav mal for
fjarrmanévreringav malmiljon
mot C&C-server

Exploatering
Exploatering av en sarbarhet for
att exekvera skadlig kod

Exfiltrering

Uttankningav data
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Hur skyddar du dig?

Som kund kan du fa mejl fran oss pa LF Jamtland. Dessa mejl kan innehalla information och lankar

som leder till var hemsida.

Vi lankar aldrig direkt till sidor dar du
*Logga in med BankID eller bankdosa
*Uppge ditt personnummer

*Uppge koder fran din Bankdosa
*Uppge kortuppgifter

*Signera betaluppdrag

behover:

Banker och serisa foretag fragar aldrig efter sddan information via e-post.
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Tack!
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