Real-world safety assurance of
connected and automated vehicles

or
A pragmatic view of the safety benefits of CAVs?

Joint workshop CAD & C-ITSec
9 June 2019, Paris

- Loughborough Pete Thomas |
. UI"Ingel"Sit g Professor of Road and Vehicle Safety R s
L > Y safe and Smart Mobility Research Cluster




Loughborough
University

vehicles that work?

How can we demonstrate they are
good enough to reassure the
public?

How can we prove they will
function correctly in all road
conditions?

949 of crashes involve human
error — how can we capture the
expected safety benefits of CAVs?
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Crash avoidance technologies

Advanced Driver Assist|
Systems |

« Anti-lock braking

« Electronic stability p— =
Control b reduction in accidents  ggc - laZ:Z?d;e:tth'on "

« Autonomous
Emergency braking
(City, inter-urban)

« Lane keeping/change
AEB city - 38% reduction in LDW/LKA - 30% reduction in

® ... . relevant accidents relevant accidents

INSURANCE INSTITUTE

FOR HIGHWAY SAFETY
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Automation
Urban mobility
« Low speed, high automation
 Pods and shuttles
« Cyber cars
« Automated buses

Private vehicles
 Higher speeds, progressively higher
automation
 Based on existing technologies (ABS,
ESC, LDW, LKA, FCW, ACC etc.)
« Movement to traffic jam assist, autopark,
highway chauffeur, highway autopilot
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What are the differences?

ADAS
« Examples - ESC, AEB, LDW, LKA...
« They operate in tricky situations when
the human cannot e OS]

oo v v
EYES ON
EYES OFF

« Rapid development of technologies B moson o o =~ =

Levels of assistance and automation

o
o

@ @} HANDS OFF c@) HANDS OFF c@}

(TEMPORARY)

@ (

and entry to market

Driver is responsible for
the vehicle. Controls
lateral and longitudinal

Driver is responsible for
the vehicle. Controls
lateral and longitudinal

Driver is responsible for
the vehicle. Controls
lateral and longitudinal

Driver is responsible for
the vehicle. Controls
lateral and longitudinal

Driver is only responsible,
and exercises control
‘when the system is

movement at all times movement at all times movement. May hand movement. Can hand full not in use.
some control over to control to the system.
the system.

Must actively monitor
Must actively monitor system performance,
( system performance and retaking control as
retake full control where necessary.

Automation

« Replaces human for normal driving |
tasks e )

System can control lateral
AND longitudinal System can control lateral
AND longitudinal

movement in specific use

cases. It will not require
driver intervention

System can control lateral
AND longitudinal
movement in all use

cases._ Driver interventi

movement in specific use
cases. Where system
exceeds performance

limits, it will hand control

System can control lateral
OR longitudinal movement

control. OR longitudinal control. in specific use cases. back to the driver. during this time. is not needed
. ERTRAC roadmap hlghllghts hlghway LeveL o .5 - 1 - | . ] . |
a n d a rki n tec h n O I O ies DRIVER ONLY DRIVER ASSISTANCE ADVANCED DRIVER ASSISTANCE HIGHLY AUTOMATED FULLY AUTOMATED
I g g Driver control . System control

o Defined for a specific environment
e SAE Levels0-5
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Trials and normal operational use

« ADAS widespread in the vehicle
fleet

« CAVs are in use on the public
road in trials with regulatory

« CAVs are not permitted in
service in most locations
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Field trials and evaluations

Evaluation

System functionality
under natural
conditions

Human factors and
road user behaviour

Impact on safety,
environment and
efficiency

Events investigations

Demonstration

Show CAV operation to
public and stakeholders

Business models

Reassure public over
safety and efficiency

but...............

e

ROBOPILOT
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How do we prove CAVs operate V™ ™"
correctly in all situations?

« Physical testing
- Off road Ccpri""
- On road Sftywtmg
- 10> km +

o« Simulation

- Challenging

- How to model environment,
sensors, control systems?
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What could possibly go wrong?

[B[B]C]
NEWS
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Home UK World Politics US OceanRescue Tech Business Entertainment Offpbeat Weather

theguardian

Uber halts driverless car tests after vehicle rolls over in

Self-driving bus involved in crash less Arizona smash

than two hours after Las Vegas launch

an autonomous SUV is involved in a

durin;

A truck driver is blamed
avoided if the autonomo

ident, which passengers say could have been
cle had only reversed

VIDEO uve

SNEWsS

SHOWS B ol

@ petcanamags.. A"

News  Sport Weather (Player TV  Rac

Home UK World Business Poltics Tech Science Health  Family & Education

Technology

Tesla and GM self-drive cars involved in
road collisions

CULVER CITY FIREFIGHTERS

“A Tesla Crash, but Not Just a Tesla
Crash’”: NTSB Issues Final Report and
Comments on Fatal Tesla Autopilot Crash

OCTOBER 3, 2017 AT 11:48 AM BY PETE BIGELOW | PHOTOGRAPHY BY NTSB/FLORIDA HIGHWAY PATROL/AP,
NATIONAL TRANSPORTATION SAFETY BOARD, TESLA MOTORS

Giatdian

i il i o sl il EEETEENNNTTT 0 = -
SHARE 8 ~
5 o a & UK World Business Football UKpolitics Environment Education Science Tech Global development Cities Obituaries
Tesla's Autopilot woes continue with Laguna Beach police Uber

Uber crash shows 'catastrophic failure’

car crash of self-driving technology, experts say

By JEFFREY COOK s ERI DOOLEY [ e | 10| ” "
Concerns 1
lision in Ari ailing of system i
Video released of fatal Uber self-driving crash.

Sam Levin in San Francisc

Ez3travesty
E1C nbers diein
- Fallfrom Yosemite rock face

e abutal
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Regulation — how is it developed?

e EU - Brussels - EC Whole Vehicle Type Approval

o Global - Geneva - WP 29 - Global Technical Regulations

- Safety and security of vehicle automation and connectivity:
« Framework
« Functional requirements
« New assessments and test methods
« Cyber security (and software updates)
« Data Storage System for Automated Driving (currently)
- ADAS:
« Remote control manoeuvring
« Automatically commanded steering systems
- Dynamics (Steering, Braking etc.):
« Advance Emergency Braking Systems
« Anti-lock Braking System for motorcycles g\d) World Forum for Harmonization of Vehicle Regulations (WP.29)
\ VY

« Electronic Stability Control Working Party on Automated/Autonomous
" and Connected Vehicles (GRVA)
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Why is this important?

« Automated systems cannot be used in
production vehicles unless they
comply with regs

« Regulation primarily addresses safety

« Exemptions are possible but

- Lack of relevant regulation is a barrier to &
deployment and sales
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Function Safety

Strategy. FMEAs...

Design,
development,
testing,
manufacturing
processes

Multi Tier Measurement

Virtual Testing

Road/scenario DB
Driver models
Vehicle models

Testing
Knowns
* Objects
* Movement
* Vehicle drives
as per model
Perception limited

Measurements
* Against test
criteria of knowns

Tracks Testing

Specific scenarios
testing

Testing

Knowns

* Objects

¢ Movement

* Real vehicle
motion

Perception edge

case possible

Measurements

¢ Against test
criteria of knowns
Perception
consistency

Real World Testing

Safety driver
controlled use, wide
verity of scenarios
with diversity of
conditions

Testing
Few external
knowns
Disengagements
Testers notes

Measurements
Perception
consistency
Planning accuracy
Driving accuracy

Loughborough
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Current regulatory concepts

In Service

Significantincrease
in miles driven.
Limited or no driver
interventions

Measurements
Perception
consistency
Planning accuracy
Driving accuracy
Near misses
Accident reports

VMAD 02
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What is safety?

« Management of the
introduction of new
technologies to avoid the

« How do we decide on a
reference safety level?

introduction of new risks - same risks than current
vehicles?
_ - as safe as a human?
« Use of new t_echnologl_es to _ no crashes under any
reduce existing road risks circumstances?

->reducing casualties
below existing numbers
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What are the limitations of Universiy
new systems?

« How do they compare to human drivers?

One death 277 million km 173 million miles

One serious injury 19 million km 12 million miles
One minor injury 1.6 million km 1 million miles

« Human drivers are very safe and resilient — how do automatic
systems compare?

« How do we compare risks?
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Virtual validation methodolog
Goal: Enable virtual testing of automated driving systems in representative
scenarios and environments
Real-worid Simulated
- Crash Data i Simulation Monte Carlo -
scenarios Analysis  |— Cllggr:ng Parameters Sampling environment
P 1 * Atiribute Grouping Road configurations >
vriz w3 431 into Level 1 and 2 v
» Association Rule Driving scenarios Probability distributions
Data Processing & ™ Mining T
Attribute Selection Level 2 Ego car behaviour !
/
e . . Sub-microscopic
— i Hypo theses of i Opponent behaviour Simulation
Crash Data i criticalities i__.- Criticality factors
| eg.poor visiility 1 Road Environment

'y A Models

Evaluation Test Objectives Safety Vehicle and Sensor
. . and Research Questions Evaluation Models

criteria

Driving Behaviour
* Models

Collision probability

Evaluate the influence of poor visibility and limited sight
distance on the safety performance of in-vehicle collision
avoidance systems for various junction scenarios.

Safety indicators
calculation

Near-miss prob.

i

i

i

i

i

i

i

i
EXAMPLE: i e

I

i

i

i

i

i

i
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Validation challenges

Assisted and Automated Driving
Behavioural Competency Framework

Public wants assurance S
automated venhicles are safe I Onll &

* Perform car following and stop and go e Motormay
L] - n - - ! @
I I I e V e r rI V I I’ | S I t l I a t I O n * Detect and respond to stopping or stopped vehicle ! i . .
...... n. * Detect and respond to lane changes B % i ’ E
Accommodate Emergency Vehicle priority h 2 E a .

......... not 99% or 99.9999%  omrtoss v

Detect and respond to cyclists in and out of cycle ways

hatcham DRAFT
Research

+ Detect anc

Many, many permutations

+ Detectan

- Road characteristics + powese

respond to cyclist on roads including those inhibiting passing
respond to pedestrians on pedestrian crossings — zebra/pelican

respond to pedestrians crossing outside of pedestrian zones

a2
L o a o

distance and navigation of pedestrians and cyclists at side of road

- Environmental characteristics ﬁmﬁr

- Vehicle characteristics =

- Traffic characteristics oo || o
: C | T[RRI L i

- Interaction characteristics g (0| (o L0 I L e

(e JIEL GRS ESL S L

e RN g 10 08 T
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Variability of real-world conditions

Urban Rural Highway Weather Lighting
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Every possible real world scenario?
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PRODUCT ROADMAP 2017: INTELLIGENT CONNECTED VEHICLE Wl automotive

W council
VYUK
DRIVERS
National Needs Industrial Strategy Industrial Leadership GDP CIrowth and Productivity
‘City’ Needs Air Quality and CO2 Less Congestion Mcibility Equality
Traveller Needs Parking Smoother Drives End to End fi\obility Services

Level 2 and 3 Level 2 and 3 (5afety Critical Comm'’s)

Level 4 > > Level 5

: = e N
- ATTRIBUTES Safety ‘ Safer Human Drivers : 2 AV 10x Safer Than Humans } AV >102 Safer -
R EEEEEEES—————————————.

Convenience Informed Travel Choice RT and Predicted Travel Advice Automated / Guided Travel

Productivity Device Based Reliable Mobile Working Mobile Services E'thing/ E'where

o ParsonaliscdiRottin Real Time Predi :tive Network Optimised
Efficiency g Network Optimisation Travel viode, Timing and Routing

TECHNOLOGY Sensors Sensor Fusion New Sensors (Inc. Edge Processing) Shared Sensor Data

SAE LEVEL

Processing HP Processing Or -board ML = Virtual Driver Centralised ML Co-operative ML

Communications 3G > 4G Ubiquitous 4G ))) 5G / Non-Cellular Swarm

Device Syncing Trav :ller Centric Design HMI Fusion Lifestyle Integration

ENABLERS Validation Real World and Corr :lated Partial Simulation Fu Il Environment, Vehicle
Re-Simulation System | 1odelling (Inc. ML Sys) ¢ nd Sensor Simulation

Certification Code of Practice Real Wo ld Cert. Part Simulated Cert. Sin ulation Based Certification

Insurance Pay How You Drive > AV Insurance (Cheaper vs Human) Real Time Risk Insurance
Assurance Privacy and Cybersecurity Fail-Operational Interim Regulation 3 New Reg. Framework
a a a
2020 2025 2030 2040

Introduction ”’ Phasing out
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Potential safety benefits of CAVs

Perfect CAVs mean that Currently
« Crashes involving CAVs « CAVs can sometimes
will be avoided operate in simple
scenarios
But « We have little knowledge
Imperfect CAVs about the impact of CAVs
Mixed fleet on traffic and safety

We have little more

Crashes not involving cars ° knowledge about ADAS
Communication with and safety

pedestrians, cyclists etc.
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What are the road safety challenges?

1. Urban safety technologies ., romer ot s
to prevent pedestrian, car = Van / Light goods vehice
occupant, PTW and cyclist ’ m— Carandtax
crashes S

m Pedal cyclist
12,000 B Pedestrian

2. Rural roads - car occupants
and PTW riders

3.  Improving highway safety, -
while valuable, does not
address the most common 2w
groups of casualties. | —

Killed and seriously injured casualties GB 2014
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The UK real-world CAV test facilits= ey
Smart Mobility Living Lab:London

New £17m CAV test bed located in
London

Test routes on Queen Elizabeth
Olympic Park and Greenwich

Instrumented and connected roads
for CAV and Intelligent Mobility
applications

Partners Loughborough University,
'I(;RL, Cisco, Cubic, TfL, LLDC, DG
ities
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Conclusions

« To support the deployment of automated
vehicles a new regulatory pathway is
needed

« The public expects safety levels to be
much higher than that of human drivers

o Significant safety benefits in the near
future will come from systems targeting
vulnerable road users in urban areas
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