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1. TRAFMON URL’S AND CERTIFICATES

The way you can access to the trafMon main menu bar URL and to the trafMon BIRT
Report Viewer URL depends on how your system administrator has configured the Apache
HTTP Server and the Apache Tomcat server.

It may be that only access from localhost are allowed (127.0.0.1), in which case you need
to tunnel the several port numbers through your SSH access.

Either plain HTTP access is allowed, so that standard port 80 (default) is used for the
trafMon menu bar, and Tomcat BIRT Report Viewer is available at port 8080. This is not
considered secure and may be refused by your browser.

But it may be that HTTPS is enforced on both systems: standard port 443 (default) for
trafMon menu bar, and 8443 for the Tomcat application. Even, the standard plain text ports
(80 and 8080) could be automatically redirected to their HTTPS equivalent.

Under HTTPS, the each of the two servers will require a certificate. Generally, instead of
paying a trusted official certificate authority to generate them, the system administrator
simply generates himself self-signed certificate. In such case, you have to accept the
security exception explicitly two times: once for the Apache HTTP Server (menu bar) and
once for the Tomcat server (BIRT reports).
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1.1 TUNNELLING THROUGH SSH

Thanks to this tunnelling, you can always access the two Web servers vi localhost
(127.0.0.1) in the URL.

1.1.1 Configuring PUTTY Connection with HTTPS Relay

On your own PC, launch PuTTY and select Connection>SSH>Tunnels option tab first.

Categony:
- Keyboard - | Options controlling S5H port forwarding |
Ed;t Part forwarding
g ”'.u'in-:lswures | [[]Local ports accept connections from other hosts
.. Appearance [ Remote ports do the same (S5H-2 only)
. Behaviour Forwarded ports:
 Translafion L443  localhost:443
) ocalhost:
- Selection L80  locahost:80
- Colours L8080  localhost:3080
5 Connecti
=) Lonnection Add new forwarded port:
- Data
- Prosy < Source port 8443
- Telnet
. Flogin Destination localhost: 2443
[=- 55H i@ Local (71 Remate (") Dynamic:
o K @ Auto i IPvd i IPvE
- Cipher
[+ Auth
%11
- Tunnels
Aot || Heb | | Open || Cancel

Figure 1 PUTTY Profile for Forwarding HTTP/HTTPS Ports
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Add the following four forwarding specifications:

Source port Destination
443 Localhost:443
8443 Localhost:8443
80 Localhost:80
8080 Localhost:8080

Table 1 SSH Port Forwarding

Then select the Session tab, fill-in the Host Name field (trafmon@xxx.yyy.zzz.aaa); enter
a label under Saved Sessions and click Save to store your session profile ().

#R PuTTY Configuration

N

Category:
=- S_ession ~ Basic options for your PuTTY session l
Lnging Specify the destination you want to connect to
[=)- Teminal
Mo Host Name for IP address) Port
- Bel [trafmon@141.253.14.70 |22 |
- Features Connection type:
- Window (ORaw (OTelnet ORlogin @SSH (O Serial
Appea.rance Load, save or delete a stored session
- Behaviour
.. Translation Saved Sessions
&l Selection |trafmon@141.253.14.70) |
- Colours Default Settings T iaad: |
=) Connection trafmon@141.253.14.70 —
- Data Save
- Proxy —
- Telnet ~ Delete |
- Rlogin
(- SSH
Kex Close window on exit:
20: keys (O Aways (ONever (@ Only on clean exit
-Cipher

Figure 2 PUTTY Saved trafMon Session Profile
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1.1.2 Command-Line SSH Access with HTTPS Relay

The complete relay command for accessing stand HTTP port 80, redirected to standard
HTTPS port 443, but also Tomcat/BIRT port 8080, redirected via SSL equivalent port
8443, and with X forwarding is as follows:

% ssh -X -L80:localhost:80 -L443:1localhost:443 -1L8443:1localhost:8443
-1.8080:1ocalhost:8080 trafmon@l41.253.14.70

1.2 VALIDATE CERTIFICATES WHEN NEEDED

When the Web server is enforcing the use of encrypted HTTPS access, being only via
localhost, or remotely via its hostname or its DNS name or its explicit IP address, the
browser validates that the server certificate does indeed correspond to the target and is
signed by a trusted authority.

For self-signed home-made certificate, the user has some steps to do to accept the
security exception before being able to reach, first, the trafMon menu bar on the HTTP
Server, second, the Tomcat URL of trafMon BIRT reports.

1.2.1 Using Google Chrome Web Browser

When trying to use plain HTTP (default port 80):

| http://localhost/trafMon/

and being redirected to HTTPS (default port 443), or using directly this URL:

| https://localhost/trafMon/

If the certificate is not trusted, the following is shown:

% + - & A rivacy error = &l =
€ C AN w* o » (@ @iy - N -

< C A Notsecure | www.localhost/trafMon % o M (@ rased) :

A t prove that it is www.localhost; its sec ted by y
Your connection is not private mi ttacker intercepting
-

N
Figure 3 Enabling Self-signed Certificate for trafMon Menu (port 443) — Chrome
© 2020 AETHIS sa/nv Belgium - All rights reserved - trafMon User Manual
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And you must explicitly “Proceed to localhost (unsafe)”.

Then you get the trafMon menu bar.

Either you can also try to get directly to the Tomcat BIRT Engine, via a URL like:

https://localhost:8443/birt/? report=trafMon reports/FTP Summary.rptdesi
gn

Or you make some selection with the menu bar and click on View, and obtain the following
failure message (with your mouse over the bottom frame). Then open the Inspect side
panel (right mouse menu) and take the menu attached to the URL link (as below)

€ 5 C (0 A Notsecure | locahostrafMon/#l/volume * @000
Dawabase:  irafiion v ve v Report: anager Report v Top: v Treshold: 1K v View: D0z v ( 1 =33

Activity: v Location: v Host: P v Structure: Compact-€ v Stacked Range: 2017107118 2017107118 [ View | m [ :

00:00:00 23:59:59
[N
] Googie Agenda-¢ X | b finsnce - Recherch: X | [B EURtoUSDExche: X | @ TRAFMON Reports X | . delhi/locatbost/+ x | [l MYSQL:MYSQLS: X | @ Implementation | T X | ;5. phobyAden % | @ Privacy e X @ TRAMONReport: X | 4 N CLE
€>C0 A # @ *0o0on»0@
Database: i1 v P v Repomt: ManagerRe| v Top: v Treshold: 1Kbss v View Day v B B . o5 & i X
Activity: v Location: v Host: v Structure: Rang@017/07/18  2017/0718 vd c od
) stacked 00:00:00 23:59:59
]

@ . x

Figure 4 Inspect and Open Failed Link in a New Tab — Chrome

In both cases, you are back to the need for validating the certificated as in Figure 3 above.

After this double approval, you can now play with the trafMon reporting tool.
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1.2.2 Using Mozilla Firefox Web Browser

When trying to use plain HTTP (default port 80):

| http://localhost/trafMon/

and being redirected to HTTPS (default port 443), or using directly this URL:

| https://localhost/trafMon/

If the certificate is not trusted, the following is shown:

£ Insecure Connection X L+

€ | @ | https//localhost/trafMc @ Qsearch w8 9 »

Your connection is not secure

The owner of localhost has configured their website improperly. To protect your
information from being stolen, Firefox has not connected to this website.

Learn more.

€ ocalhost c wea v »

1]

Report errors like this to help Mozilla identify and block malicious sites

Your connection is not secure

localhost uses an invalid security certiicate.

The certificate is not trusted because it is self-signed.

The certificate is not valid for the name localhost.

The certificate expired on mardi 24 janvier 2017 11:39. The current time is mardi 29
septembre 2020 19:27.

Error code: SEC KNOWN_ISSUER

Add Exception...
> 1>

You are about to override how Firefox identifies this site.

4 !\ Legitimate banks, stores, and other public sites will not ask you to do this.

Server
(R1&1 Tl https: //localhost/trafMon, | Get Certificate
Certificate Status

This site attempts to identify itself with invalid information.
Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to
impersonate this site.

Outdated Information

The certificate is not currently valid. It may have been stolen or lost, and could be used by
someone to impersonate this site.

Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using
a secure signature.

Permanently store this exception

Confirm Security Exception Cancel

Figure 5 Enabling Self-signed Certificate for trafMon Menu (port 443) — Firefox

And you must explicitly “Confirm Security Exception” (Permanently).

Then you get the trafMon menu bar.
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Either you can also try to get directly to the Tomcat BIRT Engine, via a URL like:

https://localhost:8443/birt/? report=trafMon reports/FTP Summary.rptdesi
gn

Or you make some selection with the menu bar and click on View, and obtain the following
failure message (with your mouse over the bottom frame). Then open the Inspect side
panel (right mouse menu) and take the menu attached to the URL link (as below)

TRAFMON Reports viewer X 4
€ (D&  nhttps://localhost/trafMon/#! fvolume
Database: tm v Priv Report: Manager Rep|v Top: 5 M Treshold: 1 Kb/g
Activity: kil Location: o Host: i Structure: Comy;
[] stacked
Save Page As...
Save Page to Pocket
View Background Image
Select All
This Frame >
View Page Source
View Page Info
Inspectlrlement ((0)]
by
TRAFMON Reports viewer X |+ = il
€ @& ntipsy//localhost/trafMon/#!/volume ¢ || Q search wBe 9 3 @
Databi te: | Repor Mani{~| Top: 5 |v| Treshc¢ 1Kbjv| ViewC)v 202( o m ©.. {}st. Opef. = H-EH B @ B §
e 7 | gnomps html> - 7
Activit b Locati v Host: Struct v Ran@820/9/292020/9/29 <html> @
[ stacked 00:00:00 23:59:59 cad><

Edit As HTML
Copy Inner HTML
Copy Quter HTML

Copy Unique Selector

URL

Open Link in New Tab.
Copy Uik Address

Figure 6 Inspect and Open Failed Link in a New Tab — Firefox

In both cases, you are back to the need for validating the certificated as in Figure 5 above.
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After this double approval, you can now play with the trafMon reporting tool.

1.2.3 Using Microsoft Edge Web Browser

When trying to use plain HTTP (default port 80):

|http://localhost/tranon/

and being redirected to HTTPS (default port 443), or using directly this URL.:

|https://localhost/tranon/

If the certificate is not trusted, the following is shown:

cards).

9

- @ & -

Figure 7 Enabling Self-signed Certificate for trafMon Menu (port 443) — Edge

And you must explicitly “Proceed to localhost (unsafe)”.

Then you get the trafMon menu

bar.

Either you can also try to get directly to the Tomcat BIRT Engine, via a URL like:

https://localhost:8443/birt/? report=trafMon reports/FTP_Summary.rptdesi

gn
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Or you make some selection with the menu bar and click on View, and obtain the following
failure message (with your mouse over the bottom frame). Then open the Inspect side
panel (right mouse menu) and take the menu attached to the URL link (as below).

[ TRAFMON Reports viewer x [EE - 2 &
< O A Not secure | hitps://localhost/trafMon/#!/volume hid @
Database: v Prv Report: | Manager Rep v Top: 5 v Treshold: 1 Kbis v View: Day v 2020/9/29
Activity: v Location: v Host: v Structure: Com v Range: 2020/9/29 2020/9/29
(] stacked 00:00:00 23:59:59
N ]

It looks like the webpage at https://127.0.0.1:8443/birt/run?
rptdesign&DBname=tmon&granularity=Hours&activity=undefined&location=undefined&host=any&source=probe&rangeStart=2020/9/29%2000:00:00&rangeEnd=2020/9/29%2(
might be having issues or it may have moved permanently to a new web address.

+ -
e | bttps://localhost/trafMon/#!/volume yid @ 3= <4
Top: 5 v Tresht 1K v View | v 202 [R 62 Elements Console Sources Network » o2 & & - X
Host: Struct v 1 Rang920/9/292020/9/29
-00- -5Q- ->
(] Stacked 00:00:00 23:59:59 T el n
| «++  ¥<iframe class= 2 ://127.08.0.1:
8443/bi
2@ : width="108%"
Ogen in new tab
heigh h
. iframe#frame.iframe-basic-vi Add attribute
Styles Computed  Event Lis Edit attribute ties  Accessibility
O Filter Edit as HTML thov .cls + =
) x‘e_emerw:‘s:;:.e Delete element
3
o .iframe-basic-volume { main,2bb1239f.css:9

Figure 8 Inspect and Open Failed Link in a New Tab — Edge
In both cases, you are back to the need for validating the certificated as in Figure 7

above.
After this double approval, you can now play with the trafMon reporting tool.
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2. AVAILABLE TYPES OF REPORTS

Two groups of reports have been implemented: synthesis reports and protocol details
reports.

2.1 SYNTHESIS REPORTS

Synthesis reports, mostly based on volumes and data rates, structure the amount of
traffic per Activity, per location, per host, per peer. Those reports give an overview on
utilisation of the monitored network.

: o The Manager Report permits to get the views
e from high-level (Top-N Activities), through Activity-

; specific (Top-N locations), down to Top-N hosts in a

Ll hh ARHRARANAR) location. Volumes and rates are shown in time units

e et AR (Figure 9).

Sagrmn| Terem B Boan iy Scivty a Mn

o The Operator Report shows the same

RAREAERAR ey RS information as above, but in a different way. Volumes
e TR "=T7 4o | are summed-up over the report time span.
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traffic details and troubleshooting indicators are also

LT TS displayed (Figure 10).
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Figure 9 Manager Report (top-level)) Figure 10 Operator Report (top-level)
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o The Conversation Report, only applicable to a pre-selected Activity and/or
Location (or Host), focuses on the peers: Activities or Countries (or Hosts) (Figure

PN bservat Operatoc Report
Operator Report \
‘@
Bit Rate Per Peer Total Volume Detail By Peer Bit Rate Per Peer Total Volume Detail By Peer
Ingress | Egress Bit Raie by Frer in Mvs Ingrs | Egres Vo of P o QA1 B Ingress | Egress Bit Rate by Peer in Mbis
and Per Application Bit Rate Per location aad Per Application =
Ingress | Egress Bit Rate by Peer and Application in MW Tugress | Egress Bit Rate by Peer and Application in Mbs
L AL A [==H
e snar 5 = - i " |
Bit Rate Per Application Bit Rate Per Application
Tugress | Egress Bit Rate by Application In Mi's Tngress | Egress Bit Rate by Application in Mb's
- ;
NN
_ - M L =

Figure 11 Conversation Reports Examples

At the Host level, the Operator or Conversation Reports also present a few relevant

detailed values obtained from the specific protocol analysis made by the trafMon traffic
capture probe:

e FTP sessions activities (Figure 12)

FTP Session Detail File Transfers Details

000
500
4000 B Conmand Failures
100 [ Yo Login Sessions 3500 B Feiled Login:
B %o Cmd 3000 [ File GET Success
100 [ o File e Sestions 200 ] File GET Failures
File Xfr Sessions %:n I File PUT Success
10 I Encrypted Sessions lﬂj B File PUT Failures
<0 . I Divectors List
1 0 L

141 253221.106 141253 221.106

Figure 12 FTP Activity Indicators

e and TCP connections derived indicators ()

The trafMon runtime XML configuration file identifies which FTP sessions (currently
port 21 and associated data connections) and which TCP connections (those for
FTP and the HTTP on port 80) are actually analysed by the probe(s).
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Figure 13 TCP Connections derived Troubleshooting Indicators

2.2 FLOW REPORTS (PROTOCOL COUNTERS,
DETAILS, DELAYS)

The second set of reports, presents the individual groups of raw observations made by
the probe for different protocol layers.

These are meaningful at the granularity of each identified flow (directional or bi-directional
conversation), but can also be summed up by pair of hosts or for all conversation with a
selected host. Care must then be taken, when aggregating multi-flow data, in properly
interpreting the resulting values (double counting or sum of unrelated data).

These reports can help an experienced user to further investigate specific issues, without
yet requiring to dig in the raw database in expert mode.

The available flow-based reports are:

o IP Counters

o |IP Size Distribution
o ICMP Counters

o UDP Counters

o TCP Counters

o TCP Details

o FTP Counters

o FTP Details

o Two Way Delays

o One Way Latencies
o One Way Counters
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These reports have been reworked:

For reports on counters, the original content was limited to presenting the evolution
of statistics summaries (min/max/average) at the selected granularity (minute, hour
or day). Now a table has been added that gives the sum, for every metrics, over the
global time span of the report;

One-way latencies and related one-way counters reports have been added to
present the measured uni-directional delay selectively measured for some (low data
rate) flows between probes. The one-way counters reflect the packet losses, but
also the number of packets that could not be measured (due to missed data records
from a probe, or due to partial capture at a probe).

Parameters of the individual reports have been changed so as to allow:
o More flexibility in selecting the start and end date/time,

o Possibility to aggregate over different flows, through selection of IP
addresses, direction and probe interface,

o Selection of the source database

This permits to create common parts across report templates, grouped in a
common BIRT library, and to launch the report generation from a common flexible
menu bar for interactive pre-selection.

In addition, the ancient example summary reports, although aggregating over all measured
FTP file transfers, has have its start/end date/time parameters slightly adapted to also
permit its inclusion in the selection menu:

o FTP Summary

For this, only specified time boundaries are actually used from the selection
menu
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3. PLAYING with SYNTHESIS REPORTS

The Synthesis volumes reports are typically generated semi interactively in a browser sub-
frame, after having made selection in a specific top-bar menu, which can also be used for
browsing and drill-down.

3.1 SYNTHESIS REPORTS DYNAMIC MENU

The Synthesis menu is accessible through the following URL:

| https://127.0.0.1/trafMon/

The menu is shown here below (Figure 14); the screenshot was split into two to fit the
page width; in practice, the buttons of the first screenshot are on the left of the buttons of
the second screenshot):

Database: trafion Probe w Report: Manager Report v Top: 5 v
Activity: any v Location: any v Host: P~
Treshold: 1 Kbis v View: | Day v 20170718 E2 &3
Structure:  Compact-Sv [ Stacked Range: 2017/07/18 2017/07/18 [ view [l ino | ]
00:00:00 23:59:59

Figure 14: trafMon Synthesis Volumes Reports Menu

This menu dynamically changes, slightly, when selecting the Manager Report, due to the
addition of a Stacked Bar checkbox (see section 3.1 Synthesis Reports Dynamic Menu).

The selection menus are as follows.
- Database: select the database will be used by the reports.

The default database were collector data are imported is called trafMon,
but it is possible to keep multiple databases, e.g. for different time periods or

from different environments. The convention is that their names start with
trafMon

- Source: select whether the report is built on basis of trafMon probe(s) collected
data or on basis of NetF1ow received records.

- Report: select which top-N report to view:

e Manager Report: summary report which, for the chosen combination of
activity/location/host, focuses on providing a graphical representation of the
evolution of different ingress/egress information: total volumes and bitrates,
volumes and bitrates per application, etc.
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e Operator Report: report which focuses on providing ingress/egress
information for the members of the chosen combination of
activity/location/host. For example, for a given Activity, it will focus on the
total Activity volumes and on the evolution of their bitrates for every location
at which this Activity has hosted systems.

e Conversation: report which focuses on providing ingress/egress information
between the chosen combination of activity/location/host and its peers. For
example, for a given activity, it will focus on the activity volumes and their
bitrates between the chosen activity and the other activities or countries.

- Top: select top-N records that should be kept in the report (N can be any multiple of
5 in the range [5, 25]).

- Threshold: select the bitrate threshold under which a record is not included in
average bitrate calculations and plotting (not applicable to volumes bar charts)

This prevents many chart lines to be cluttered just above the X-axis.

- Structure: permits a double choice on the split (Exploded) or merge (Compact) of
all charts between ingress and egress figures, on one hand, and the display of the
report as single Web page or its multi-page layout (including PDF export):

o Compact — Single Page
o Compact — Multi-Page
o Exploded - Single Page
o Exploded — Multi-Page

Mutli-page invokes the BIRT Report Viewer application which permits to export
pages or underlying data sets used to build the figures.

- View: select time span (length) of the report: a day, a week or a month.
Evolution charts over a day are provided at the granularity of 1 hour.
Evolution charts over a week or a month are provided at the granularity of 1 day.

This selection is used in conjunction with the selected date field on its right, which
represents the date currently chosen and which displays a calendar once clicked
on, as shown in Figure 15. Note that the calendar works in a clever way: if you
select a day while the View is set to week or month, then the week or month of the
selected day is chosen.

- Prev: select the previous range of time. If View is set to day, then this button will
select the previous day. On the other hand, if week or month is selected, then this
button will select the start of previous week or month respectively.
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- Next: select the next range of time. This button works in a similar way than the Prev

button.
- Range: displays the currently selected time range by the View field and its

calendar.
View: Maonth v 201 |3.-"IZIE:_-"EI 1 m m
lange: 2016/8/1 00:00:00 @ [Ayg v (2016 v ©

Mo Tu We Th Fr Sa Su
2 3 4 5 6 7
8 9 10 h 12 13 14
15 16 17 18 19 20 21
22 23 24 25 26 27 28
29 30 Ky 1 2 3 4
Figure 15: Synthesis reports calendar menu
Note:

The behaviour of selecting the time period has been tune according to
anticipated User expectations:

e When selecting the View granularity and/or a reference date in the
calendar, the Activity and Location menus are dynamically updated to
present those items where data are available in the database. And the
Host entry is reset.

e When selecting Prev or Next, the current selection of
Activity/Location/Host is preserved, so as to permit the User to navigate
horizontally across the time periods.

The following three selectors are used for drill-down: browsing from widest view — every
Activity aggregated over all locations and all hosts — to the narrow per-host view:

- Activity: select a specific activity for the report, or “any” to include all of them.
- Location: select a specific location for the report, or “any” to include all of them.
- Host: select a specific host for the report, or “any” to include all of them.

There is a priority in the order Activity/Location/Host.
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Activit Location Host
Traffic of every Activity, Any Any Any
summed-up over all hosts at all
locations
Traffic of every Host at the Any Specific Any
Location, whatever the Activity
they belongs to
Traffic of every Host at the Specific Specific Any
Location, which belongs to the
given Activit
Traffic from/to the given host - - Specific
(beloqging to a Activity and a (Use to narrow (Use to narrow
Location) Host selection Host selection

menu) menu)

Table 2 Synthesis Reports Content Specification

The other available button is only applicable after selection of a Host address:

- Info: displays a pop-up which contains information about the specified host, if any,
as shown in Figure 16.

IP:141.253.196.17
Activity : MGT
Location : PARIS

Country : France

City : Paris

ASN :
DNS : mgt-klauss.company.com.

Comments :

Figure 16: pop-up with information about the selected host
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Finally, the View The Report button is used to generate the selected report according to
all chosen parameters.

3.2 EFFICIENT SELECTION OF HOST ADDRESSES

The top menu bar is dynamically populated with data extracted from the database.

Selecting an upper level item (e.g. the database, or the Activity) implies to dynamically re-
construct the list of entries of lower level menus.

In the production network, with very long list of IP addresses, this has proven inefficient.
Furthermore (in Chrome), long menu list spans outside the screen.

Therefore, an easy-to-use and efficient mechanism has been implemented for the
selection of host IP addresses.

e The hosts menu initially shows only the first byte (first number) of the addresses.
Either the user types digits in the field or uses the menu to select one value;

e At this time, a short pause is necessary for retrieving the subset of corresponding
second byte values. Either the user types additional digits at end of the field or uses
the menu to select one value;

e After a very short pause, the third byte can be selected, by typing or short menu
selection;

e The selection of the last byte can be done nearly instantly, again by typing or menu
selection.

Leaving the Host field empty means “any”.

The behaviour of the datalist widget used for specifying the host IP address differ from
browser to browser.

e Using Google Chrome, the user may type in number followed by dot to switch from
menu to menu; he may also, at any time make a selection of current byte value
from the pull-down menu. This menu is a simple list that could be long enough to
extend outside the screen, but typing initial digits reduces the menu list accordingly.

e Using Mozilla Firefox, the user can open the menu via double-click. The menu
appears as a short list with a scrollbar. He can also type-in digit(s) which are
interpreted as a pattern that is searched for in the menu list of strings; however
here, the searched pattern matches at any position in the strings.

e Using Microsoft Edge, the behaviour is the same as that for Chrome.
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3.3 LAST SYNTHESIS DATA REFRESH: YESTERDAY

The synthesis reports cannot be fully computed from base observations at the time of
generation. This would take far too long to produce the figure.

Hence a necessary optimisation mechanism has been required to pre-compute and
refresh partial values used for synthesis reports. This update is scheduled every day at
night (~ 4 o’clock AM) on the then fully loaded data of yesterday.

As consequences:

e |tis not possible to produce a synthesis report involving current day observations
(for protocol details reports, the delay for update is only about 10 to 15 minutes);

e Any change to the activities/locations mapping file (/etc/trafMon/ipInfo.ini)
will only be taken into account for observations since the day of update and
thereafter. Therefore, synthesis over a week or a month that overlap such a
configuration update wouldn’t be consistent.

For this second issue, the administrator guide explains how to manually re-compute those
pre-compiled synthesis data on the basis of an updated ipInfo.ini from basic
observations from the past. If the backtracked period of time is long, this process could
take hours to complete.

3.4 NOT ENOUGH DATA FOR REPORT CHARTS

The trafMon is tributary of limitations exhibited by the BIRT reporting software.

In BIRT the generation of charts require enough data points, otherwise an error message
is displayed instead.

In such case, the trafMon report provides a more explicit message string on top of the per
chart internal errors (Figure 17).
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Not enough data, the report cannot be built.

Dct 13, 2016, 3:38 PM
Page : 1

The following items have errors:

Chart chartl:
H null

Chart chart11:
i+ null

Chart chart111:
i+ null

Figure 17 Report with Not Enough Data for BIRT Charts

This often happen when requesting a synthesis report on a given IP address.

However, Operator/Conversation report template applied to a single IP address will still
attempt to produce the protocol details tables and FTP charts. If not shown, put your
threshold to ‘none’ to be sure to see those details for the low (even single packet) traffic
conversations with that address.
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3.5 SYNTHESIS REPORTS STRUCTURE

3.5.1 Synthesis Reports Header

Operator Report based on probe observations
All locations of Activity : LOGISTICS Top : 5
from : 2017/07/18 00:00:00 to : 2017/07/18 23:59:59

Figure 18: Operator Report Sample Header
As it can be seen on Figure 18, the header mainly contains a summary of the parameters

used to generate the report.

Finally, the Operator Report and Conversation Report offers a link in the header to switch
between one another easily, using the same report parameter values as the ones in the
original report.

3.5.2 Synthesis Reports Sections

The reports are generally divided in three main sections:

e Total Volume Detail (per Activity/Location/Host, Ingress and Egress)
e Volume Per Activity/Location/Host and Per Application (Ingress and Egress)
e Volume per Application (for all Activities/Locations/Hosts, Ingress and Egress).

These sections are explicit in the Manager Report. Here, each section contains the
evolution of corresponding ingress/egress volumes as well as corresponding bitrate plot
(Figure 9).

In Operator or Conversation reports, the total volumes (ingress/egress) are summed over
the report time span. The separation in three sections apply only to the bitrate plots (Figure
10).
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4. PLAYING WITH PROTOCOL DETAILS
REPORTS

Flow-based protocol details reports are aimed at helping more specialised people
having good understanding of networking and protocols to conduct further detailed
behavioural or troubleshooting analysis on the basis of observations resulting from probe
protocol analysis and specific delay measurements.

Such reports can only be produced on the basis of trafMon probe observations. NetFlow
records do not contain the corresponding measurements.

Flow-based reports are of two types: protocol-specific indicators and delay reports.

Protocol-specific reports based on counters typically show the list of indicators for the
given protocol with their value over the report time-span, followed by one evolution chart
per indicator. In the FTP counters report, pie charts display the respective types of
sessions and respective types of data connections.

There are also protocol details reports that present potentially long list of TCP connections
or of FTP file transfers, with all their collected observations.

IP_Size Distribution report as well as the TwoWay Delays and the OneWay Latencies
reports present bubble charts showing the evolution of a histogram.

4.1 ACCESSING FLOW REPORTS THROUGH DRILL-
DOWN MENU

The flow reports main menu is accessible via:

| https://localhost/trafMon/#!/birt ‘

The main menu is shown here below (the screenshot is split into two parts to fit the page
width; in practice, the upper band is on the left and the below band is at right in the
browser top menu bar):

Database: trafivion v Report: FTP Counters v Use: Flow ID v
Date Start: 2017-06-26 00:00:00 v Date End: 2017-07-16 23:59:59 v Granularity: Hour v
Range Start: 2017-06-26 00:00:00 v RangeEnd: 2017-07-16 12:59:59 v Structure: Single Page v
Flow ID: 141.253.221.109:21=172.29.11.13 high_tcp_trafmon-loc-pro-dmz:p2p1 v Filter FlowlD
IP1: 141.253.221.109 1P2: :
Direction: any v Interface: trafmon-loc-prb-dmz:p2p View The Report Manual IP

Figure 19: trafMon Details Report Main Menu
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The Web page displays this menu bar on top of a report frame. This frame is used to
display the successively launched reports, as specified by the menu selection and after
hitting the RAEVRNIERRE oo]g% button.

Among all the buttons, the following ones, which are used to set the report parameters, are
organized in a cascading structure (when a higher-level parameter is changed, the lower

ones will be automatically updated accordingly from data available in the database to
provide an accurate selection):

- Database: select the database will be used by the reports.

The live database, by default it is trafMon, but it is possible to maintain several
instances of database, e.g. for different periods of time, or about different
environments; the convention is to use trafMon__ as prefix.

- Report: select which report to view.

Protocol Counters reports encompass:

o |IP Counters
o ICMP Counters
o UDP Counters
o TCP Counters
o FTP Counters
Protocol Details reports, with long list of per-conversation observations are:

o TCP Details (individual TCP Connections)
o FTP Details (individual FTP File Transfers)

These are never aggregated information; hence care must be taken in
specifying a short-enough time-span (Range Start/End) to preserve
reasonable generation duration and resulting report length.

Over all FTP file transfers (whatever the flow and the granularity) and taking
only into account the selected database and the Range Start / Range End
time boundaries, the following (ancient) report displays the Top-10 FTP
transfers:

o FTP Summary (Top-10: Get clients, largest Get, Put clients, largest Put,
longest transfers)

Reports showing the time evolution of distribution histogram cover:

o |IP Size Distribution
o Two Way Delays
o One Way Latencies
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Errors associated to the one-way latency measurements are reported in:

o One Way Counters

Use: use Flow IDs or IP Addresses for the report. When it is set to Flow ID, the
selected Flow ID is used. Otherwise, the IP1, IP2, Direction and Interface
information are used.

Flow reports are conceived to present information for a single Flow ID. Selecting by
IP address will create artificial aggregation. Care has not been taken to avoid
double counting for some values present in different flow instances:

E.g. FTP Counters are valid only for bi-directional flows, but packets that
trigger one or another FTP counter increment are also belonging to their
corresponding uni-directional flow, hence part of FTP counters are also
assigned to each of the uni-directional partial flows: Applying FTP Counters
report to all flows (any direction) between the given pair of IP addresses will
give WRONG RESULTS (double counting)

IP1 and IP2: select the two IPs for the flow.
Direction: select direction for the flow:
e “>”:unidirectional flow from IP1 to IP2
e “<”:unidirectional flow from IP2 to IP1
e “<>”: bidirectional flow between IP1 and I1P2
e “any”: aggregates each direction: union of “>” and of “<”

NOTE: mixing bi-directional and uni-directional is wrong as it leads to double
counting (a packet matches its direction and the corresponding bi-directional
flow, so it is counted for both flows).

Interface: select probe and capture interface.

FlowlID: select a flow ID (use the giglit=I@ge){®y button to update the list of
available flow IDs).

At this stage of the selection, the user must hit geIs]gBEIIIY button before selecting valid
time boundaries:

Granularity: select a day, hour or minute granularity for the report.
Date Start: select the start day for the report.

RangeStart: select the start time (depending on the Granularity and Date Start
values) for the report

Date End: select the end day for the report.

© 2020 AETHIS sa/nv Belgium - All rights reserved - trafMon User Manual
Document version 1.0, 2020-09 Open Source Apache License v2.0 Page: 32/66




An open source network traffic performance
monitoring and diagnostics tool.

- RangeEnd: select the end time (depending on the Granularity, RangeStart and
Date End values) for the report.

- Structure: select whether the report should be displayed in a single page, or in
multiple pages with a Birt Viewer menu offering the possibility to switch between
pages, to print the report, to export it in different formats, etc.

Finally, the gUETRLERICLeJg4 button is used to generate the select report according to all
chosen parameters.

The meaning of the specific buttons is:

- Filter FlowID: filter the available flow IDs in Flow ID for the report and keep only
the ones which contain IP1 and IP2 and have data corresponding to Report.

- Get Dates: once a Flow ID or a set of IP1, IP2, Direction and Interface are
chosen, this button is used to get possible start/end days in Date Start and Date
End for the report.

4.2 FLOW REPORTS STRUCTURE

4.2.1 Flow reports Headers

An example of header is shown here below:

,O }}— TRAFMON FTP Counters Report
N o4

Selected flow Address1: 141.253.221.109 Port1: 21
141.253.221.109:21=172.29.11.13:high_tcp_trafmon-loc-prb- Address2: 172.29.11.13 Port2: 65535
dmz:p2p1 Protocol: tcp

Start time : 2017-06-26 00:00:00.0 Direction: =

End time : 2017-07-16 12:59:59.0 Comment: LOCAL DMZ

Granularity - Hour

Coverage of reported time period - 2.9885%

Figure 20: main reports header

The left header shows:
- The selected flow ID or the selected IP1, IP2 and direction
- The selected time span
- The granularity
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- The percentage of coverage: the percentage of time slots for which we have
observed values (compared to the total number of time slots covered by the
selected time span).

The percentage of coverage is not available when using IP addresses directly
because in this case, we aggregate all the flows between these two addresses
(hence the metric is meaningless).

The right header shows:
- The main characteristics of the Flow Instance(s), as retrieved from the flow table

This part is meaningful when the report is generated for a given flow ID. Where
aggregation is applied, e.g. for one IP address and all its peers, some fields on this
right-hand header are arbitrary chosen.

4.2.2 Flow Report Content

Where applicable, reports start with their list of specific counters; their values are
summed-up over the entire report time span.

type value type value
Started Sessions 2861 Directory List 0
Clean Closed Sessions 2821 Files Get Ok 0
Dirty Closed Sessions 33 Files Put Ok 0
Encrypted Sessions 0 Files Get Failure 0
Mo Login Sessions 13 Files Put Failures 0
Mo Cmd Sessions 3 Transfer restart 0
Mo File Transfer Sessions 33 Transier Abort 0
File Transfer Sessions 12 Failed Login 0
Active Connections 0 Cipher Failures 0
Fassive Connections 0 Command Failures 0

Figure 21 Counter Report Summary Heading

Next comes the charts, which are used to represent in a graphical way the evolution of the
counters over time. Depending on the information to be displayed, the number of graphs
and their type can vary.

Most of the counters are shown as time evolution charts. Such charts are plotting 5
different statistical indicators:

- The Observed Data Maximum Value (Max): the observed maximum value among
all the 1-min intervals which were used to calculate the plotted value (the number of
1-min intervals that are used depends on the granularity).

- The Observed Data Average (Avg — data): the average value computed over the
per-minute records with an observed value (sum / population).
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- The Real Average (Avg —real): the average value computed over the actual time
span (sum / duration of the time span). It is equivalent to using O for time intervals
with no data.

- The Observed Data Minimum (Min — data): the observed minimum value among
all the 1-min intervals which were used to calculate the plotted value (the number of
1-min intervals that are used depends on the granularity).

- The Real Minimum (Min - real): this is zero as soon as there exist a 1-min interval
where no corresponding traffic was observed or, when percentage of coverage is
100%, this is equal to the Data Minimum.

Clean closed sessions

g
@ Max - data
(3] [+ o o 09 © @
4| P palg AP lal R ® Avg - data
jslelalels] igUGDDDOﬂ o2 20000
2 aa Bo® e S Avg -real
g [#] (] o
7 1 osaas600000000000860000800 O Min - data
@ Min - real
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Figure 22 Chart with Min, Avg/Max of data, Min and Avg of Time Interval

4.2.3 Synthesis Reports Charts

4.2.3.1 Traffic Volumes Bar Charts

Volumes are represented in bar charts. The overall average and max over the entire graph
are marked as dotted lines with the value.

In Manager Report, volumes are split per time unit (hours inside a day, days inside a
week or month). Each bar represents the ingress or egress volume (in that order) of a
given legend item (activity or location or host address) as in Figure 23.
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Ingress | Egress Volume of all Activities in MB
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Figure 23 Manager Report - Volumes Bar Chart

For convenience, when the Manager Report display multiple time units (hours in a day,
days in a month), it is possible for the User to select that ingress/egress volume per time
interval are presented with stacked bars, instead of a series of N narrow bars aside each
other (for the selected Top-N). This option is available in compact and exploded form.

In Operator or Conversation reports, volumes are summed-up over the reported time
span. The bar chart is laid vertically. For each legend item, the upper bar shows ingress
volume and the lower bar represents the egress value. Values are statically displayed
(Figure 24).

The legend items are sensitive hyperlinks that permit to drill-down, in a separate browser
tab, the corresponding report narrowed to the selected legend item.

The dynamic tooltip text, displayed when the mouse stays on a bar, identifies the legend
item it corresponds to.

Ingress | Egress Volume of all Activities in MB
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W omER
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Figure 24 Reports - Volumes Bar Chart
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4.2.3.2 Bitrate Plots

Bitrates are represented as line chart plots. The overall average and max over the entire
graph are marked as horizontal dotted lines with the value.

Ingress | Egress Bit Rate by Activity in Mb/s

4

Figure 25 Synthesis Compact Report — Bitrate Plot

In compact report layout, ingress traffic rates are represented as plain coloured lines, while
corresponding egress rates are shown as dotted lines in the same colour.

In exploded report layout, ingress and egress rates are shown in separate figures.

Ingress Bit Rate by Activity in Mb/s
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Figure 26 Synthesis Exploded Report — Bitrate Plots

Legend items are directly written inside the chart (text in corresponding colour).

When pointing to a point of a line (marker), a tooltip appears that displays the legend item
and either ingress or egress.

If there are too many different lines cluttered near the x-axis, you can select a higher rate
threshold in the top menu bar and re-generate the report.
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Care has been taken to preserve the same legend colour of the volume bar chart in the
associated bitrate plot. But this is only valid when all lines are present (threshold == none).

4.2.3.3 Manager Report Pie Charts

In each section of the Manager report, three pie charts present the relative distribution of
traffic volumes (Figure 27):

Egress Bytes in MB Ingress Bytes in MB Peer Volume Distribution in MB
HEME 301378 W xoo0ue 784,17

391378 24,178
328,524 [ e [
862,593 —y [ I_' s i \ADEID
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Figure 27 Pie Chart of Activity Volumes Distribution

The two first (at left) show the distribution among the legend items, respectively for ingress
and egress volumes.

The one at right shows the volumes for every peer: either known Activities or, by default,
countries (as derived from geo IP free database).

All values that are below 1% are grouped and displays as Other.

Egress Bytes in MB Ingress Bytes in MB
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Figure 28 Pie Charts of Activities + Applications and of Applications
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Figure 27 shows all three charts for the top section: Total Volume Details. Figure 28 shows
the respective left-side pies of the second and third sections of the Manager report: Per
Activity/Location/Host and Per Application, Per Application.

N/A (Not Applicable or “Unknown”) is used for grouping

e All IP end addresses not mapped to a specific Activity name (Activity == N/A),

e All IP end addresses not mapped to a specific Location name (Location == N/A),

e All IP end addresses that are neither mapped to a specific Activity name, nor
assigned to a Country via geo-ip (Peer == N/A),

e All conversations whose neither of both TCP/UDP port numbers are mapped to
known application service protocol name (Application == No Match).
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4.2.4 Host-level Protocol Details

When selecting a single Host IP address for Operator or Conversation report, the report
shows, at end, detailed information of per-application conversations with every peer IP
address for those flows that are above the selected rate Threshold.

FTP Session Detail File Transfers Details
10000 4500
4000
I Command Failures
1000 3500
I No Login Sessions 060 I Filed Logins
2500 [0 File GET Success
1o 2000 File GET Failures
File X Sessions 1500 B File PUT Success
10 I Encrypted Sessions 1000 [ File PUT Failures
500 I Directory List
1 ——l S
141253221106 141.253.221.106 N
INGRESS
= ‘Host DNS Protocol Application  Peer Location Peer Address Bytes TP Brtes ‘Protocol Overhead Percent ‘Payload Bytes i Ave Last Window Ave Max Window.
Leerafores: Retransmit Pavload
141.253.221.106 mgt- tp NoMatch Canada 136.159.160.152 274.11KB
ftp.xi.company.com. 247.06 KB
HRM 206.98 MB
MGT 1.08GB
klauss.company.com.
2896140 mgt promgtmmavrcc7S20Kbs  10.54MB
Poland 82.214.143.178 82-214-143- 2321Kbs  422MB
178.itsa.net.pl.
United 128.40.7334  mssled.mssluclacuk.  100.91Kbs  2.62KB
Kingdom
ftp Canada 136.159.160.152 136.159.160.152 921Kb's 8.79MB 878 MB 551% 433KB 2432 2432
0.7 $0106bcd1652Mb733.cg.519.48 Kb's 2369MB  2368MB  367% 0.12% 1879KB 3B 3243 3,557.97
MGT 7 mgt 75740Kbs  2849GB 2850 GB 392% 27.51GB 39000KB 98,068 98,154.181
Klauss.company.com.
1722896140 mgt Dpromgtmmavrcc6889Kbs  5374MB  S5T3MB 362% 142MB 10,777 10,777.143
Poland 82.214.143.178 82-214-143- 2321Kbs  7973MB  1952MB  2087% 0.01% 2066 KB 7B 918 918316
178.itsa.net.pl.
United 128.40.73. mssled.mssLuclacuk.  10091Kbs  9432MB  9432MB  3.39% 7.76KB 3,670 3.669.858
Kingdom
ssh MGT 1721911197 mgt-dvt- 6183Kbs  2191MB
reference.mgt.mmavr.col
1721911199  mgt-iem- 234Mbs 14065 MB
reference.mgt.mmavr.col
EGRESS
= ‘Host DNS Protocol Application  Peer Location Peer Address ‘Peer DNS ‘Bit Rate Byte: 1P Bytes Protocol Overhead Percent ‘Payload Bytes Retransmitted  Ave Last Window Avg Max Window
Refransmit Paylosd
141.253.221.106 mgt- tp  NoMatch Canada 136.159.160.152 136.159.160.152 4475Kbs 1864 MB
ftp.xi.company.com. 0.7 S0106bed1652fb753.cg.s14.01 Mb's  69.73 MB
FINANCE 10 141-253-149- 227Kb's 37.73KB
110.Jocal.company.com.
France IPG-215-1Lipgpdr.  131Kbs 157.75KB
MGT 141 7 mgt 344Kbs 6.03MB
Klauss.company.com.
172.28.96.140 met oro.metmmavrec10.96Mbs  2.01GB

Figure 29 Protocol details for a given server Host (141.253.221.106)

Over all those conversations of type FTP, the two charts show

e The cumulated number of FTP control sessions of each type:

o Those sessions which have (attempted to) established an encrypted context
and could not be further analysed;

o Those sessions that didn’t reach the level of successful login: no login;

o Those successfully logged-in session where no FTP command was actually
issued;
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o Those successfully logged-in session where FTP commands were issued
(including potential directory listing), but no actual file transfer were
attempted;

o Those successfully logged-in sessions with at least one (attempt of) file
transfer.

e The cumulated counters of successful or failed FTP relevant types of activity:
o Number of failed logins (all attempts, also within a same session);

o Number of failed commands (all attempts, also within a same session,
including failed login attempts);

o Number of ETP Get file that terminated successfully;

o Number of ETP Get file attempts that failed to start or didn’t terminate
successfully;

o Number of ETP Put file that terminated successfully;

o Number of ETP Put file attempts that failed to start or didn’t terminate
successfully (sometimes due to quota exceeded);

o Number of Directory listing operations (also implying the establishment of an
FTP data connection).

These charts are followed by per-application conversations detail tables: ingress to and
egress from the given host.

e The Bit Rate and Bytes columns are computed on the basis of IP counters.

e The remaining columns, with light blue background, are derived from observations
collected per TCP connection:

o IP Bytes is derived from the measured TCP connections TCP Bytes being
added 20 bytes of IP header for every TCP counted packet;

o Protocol Overhead % is the ratio of volume of TCP payload over the total IP
Bytes;

o Percent Retransmitted is the ratio of cumulated retransmitted TCP payload
over the total of first-transmitted and re-transmitted payload,;

o Payload Bytes is the volume of TCP payload transmitted (at least one time)
over the TCP connection;

o Retransmitted Payload is the total volume of TCP payload data transported
by all retransmitted segments over the TCP connections;

o Retransmitted Packets counts the number of retransmitted segments over
the TCP connections;
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o Avg Last Window and Avg Max Window and synthesizes the TCP
efficiency between the peers: for every measured TCP connection (and
direction), the initial, maximum and last window size is kept. A low value for
the last window could indicate unreliable connectivity between peers.
Inversely a high maximum window value indicate that the connectivity is felt
good enough for the peers to increase the window size for ensuring high
throughput.

Each peer address is a hyperlink that open the same report template in a new browser tab,
with same parameters, but focused on the selected peer host.

Care must be taken in the amount of report information to be produced (long generation
time) when requesting an Operator/Conversation report for a specified host and with a low
or none value for the Threshold parameter.

4.3 FLOW REPORT TYPES AND EXAMPLES

4.3.1 FTP Counters

The FTP Counters report displays information about multiples counters relative to the FTP
protocol. Those counters are specific to the selected flow ID or IP1, IP2, direction and
interface.

This report is only correct and complete for bi-directional flows (<>). Indeed, some FTP
packets cause the counter increase for the bi-directional flow instance, but also for the uni-
directional flow counterpart each packet also belongs to. Hence, the FTP Counters for
one-direction covers a part of the values and that for the reverse direction covers the other
part of the values. The bi-directional flow exhibits all the values.

It should be valid to aggregated the counters in each direction: should re-create the same
values as for bi-directional flow.

It is also valid to aggregate over all peers (empty IP2) of one selected IP address (given
IP1), provided that bi-directional is select (<>), or maybe any (sum of “<” and “>”).
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Figure 30: FTP Counters Report

4.3.2 FTP Summary

This is a rather specific Top-10 summary reports over all monitored FTP file transfers
recoded in the trafMon database between two specified date/times; whatever are the
involved server and client hosts.
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When choosing this report in the menu-bar, only the database name and start/end
date/time selectors remain visible.

The report contains three sections: Get operations, Put operations and transfer durations.

44— TRAFMON FTP summary report

End time : 2017-07-10 15:02:59

ﬁant'ﬂa: 2017-07-10 11:32:00 |

FTF GET Statistics
- [argest files by payioad [
Top 10 client IP by Filename Fayload size
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CS_OFFL_SIR1SAR FR_20151022T1303 504,344,338
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18201510257 135858_COD1.TGZ
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38_D0151028T004734_COD1.TGZ
CS OFFL_SIR1SAR_| FR 2015102771208 478,262,193

15_: 2015102771217 15 CO01.TGZ
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56_20151028T121453_C001.TGZ

[FTF PUT Statistics
files ]

Top 10 client IP by Filenzme Payload size
Payloﬂd size DDR_PLO_1PNPY 3&3}‘!1222 172523 00 1.314.758.512
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74_00488_35613_5517.

DDR_FLO_TPNFDEIN0Z1735 021401 _00 £10.215.356
000134, _00032_35857_DIO2T. .zl:-
Sfrom_MADRID!. SCN 443 252,007

S
FIC_2017 :)'-" !)T104 44 2C1"0?10T122
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0_123330_ 20170710 5 4

94 t_20170710_145828 Ic.bafr
Jfrom_MADRIDV_johnjohn_2017071 379,520,404
0_095415_201 7C?1C_10414.' m5= 403
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Jfrom_MADRID! MSS_OF MH 03 344,662,054
FIC_2017071 :)TU-HDz_c' 201707107050
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[Longest file transfers
Client IP Server IP Direction  Duration (sec) Pa]rluad size Username
3.221. 5174 125,650 reposiory
5154 130, 518, 153 reposiory
5112 134,08 reposiory
37 198.1 CC IUD repositony
3288 2,130.583,582 userdata
2647 122,453 684 repositony
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1637 350,408,837 canempm
1549 204,035,657 carterpm
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Figure 31 FTP Summary

In Get and Put sections, the left-hand chart shows the Top-10 clients: those FTP clients
that have transferred (Get or Put) the highest cumulated files volume during the specified
time period; the right-hand part gives the names of the 10 biggest files
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ILongest file transfers

Client IP Server IP Direction  Duration (sec) Payload size Username
141.253.221.112 193.147.152.110 GET 89592 44,554
141.253.251.165 141.253.221.217 PUT 8950 0 DPG_EFE
141.253.221.102 193.147.152.110 GET 87928 4,294 967,295
141.253.221.102 193.147.152.110 GET &7240 6,637
141.253.218.105 141.253.196.6 GET 86451 2,187,929 pod
141.253.221.112 193.147.152.110 GET 80128 28,249 208
141.253.221.102 193.147.152.110 GET 67691 4,420 ltdp
141.253.221.102 193.147.152.110 GET 61649 29,393
141.253.221.102 193.147 152110 GET 60594 2324
141.253.221.102 193.147 152110 GET 59661 33.002

Figure 32 FTP Summary: Top-10 Duration

Apparently, some data connections aren’t explicitly closed, leading the probe to declare
their end after a long timeout. This seems to happen several times with client
141.253.221.102 getting files from server 193.147.152.110.

4.3.3 FTP Details

The FTP Detail reports displays detailed information about every FTP transfer between
two hosts for a selected period of time. For each transfer, different information is available,
such as the filename of the transferred file, its size, the transfer type, the connection mode,
etc.

Select with care:

This list can quickly become quite long, requiring potentially very long time to
generate the report, possibly ending with resource exhaustion or with a very very
long report.

Never request this report for more than one day, unless you anticipate that the
number of transfers over the requested period for the given client/server pattern will
stay affordable.

As a complement to the excessive duration highlighted in previous section 4.3.2, the
following report lists all transfers between client 141.253.221.102 and server
193.147.152.110:

We can see that all the transfers take only a fraction of a second. So there is in fact
no systematic problem with these quite regular transfers (Figure 33, Figure 34).
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2017-07-08 22:22:30 0 141.253.221.102 193.147.152.110 GET
Filename : cmap34298300.fit.gz Usemame :
Working directory : fiso/legarc/323-360/342/98100 Transfer type : BINARY
Filesize : 10240 Connection mode : Passive
Payload bytes : 10438 Skipped file offzet . 0
Cirl session timestamp : 2017-07-08 21:20:01
2017-07-08 22:22:31 0 141.253.221.102 193.147.152.110 GET
Filename : cpsi34298300.fit.gz Usemame :
Working directory : fiso/legarc/323-360/342/98100 Transfer type : BINARY
Filesize : 2042 Connection mode : Passive
Payload bytes : 2112 Skipped file offset : 0
Ctrl session timestamp : 2017-07-08 21:20:01
2017-07-08 22:22:31 60594 141.253.221.102 193.147.152.110 GET
Filename : crph34298300.fit.gz Usemame :
Working directory : fiso/legarc/323-360/342/98100 Transfer type : BINARY
Filesize : 2048 Connection mode : Passive
Payload bytes : 2324 Skipped file offset : 0
Ctrl session timestamp : 2017-07-08 21:20:01
2017-07-08 22:22.32 1 141.253.221.102 193.147.152.110 GET
Filename - cuff34298300.fit.gz Usemame :
Working directory : /iso/legarc/323-360/342/93100 Transfer type : BINARY
Filesize - 2048 Connection mode : Passive
Payload bytes - 2145 Skipped file offset -0
Ctrl session timestamp : 2017-07-08 21:20:01
2017-07-08 22:22:32 1] 141.253.221.102 193.147.152.110 GET
Filename : csta34298300.fit.gz Usemame :
Working directory : fiso/legarc/323-360/342/93100 Transfer type : BINARY
Filesize : 2560 Connection mode : Passive
Payload bytes : 1149 Skipped file offset : 0
Cirl session timestamp : 2017-07-08 21:20:1

Figure 33: FTP Details Report — 15t un-closed data connection

However, the transfer of 2324 bytes started at 22:22:21 UTC has apparently not
cleanly closed the TCP data connection: detected after an idle time of 60 594
seconds (16:49:54) (Figure 33).

2017-07-12 14:23:29 0 141.253.221.102 193.147.152.110 GET
Filename : Ipsp64701063.fit.gz Username : Itdp
Working directory : fiso/legarc/627-664/647/01063 Transfer type : BINARY
Filesize : 48384 Connection mode : Passive
Payload byies : 48524 Skipped file offzet . 0
Ctrl session timestamp : 2017-07-12 09:15:07
2017-07-12 14:23:30 1 141.253.221.102 193.147.152.110 GET
Filename : aocs64701178.fit.gz Username : Itdp
Working directory : fiso/legarc/627-664/647/01178 Transfer type : BINARY
Filesize : 157440 Connection mode : Passive
Payload bytes : 122931 Skipped file offset : 0
Ctrl session timestamp : 2017-07-12 09:15:07
2017-07-12 14:23:31 67691 141.253.221.102 193.147.152.110 GET
Filename - cder64701178.fit.gz Username : Itdp
Working directory : fiso/legarc/627-664/647/01178 Transfer type : BINARY
Filesize : 8192 Connection mode : Passive
Payload bytes : 4420 Skipped file offset . 0
Ctrl session timestamp : 2017-07-12 09:15:07
2017-07-12 14:23:32 0 141.253.221.102 193.147.152.110 GET
Filename : cgllG4701178.fit.gz Username : Itdp
Working directory : /iso/legarc/627-664/647/01178 Transfer type : BINARY
Filesize - 120064 Connection mode * Passive
Payload bytes - 95568 Skipped file offset 0
Ctrl session timestamp : 2017-07-12 09:15:07
2017-07-12 14:23:32 1 141.253.221.102 193.147.152.110 GET

Figure 34: FTP Details Report — 2" un-closed data connection

The same applies to the transfer of 4 420 bytes started at 14:23:31 UTC, idle for 67
691 seconds (18:48:11) (Figure 34).
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4.3.4 TCP Counters

The TCP report displays information about multiples counters relative to the TCP protocol.
Those counters are specific to the selected flow ID or IP1, IP2, direction and interface.

. TRAFMON TCP Counters Report

-
.

f}/{- \\
trdl'l‘tlo}l{-
X/

Start time : 2017-07-01 00:00:00.0

|[End time : 2017-07-08 23:59:59.0
Granularity : Day
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Selectad flow lAddress1: 141.253.149.110 Port1: 65535
141.253.149.110:high=>141.253.221.91:21_tcp_trafmon-loc-prb- ||Address2: 141.253.221.91 Fort2: 21
dmz:p2p1 Protocol; tcp

Direction: =

Comment: LOCAL DMZ

type value
Checksum Failures 0
Checksum Skipped 13
Retransmits 79
Late Packets a
Clean Closed Connections 52
Dirty Closed Connections 15
FTP Control Connections G4
FTF File Transfers 525
HTTF File Transfers 0
Other Connections 0
SYN Packets 48
S¥N ACK Packets 60
FIN Packets 110
RESET Packets 16
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FTF File Transfer Packels 0
FTP Dir List Packets 0
HTTF Packets 0
Other Protocol Packets 0
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Figure 35: TCP Counters Report

Here also, the reported counters are only meaningful when applied to bi-directional flow(s):
Direction= <>. But they can be aggregated over all peer IP2 (empty) of a given IP1.
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4.3.5 TCP Detalils

The TCP Details report displays information about every TCP connection between two
hosts. For each connection, different information is available, such as the TCP options
used, detailed counters of packets and bytes, including retransmissions, first, maximum
and last window size, etc.

Select with care:

This list can quickly become quite long, requiring potentially very long time to
generate the report, possibly ending with resource exhaustion or with a very very

long report.

Never request this report for more than one day, unless you anticipate that the
number of transfers over the requested period for the given client/server pattern will

stay affordable.

. TRAFMON TCP details Report

elected flow : 141.253.221.102:high<>193.147.152.110:21_tcp_trafmon-loc-prb-dmaz: p2p1

tart fime - 2017-07-12 14:23:00
nd time : 2017-07-12 14:23:59

First seen time AddressA PortA AddressB PortB
[ N
2017-07-12 14:23:30 141.253.221.102 83005 193.147.152.110 31270
State : CLOSED TCP Options : win Scale+tcpRTTM+mssA>B+mssB>A
Initiator : A Probe Interface : trafmon-loc-prb-dmz:p2p1
Terminator : B Interface description : LOCAL DMZ
Reset . no
Segments AB - 58 Segmenis BA 86
TCP bytes AB 1864 TCP bytes BA : 125691
Payload bytes AB - 0 Payload bytes BA - 122931
First segments 4B 1 0 First segments BA -85
First segments payload AB - 0 First segments payload BA : 122931
Retransmitted segments AB : 0 Retransmitted segments BA 0
Retransmitied payload segments AB |0 Retransmitted payload segments BA 0
Empty ACK AB - 56 Empty ACK BA 10
‘Would ACK next AB :1 Would ACK next BA : 157685
First window AB : 5792 First window BA 165535
Last window AB : 5588 Last window BA : 56363
Max window AB ' 5588 Max window BA 165535
Last seen AB : 2017-07-12 14:23:31 Last seen BA 120170712 14:23:31
Duration AB 1 Duraticn BA -1
2017-07-12 14:23:31 141.253.221.102 52189 193.147.152.110 31844
State : CLOSED TCP Options : win Scale+tcpRTTM+mssA>B+mssB>A
Initiator : A Probe Interface : trafmon-loc-prb-dmz:p2p1
Terminater : B Interface description : LOCAL DMZ
Reset:no
Segments 4B 9 Segmenis BA 9
TCP byies AB 304 TCP bytes BA 4724
Payload bytes AB : 0 Payload bytes BA 14420
First segments 4B : 0 First segments BA 4
First segments payload AB : 0 First segments payload BA : 4420
Retransmitted segments AB : 0 Retransmitted segments BA 0
Retransmitted payload segments AB - 0 Retransmitted payload segments BA 0
Empty ACK AB 6 Empty ACK BA -2
Would ACK next AB - 2 Would ACK next BA - 78
First window AB : 5792 First window BA : 65535
Last window AB : 5888 Last window BA : 65535
Max window AB : 741376 Max window BA : 65535
Last seen AB : 2017-07-13 09:11:42 Last seen BA 1 2017-07-13 09:11:42
Duration AB : 67691 Duraticn BA : 67691
2017-07-12 1423:32 141.253.221.102 49543 193.147.152.110 313n
State : FIN TCP Options : win Scale+icpRTTM+mssA>B+mssB>A
Initiator : A Probe Interface : trafmon-loc-prb-dmz:p2p1
Terminater : A Interface description : LOCAL DMZ
Reset no
Segments AB - 44 Segments BA 168
TCP bytes AB - 1416 TCP bytes BA 197752
Payload bytes AB -0 Payload bytes BA : 95568
First segments AB - 0 First segments BA 166
First segments payload AB : 0 First segments payload BA : 95565
Retransmitted segments AB : 0 Retransmitted segmenis BA 0
Retransmitted payload segments AB : 0 Retransmitted payload segmenis BA 10
Empty ACK AE - 4, Empty ACK BA 1
Would ACK next AB . 2 Would ACK next BA - 120140
Firsl window AB : 5792 First window BA : 65535
Last window AB : 5888 Last window BA : 65535
Max window AB : 5888 Max window BA : 65535
Last seen AB - 2017-07-12 14:23:32 Last seen BA : 201 7-07-12 14:23:32
Durafion AB - 0 Duration BA -0

Figure 36: TCP Details Report
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The investigations of sections 4.3.2 and 4.3.3 above can then be continued by inspecting
the observations about the strange FTP data connections:

Look at the TCP connections between client 141.253.221.192 and server
193.147.152.110 for the 12" of July 2017 around 14:23:30.

4.3.6 UDP Counters

The UDP report displays information about multiples counters relative to the UDP protocol.
Those counters are specific to the selected flow ID or IP1, IP2, direction and interface.

Qualification of a packets as SNMP or as NTP or as DNS is not done a-posteriori on the

port number. In fact, it depends on the runtime configuration definitions of flow classes and
analysis rules: If a packet matches a class filter for which NTP round-trip delay is specified,
then it will be counted as NTP; otherwise it is counted as other.

Unlike synthesis reports, the more basic flow reports do not perform post matching of
application protocol ports in the database.
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Figure 37: UDP Counters Report

Due to multiple peer addresses, the right side of the header is not present (meaningless).
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4.3.7 ICMP Counters

The ICMP report displays information about multiples counters relative to the ICMP
protocol. Those counters are specific to the selected flow ID or IP1, IP2, direction and
interface.

Salectad IP1 1722719111
Zalected IPZ:

Salected Direction : any

izt time : 2017-07-01 00:00:00.0
||End tm= : 2017-07-21 23:59:59.0
iSranularty : Day

type value
Checksum Failures o
Checksum Skipped 4718102
Echo Request 2371020
Echo Replies 2347078
Fragmentation Needed o
Source Cuench o
TTL Exqpired ]
Reassembly TimeOut o
UnResched 12
Redrects 1]
Cither ICMP Errors 1]
Evolution charts (Per Minutes)
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O o g0 | o7
60 ta® o o @ o o
el TS 56 %o P o
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Figure 38: ICMP Counters Report

Due to multiple peer addresses, the right side of the header is not present (meaningless).

4.3.8 IP Counters

The IP report displays information about multiples counters relative to the IP protocol.
Those counters are specific to the selected flow ID or IP1, IP2, direction and interface.
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. TRAFMON IP Counters Report
Selecied IP1 - 17227 49111
Selected P2 -
Selected Direction - any
Start time : 2017-07-01 00:00:00.0
End tims : 2017-07-31 23:59:53.0
(Granularity - Day
type walue - . . .
Totsl Bytes 108572222583 Protocol Distribution
Reazsembly TimeOut 0
Fragment Crverlap 0 12,554,070
ICHP Fackets Count 4717820 [_
UDP Packets Count 12554070 4717820 |ope
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Figure 39: IP Counters Report
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4.3.9 IP Size Distribution

The IP Size Distribution report provides a graph representing the evolution of the
histogram of sizes of the IP frames during the selected time span for a specific flow, the
interval between two points is defined by the granularity value selected in the report
parameters.

o

[,d,,@ TRAFMON IP size distribution Report

Selected IP1 - 141.253.221.224
Selected [P2 -

Selected Direction :

Start time : 2017-07-17 00:00:00.0
End time : 2017-07-18 23:58:59.0
Granularity : Hour

IP Size distribution
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Figure 40: IP Size Distribution Hour Granularity

The size of the bubbles is proportional to the number of packets within this size range. In
the above chart, very seldom packets have intermediate sizes. Corresponding bubbles are
proportionally so small that they wouldn’t be seen without displaying the lines linking
successive bubbles of the same size range.

In the example below, for the same period of time, the granularity is set to “Minute”.

This further highlights how IP packet sizes are evolving.

© 2020 AETHIS sa/nv Belgium - All rights reserved - trafMon User Manual
Document version 1.0, 2020-09 Open Source Apache License v2.0 Page: 51/66




An open source network traffic performance
monitoring and diagnostics tool.

. TRAFMON IP size distribution Report

Select=d IP1:172.37.191.11
Selected P2 :

Selected Dirsction - any

Start time : 2007-07-11 08:53:00.0
End time : 207-07-11 10:38:59.0
Granulsrity : Minute

IP Size distribution
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TRAFMON IP size distribution Report - Created on: Sep 30, 2020, 3:14 PM

Figure 41: IP Size Distribution Minute Granularity
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4.3.10 One Way Counters

The One-way counters report provides detected errors counters for the one-way flow
whose latency is measured between two probes.

Note:

One-way measurement could only be made in where at least two probes are
installed, at different sites.

A\
,,,1.\5.C'+ 4. TRAFMON One Way Counters Report
-\\-;- P i
[Selected flow : 141.253.246. 10:161<172.19.11.10:high_udp ||Address1: 141.233.246.10 Porti: 161
[Start time : 20470703 22:02:00.0 Bddress2: 172.19.11.10 Pon2: 63535
IEnd tim= : 20470703 22:52:39.0 Protocol: udp
Granularity - Minute Dlirection: <
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Figure 42: One Way Error Counters Report
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The one-way latency is measured by observing the same flow packets at two (or more)
probe interfaces. Each concerned probe on the path reports the capture timestamp and
content signature hash of every observed packet of the designated flow. This information
is centralised, on-line, by the trafMon collector.

When missing packet observations are expected from a probe which is known to be silent,
after a while, the collector declares those one-way packet observations as being
dropped (considered obsolete).

Otherwise, if the probe at destination is not silent, but does not report observation of a
packet seen by source probe, this is declared lost packet.

When a probe (or switch span port) at source-side is saturated or has been down and re-
started for any reason, packets seen at destination couldn’t be reported by source-side
probe. In such case, the packet observations are counted as partly missed.

4.3.11 One Way Latencies

Note:

One-way measurement could only be made in where at least two probes are
installed, at different sites.

The One-way Latencies report provides a graph representing the evolution of the latency
of the packets during the selected time span for a specific flow, the interval between two
points is defined by the granularity value selected in the report parameters.
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" TRAFMON One Wway |ﬂtEI‘IE}" RE[JUI"I
Selected flow ;141,253,246 10:161<172.19.11.10: high_udp daresst: 141.253.246.10 Port1: 161
Start time : 2047-07-03 21:45:00.0 ddressZ: 172.19.91.10 PortZ: 65535
End time : 2047-07-03 23:09:59.0 Protocal: udp
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Figure 43: One-way Latency Distribution

Additionally, the report provides a graph representing the average latency observed during
the time span. Also, a table with the counters and latency is presented for each time used
by the graph.
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Figure 44: Average One-way Latency
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4.3.12 Two Way Delays

The Two-way Delay report provides a graph representing the evolution of the round-trip of

the packets during the selected time span for a specific flow (TCP, ICMP Echo, NTP,
SNMP or DNS), the interval between two points is defined by the granularity value
selected in the report parameters.

For ICMP Echo, SNMP and DNS, only the round-trip delay between the probe and the

responder can be computed.

For TCP, based on matching the IP Option timestamp values, two-way delays (including
potential buffering and delayed ack) can be measured sometimes in both directions: probe
with responder and probe with initiator. These are not pure network delay, because these
encompass the behaviour of the peer TCP protocol entity.
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. TRAFMON Two way delays Report
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Figure 45: TCP Two-way Delay with Responder and Initiator
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For NTP, the network round-trip delay between the probe and the server (responder) can
be measured as well as a pseudo delay of the requester (initiator): wait time between a
response and the issuance of the next request (in such case the network latency is
comparatively negligible).

. TRAFMON Two way delays Report
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Figure 46 Increase in NTP round-trip delay with server

The NTP initiator-side delay gives an indication of the time synchronisation stability of the
requesting host: when the host sees an instability between its clock and the NTP derived
time, it increases its polling frequency, thereby significantly diminishing the delay (wait
time) between successive requests.

In the second chart below (Figure 47), the NTP time stability of host was relatively stable
(polling period near 7 seconds), however, on September 51, 2016, the host has slightly
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diminished its polling period (near 6.5 seconds) maybe due to an increase of network

latency (to 4 seconds round-trip).
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Figure 47 NTP Round-trip Delay with Server (Responder) and Polling Period of Client (Initiator)
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5. EXPORTING MULTI-PAGE REPORTS AND
UNDERLYING DATA SETS

When selecting the “Multiple pages” display of a report, this is display via the BIRT Report
Viewer, providing some extra features through top-left buttons.

Database: trafldon v Report: TwoWay Delays v Use: Flow ID
Date Start: 2017-07-04 00:00:00 v Date End: 2017-07-12 23:59:59 v Granularity: Day v
RangeStart: 2017-07-04 00:00:00 ~ RangeEnd: 2017-07-12 23:59:59 v Structure: Mulfiple page

BIRT Report Viewer
EEEYFFEET
Showing page 1 of 2
P
.,O L. TRAFMON Two way delays Report

(Addrass1: 141.253.218.105 Fortl: 123

=lzot=d flow
141.253.218.105:123<>182.171.5.19:123_udp_traimon-loc-prb- 192.171.5.19 Fori2: 123

imzp2p P
Start time : 2017-07-04 00:00:00.0 Direction: =
Enc time : 2017-07-12 23:53:59.0 Comment: LOCAL DMZ
Granulsrity - Day

Two way delays with responder

1.052360

BIRT Report Viewer
0047124 ’ . —
0841888 : ﬂ @ 3 \3 i ﬁ

0738852

Showing page 1 of 2

0.531418

0.526180
@ 0332
0.4z0044

milliseconds

0.315708

TRAFMON

0210472

0.105238

0.000000

PP PSP PSP TSP E PP PP
T F T FFT T T T T T FFFFE &

TRAFMON Two way delays Report - Created on: Sep 30, 2020, 4:59 PM

Figure 48 BIRT Report Viewer utility
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5.1 RE-RUN WITH FINE TUNING PARAMETERS

The second button from the left permits to re-run the report.

This pops-up a list of report parameters, filled with previous values. It is particularly useful
for fine tuning the StartTime and EndTime.

BIRT Report Viewer Parameter x
EREN
ﬂ J =@ =& Parameters marked with * ars required.
Showing page 1 of 2
{Ea flat_parameters
.
PN {} DBname:
\
,,M',O? . TRAFMON Two way delays ® [samion ]
\\ S O Null Value
— {} TableMame:
Selected flow : @® |mow5‘,rde ayisble_sgar_ |
141.253.218.105:123<>192.171.5.19:123_udp_trafmon-loc-prb- ®) Iets
dmz:p2p1 B
Start fime : 2017-07-D4 00:00:00.0 {3 fowiD:
End time : 2017-07-12 23:59:59.0 ® [141.263 213.106:123<=182.171.5.18:123_udp_trafm |
{Granularity - Day .
) Null Value
Two way delaysw |
® [nul |
1.052360 P @ O Null Value
by 0] e {3 P2
0.947124
® |n|. | |
0241338 O il Value
{} Direction:
0736652 ® [ |
2 O Nl Vaive
= 0.631415 {3 Interace:
=]
O os26180 © [r |
b4 O raul Value
= 0.420084 L EmbEy
£ ®) [2017-07-04 00-00:00.0 |
0.315708 O il Value
{} EndDay:
0210472 ® [z017-07-12 23.50.50 |
0105236 O Muill Value
{ } Granularity:
0.000000 ® [Day |
. . . O il Value
H F P PP PP P PP .
I G T s
® [2017-07-04 00:00:00.0 |
TRAFMON Two way delays Report - Createc O il vaiue
{} EndTima:
®) [2017-07-12 23:52:50.0 |
O il Value

Figure 49 Report Parameters Sheet upon Re-run

5.2 EXPORT SELECTED UNDERLYING DATA AS CSV

The third button from the left opens a dialog box where the user first selects the relevant
data set. He is presented with a list of data fields that he can selectively move to the
“Selected Columns” list. For Excel spreadsheet, the default data separator is the
semicolon (;).
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|[address1- 141.253.218.105 Port1: 123 |

udp_trail

x|

Export Data

Availzble resu't sats
[ELEMENT 484 W |

0O WE Awailable Columns Selected Columns.

flowlD ~ rangestart -~
lowver Sverages

- upper paopulation

minirmum
mazimum

B
2|

sum ﬂ ﬂ
&«

sumCfSquares

Export format: | CEV(".csv) '

Qutput encoding: @ UTF-2
() Other {If blank,use the local encoding)

Separator: [ Comma () |

[[] Export Comma (. } port columin as locale neutral

Semicolon (: )}
L

Colon @ }

artical Lina (| ) 1+
o o o - D
F @S ,DQ'% & _F

N R ey AT T I A

Figure 50 Download CSV data Dialog Box

Pressing, OK downloads the CSV text file on the User’s own PC. He may then open the
file in a spreadsheet tool and make custom use of the data values.

H ©- & T 5 TwoWayDelays(l.. ? H - O X
HOME INSERT PAGE LAYOUT I}FORMULAS DATA |+
T} A = % ECond\tional Formatting ~ E
o F t as Table =
Clipboard Font Alignment Number < ormat as sbie Cel|»
- - - - [ cell styles~ -

Styles A

Fil - Je ~

A E C D E [~

1 |rangeStart population average

2 |lul4, 2017, 12:00 AM 72 0.972222
3 |Jul 5, 2017, 12:00 AM 59 001
4 |Jul 6, 2017, 12:00 AM 33 10.303
5 |Jul 7, 2017, 12:00 AM 44 102.273
o |Jul 8, 2017, 12:00 AM 42 001
7 |lul9, 2017, 12:00 AM 78 0.974359
8 |Jul 10, 2017, 12:00 AM 58 101.724
9 |Jul11, 2017, 12:00 AM 25 0.592
10 [Jul 12, 2017, 12:00 AM 75 0.986667

1] -

TwoWayDelay: @ [ »

Figure 51 Data in a Spreadsheet
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5.3 EXPORT REPORT IN SELECTED DOCUMENT
FORMAT

The fourth button from the left permits the User to select his document format and to
export selected pages as a downloaded document.

Export Report ]
Wddress1: 141.253.218
nddress2- 192.171.5.1¢ | Export Format: [ OCX |
Protocol: udp
Direction: = DOCX
(Comment: LOCAL DM: |Fages
Ay pages | Excel [
5 with respﬂnd { Enter page IFor example: 1-8 or 1,3.8 )
— | OpenDocument Presentation
Fit To
— . . Auto OpenDocument Spreadsheet ge
OpenDocument Text ok | | Cancel
PaostSecript
PowerPaoint
PPTX
Spudsoft Excel
Word
HLEX

P H P D PP P P F

ted on: Sep 30, 2020, 6:57 PM

Figure 52 BIRT Export Document
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5.4 PRINT REPORT LOCALLY

The fifth button from the left permits the User to send the report directly to a local printer.

Print Report

[

Print Formnat

® L

O POF | Auto

Pages
® Al pages

) current page O Pages:

| Enter page number(s) and'or page range(s). For example: 1-8or 1,26 )

Figure 53 BIRT Print Local Dialog Box

Note that there is also a possibility to print at server side. But it's probably less useful.
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6. ACCESSING THE DATABASE

The most convenient way to access the database is to install the phpMyAdmin open
source utility.

Then the access is typically via the URL:

‘ https://localhost/phpmyadmin/

After entering the proper MySQL username/password, the Users can browse through the
database instances, see the tables, browse through their values, execute custom SQL
gueries and perform all useful data handling and database maintenance activities.

It is also recommended to store the read-only and execute-only username and password
used for the menu bar and for the report generation in a hidden file of the dedicated
trafmon user on the server computer. this way, the stored procedures for data aggregation
and those of dropping working tables or table partitions with obsolete fine grain data can
be executed via the mysgl command line or schedule via crontab without need to enter

the MySQL user password: ~trafmon/.my.cnf file readable only by the owner.

The User should refer to the MySQL and the phpMyAdmin ad hoc documentation.
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