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1. INTRODUCTION

In this example case of use, we illustrate through real-life examples the power of the trafMon tools
in conducting communications trouble shooting.

This example tutorial document also highlights the relevant portions of the configuration file
permitting to produce the types of traffic observations underlying the described troubleshooting
scenarios.

2. ICMP ERRORS MAPPED TO A DATA FLOW

The ICMP protocol mostly encompasses error messages at IP network layers that are induced by
one or several packets belonging to a given data flow. While decoding such ICMP error reporting
packets, the trafMon probe retrieves the using data flow instance in order to increment its
corresponding error counter part of its observed statistics.

In the figure below, the DNS (UDP port 53) responses data flow from server (141.253.221.224) to
client (10.201.0.11) is experiencing a large amount of Unreached error: 1266 over the 6 weeks
period where these DNS packets are generated during 2.3381 percent of the covered minutes.
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TRAFMON ICMP Counters Report

Selected flow :

Start time : 2017-06-26 00:00:00.0

End time : 2017-08-06 23:59:59.0
Granularity : Day

Coverage of reported time period © 2.3381%

sz:pzm

10.201.0.11:high=141.253.221.224:53_udp_trafmon-loc-prb-

ddress1: 10.201.0.11 Pori1: 65535
Address2: 141.253.221.224 Pori2: 53
Frotocol: udp

Direction: <

Comment. LOCAL DMZ

fype value
Checksum Failures 0
Checksum Skipped
Echo Request

Echo Replies
Fragmentation Meeded
Source Quench

TTL Expired
Feassembly TimeQut
UnReached

Fedirects

Other ICMP Errors

[l
=]

(=1 =CC = = [ = i = R = N = |

But, by looking at the corresponding flow IP Counters and their evolution chart, It doesn’'t seem to
be a permanent problem: indeed, there are far more data packets than ICMP error occurrences. So,
the client side could experience network problems. Being a private IPv4 address, the root cause
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could lie in the inter-LAN connectivity: intermittent VPN link or lack of static return route over one of
the possible inter-LAN paths.
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3. FTP FILE TRANSMISSION PROBLEMS

3.1 OPERATORS OR CONVERSATIONS REPORT PER
SERVER

Thanks to the in-depth protocol dissection and FTP sessions follow-up, the tool permits to pinpoint
problems occurring during file transfers with one particular remote client.

First, we start with the synthetic Operators report applied to a given FTP server: 141.253.221.106:21,
and we look at its communications with peers (i.e. FTP clients in our case):

e Ingress traffic from 36.110.173.7 is not really big (17.92 MB), but experiences 1.23 % of
retransmission, although consisting mostly in empty acknowledges (only 1.38 KB of TCP
payload) of files that are actually traversing in the reverse direction (downloads):

INGRESS
[Ee=t ‘Host DNS Frotocol Application  PeerLocation  Peer Address Peer DS “Bit Rate Butes TP Brtes ‘Protocol Overbead Percent Pavload Bytes ;am];:;mmu “Ave Last Window  Ave Max Window
st a1
141.253.221.106 mgt- tep NoMatch  FINANCE 141.253.140.110 141-253-149- 627Kbis 1L70KB T
ftp.co.company.com. 110.Jocal.company.com,
HRM 5. 14125322111 148Kbs 2479 MB
MGT 141 T mgt- 321 Mb's 338GB
Klauss.company.com.
172.19.11.219  mge-gfe- 1931 Kb's 3648
ref.esrmmpds.company.(
mgt_I2pro.mgt.mmpds.c 9509 Kb 475KB
mgt-mppf- 239 Mbis 9128
ped.mgt.mmpds.compan;
mgt-mppf- 1531Mb:  118GB
:, mpds.compan
OTHER 6.37Kbis 4895 MB
276Kb/s 167MB
260 Kb’z 236KB
. 151333 Kbis 398KB
19.78 Kb's 6344 MB
v.com. 136 Kbis 340KB
36.110.173.7  36.110.173.7 349Kb's 1143 MB
§2.214.143.178  §2-214-143- 190.09Kk/= 10404 MB
178.itsa.net.pl.
95.128.01.229  cust-95-128-91- 30.62Kb's 206KB
229.breedbanddelft.nl.
ftp FINANCE 141.253.149.110 141-233-149- 627 Kbis 622 MB 621 MB 1080 % 034 % 311 MB 12B 9.616 9.613.667
110.Jocal.company.com.
MGT 141.233.196.17 magt- 521 Mb's 2880 GB 2384GB 301% 1784 GB 36.68 KB 101,313 101,400258
Klauss.company.com.
172.19.11.219  mgt-gfe- 1931 Kb's 116MB 116 MB 494% LI2MB 12517 125163
ref.es.mmpds.company.(
. mgt_|2pro.mgt.mmpds.c 93.08 Kb's 104.53 MB 104.53 MB 413% 490 MB 10,768 10,853.619
2896141 mgt-mppf- 239Mb's 14321 MB 14321 MB 381 % 13322 MB 31102 31,102
ped.mgt.mmpds.compan;
172.28.96.145  mgr-mppf- 1531 Mb/s 301 GB 302 GB 380% 774GB
pe3.mgt.mmpds.compan;
OTHER 123.127.64.6 628 Kb's 40 63 MB 40.63 MB 8353 B
S 0.136 260 Kb’z 48134KB 47997 KB 139KB
gfz-porsdam.de. 31336 Kb's 246,30 MB 246,50 MB 37.81 MB 7B
159.226.22.8 19.78 Kb's 101.13 MB 101.10 MB 0. 193 KB B
caronte.mv.com. 136Kbs 276 MB 276MB 30B
36.110.173.7 340Kbiz 1792 MB 1791 MB 123 138EB
§2-214-143- 190.09Kks  221.83MB 22182MB 21071 MB
178.itsa.net.pl.
95.128.01.229 -128-91- 30.62Kb's 368MB 368 MB 447% 111KB
22 edbanddelft.nl.
ssh MGT 172.10.11.196  mgt-dvt- 38008Kb's 30438 MB
temp.mgt.mmpds.compa
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e But more significantly, egress traffic to 36.110.173.7 forms the bulk (1.10 GB) and
experiences 3.05 % of retransmission in supporting the actual download of data files:

EGRESS
E ‘Host DNS Protocol Application  Peer Locafion Peer Address Peer DNS Bit Rate Btes TP Bves Protocol Overhead Percent Pavioad Bytes “Ave Last Window  Ave Max Window
transmit Payload
141.253.221.106 mgt- tep NoMatch  FINANCE 141.253.149.110 141-253-149- 41799Kbis  63.36KB
ftp.eo.company.com. 110.Jocal.company.com.
MGT 141.253.106.17 mgt- 17.13Kbis 21.00MB
Klauss.company.com.
. 7.18Kbis 1548KB
mgt_12pro.mgt.mmpds.c: 986 KB
mgt-mppf- 831KB
pc3.mgt.mmpds.compan
mgt-mppf- 5 5.13MB
OTHER 189 GB
11218 MB
15.19KB
potsdam.de. 3031EB
8 410GB
caronte.mv.com. 935KB
36.110.173.7 22770Kbis  716.60 MB
42202Kbis 10164 MB
95.128.91.229 292 Mbis 3484KB
ftp FINANCE 141.253.149.110 41799 Kb's 19957 MB 19955 MB 10.80 % 197% 19417 MB 336 MB
110.Jocal.company.com.
MGT 141.233.196.17 mgt- 127.66 MB 12767 MB 391% 72918 KB

Klauss.company.com.

172 172MB 1L.12MB
mgt_I2pro.mgt.mmpds.c. | 1490 GB 1490 GB 3041 KB
mgt-mppf- 8.13Kbis 4383 08KB 433.08KB 381% 3 o 134 KB
ped.mgt.mmpds.compan
mgt-mppf- 326 Kbis 3403 MB 3409 MB 389% 149% T09KB
Z.mgt mmpds.comparn
OTHER 64.6 1358 GB 1583GB 126% 153 GB 1934MB
4 66.03 MB 66.02 MB 4326% 64.19 MB 163.70KB
160.136 30.01 MB 3001 MB 004 % A 16 49KB
f2-potsdam.de. 6.34 MB 6.84 MB
.22.8 6.70 GB 6.70 GB G
caronte.mv.com. 12764 MB 127.64MB 634 %
36.110.173.7 110 GB 1.10GB T14%
33417 MB 33414 MB 6.66 %
95.128.91.229 350.01 MB 350.01 MB 447 % 33786 MB 145KB
ssh MGT 172.10.11.196 L70MB

temp.mgt.mmpds.compa
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3.2 FTP SUMMARY SHOWS TRANSFERS OF LONGEST
DURATION

The files downloaded by this client take a relatively long time: 6 of the top-10 longest files transfers
during the 3.5 hours!

eat 'Q‘_ . TRAFMON FTP summary report
2

Start tme - 2017-07-10 11:32:00
End time : 2017-07-10 15:02:53

Top 10 client IP by Filename Payload size

i EN1_OPDE_ASA_IM_0OP 200402017044  2,120,803,502
payload size 135 20040201 TOZ45TT_DTD050_D477_
R 20020201 7050917 ZIP
: - L18_Cusrent_20150804-20150804 t= 1.268.010.380
3 r
. test-austtige 044 512,350
i P o 879,330,713
LIPS test-pact gz 250 254,501
et | CS_OFFL_SIR1SAR_FR_20151022T1303 504 544,338
00_20151022T131208_CO01.TGZ
CS_OFFL_SIR1SAR_FR_20151025T1340 500,158,183
| " 19 20151025T135838_CO01.TGZ
CS_CFFL_SIR1SAR_FR_20151022T0E32 485 425 663
L 36 _20151028T094733_CO01 TGZ
CS_OFFL_SIR1SAR_FR_20151027T1208 473,262,198
1520151027 T121718_COD1.TGZ
1 CS_OFFL_SIR1SAR_FR_20151028T1205 455 455,764

55 P0151020T121453_CO01.TGZ

FELEESS
————

Top 10 client IP by Filename Fayload size
: DDR_FLO_{PNFDE20081222 172523 00 1,314,798,512
payload size 000338207%_00490_35623_BETZ.2ip
DDR_FLO_{PNFDE20081Z22 179523 00 1,204 ,88T,531
0001802074 _00499_35623 678470
DDR.FLO_{PNFDE20081222 002758 00 512,283,604
0001522074 _00439_35613 5517 zip
DDR_PLO_TPNFDE20081395 021401 00 510,215,358
0001342075_00032_35657 00T zip
Jfrom MADEID! MBS OPER_MIR_SCN 443,252,007
F1C_201707 10TT04144_20170710T122
3477820 001 Bip
Jfrom_MADRID/_johnjohn_2017071 440,555,048
0_129330_20170710_140476_mes_403
03_;_20170710_145028 _1c.bufr
fFrom._MADRICT_johnjchn_2017071 370,520,404
0_085%15_20170710_104147_mss_403
3t 20170710_133434_lie bufr
DOR. FLO_IPNFDEZ00R1222 172034 00 374,008,504

0000382074_00499_35623 6785 zip
fﬁf ffrom_MADRID!_MSS_OPER_MIR_SCS 343 562,954
@?L F1C_201707 1001026 201707107050
33_620_001_1.zip

Jirom_MADRID!__MSS_OPER_MIR_SCS 339,551,008
F1C_20170710TOE5028_20170710T064
344 820 001_1.zip

Client P Server [P Direction  Duration (sec) Payload size Usermname
28.110.173.7 141.253.221.103 GET 5174 125,680,441 repository
8.110.173.7 141.253.221.109 GET 5154 130,518,160 reposstory
28.110.173.7 141.253.221.103 GET 5112 134,087 842 repository
28.110.173.7 141.263.221.109 GET 3707 198,100,100 repository
37.186.230.85 141.253.221.112 GET 3289 2,130.803,592 uzerdsta
38.110.173.7 141.263.221.109 GET 2647 122,455,684 repository
81101737 141.253.221.103 GET 1788 84,882 082 repository
144.76.12.254 141.253.221.01 GET 16837 250,409,837 carterpm
144.75.12 254 141.253.221.01 GET 1543 294,035,557 carerpm
144.76.12.254 141.253.221.01 GET 1264 208,255.414 carterpm
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3.3 FTP COUNTERS REPORT SHOWS ABORTS AND
RESTART

When looking at the FTP Counters for the bi-directional data flow, we see that it incurs 8 FTP Aborts
and 1 FTP Restart!

TRAFMON FTP Counters Report

Selected flow \nddress1: 36.110.173.7 Pori1: 65535
[36.110.173.T:high=<>141.253.221.106:21_tcp_trafmon-loc-prb- \Address?: 141.263.221.106 Port2: 21
mz:p2p1 Profocol: top
Start time : 2017-07-10 11:32:00.0 Direction: =
End time - 2017-07-10 15:02:59.0 [ICommenit LOCAL DMZ
Granularity : Minute
overage of reported time period : 18.9588%

type value type value
Started Sessions 21 Directory List T
Clean Closed Sessions 0 Files Get Ok 18
Dirty Closed Sessions 9 Files Put Ok 0
Encrypted Sessions 0 Files Get Failure 0

Mo Login Sessions 3 Files Put Failures 1]

Mo Cmd Sessions 0 Transfer restart 1

Mo File Transfer Sessions 0 Transfer Abort &

File Transfer Sessions [ Failed Login ]
Active Conneclions 0 Cipher Failures 0
Passive Connecfions 44 Command Failures 15

Sessions Type Data Transfer type

File Transfer

L Sessions . Bgfdow
] Mo Login B Files Get Ok
Sessions

© 2020 AETHIS sa/nv Belgium - All rights reserved - trafMon Use Case 2: Communications Troubleshooting & Diagnosis
Document version 1.0, 2020-10 Open Source Apache License v2.0 Page: 12/33




An open source network traffic performance
monitoring and diagnostics tool.

3.4 LOOKING AT INDIVIDUAL FILE TRANSFERS - FTP
DETAILS

Now, we can look at the individual file transfers for this client on that period of time:

Database: tmon_test05 A Report: FTF Details A Use: Flow ID r
Date Start 2017-07-10 00:00:0D v Date End: 2017-07-10 23:58:58 v Granularity: Minute L
Range Start: 2017-07-10 11:32:00 v RangeEnd: 2017-07-10 15:02:58 v Structure: Single Pags v
Flaw 1D: 38.110.173.7-high<>141.253.221.106:21_tcp_trafmon-loc-pro-dmz:pZp1 W

P4 [141.253.221.108 IFZ:

Direction: any v Interface: v

It shows that the user “repository” has fetched, at ‘2017-07-10 11:40:07', the file
“SWB_FAC_MICE_20140504.cdf" as part of its multi-file transfer session that started at ‘'2077-07-10
11:31:06"; the file size has been announced to be 12 452 608 bytes and the TCP payload actually sent
was 12 755 020 bytes (implying TCP retransmissions).
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TRAFMON FTP details Report
[Balected flow : SET101T3.7 high==141.253.221 10&:21_fcp_frafmon-loc-prb-dmaz:p2pd drews: 5611001737 Port1: 65535
[Start Grme - 20170710 113200 e 141.253.231.108 Poe2: 21
[Encd time : 2N 7-07-10 15:02:55 twcol: top
2017-07-10 11:32:23 241 ERERFEN 141.253.221.106 GET
Fiename : 8WEB_FAC_MICE_20140422 car Username - repositony
Warking direclory - IFAC-MICE_test_datasetiFAC-MICE_MAG_SwE Transfer type - BINARY
Fiesize - 12452608 Connection mode - Pasglve
Payload bytes - 12836001 Skipped fle affssl -0
Cirl session Smestamg - 2017-07-10 11:31:08
2017-07-10 11:33:04 Fror 3810477 141.253.221.108 GET
Fiename : 8WEB_FAC_MICE_20140428 50.c0r Username - repositony
Warking direclory - IFAC-MICE_test_datasetiFAT-MICE_MAG_SwE Transfer type - BINARY
Filasize - 53517300 Connaction mode - Passiva
Payioad bytes - 158100100 Skipped fle affssl -0
Cirl session Smestamg - 2017-07-10 11:32:22
2017-07-10 11:33:25 208 3B A10ATAT 141.253.221.106 GET
Fiename : 8WEB_FAC_MICE_20140428.car Username - repositony
Warking dirsclory - [FAC-MICE_test_datasetiFAC-MICE_MAG_SwE Transfer type - BINARY
Filmsize - 12253440 Connaction mode - Passiva
Payload bytes - 12693338 Skipped fle affssi -0
Cirl session Smestamg - 2017-07-10 11:32:22
2017-07-10 11:33:45 194 6. 1104TAT 141.253.221.106 GET
Fiename : $WEB_FAC_MICE_20140504.car Username - repositony
Warking dirsclory - [FAC-MICE_test_datasetiFAC-MICE_MAG_SwE Transfer type - BINARY
Fimsize - 12452608 Connaction mode - Passiva
Payload bytes - 12742548 Skipped fle affssl -0
Cirl session Smestamg - 2017-07-10 11:32:22
2017-07-10 11:36:25 216 36.1104TAT 141.253.221.106 GET
Fiename : $WEB_FAC_MICE_20140510.car Username - repositony
Warking direclory - IFAC-MICE_test_datasetiFAC-MICE_MAG_SwE Transfer type - BINARY
Fimsire - 12452608 Connaction mode - Passiva
Payioad bytes - 12843655 Skipped fle affssl -0
Cirl session Smestamg - 2017-07-10 11:31:08
2017-07-10 11:36:54 2z 36.110.17AT 141.253.221.106 GET
Fiename : 8WEB_FAC_MICE_20140517.car Username - repositony
Warking dirsclory - IFAC-MICE_test_datasetiFAC-MICE_MAG_3wE Transfer bype - BIMARY
Fimsize - 12452608 Connaction mode - Passiva
Payload bytes - 12748385 Skipped fle affssl -0
Cirl session Smestamg - 2017-07-10 11:32:22
2017-07-10 11:37:00 158 36.110.1TAT 141.253.221.106 GET
Fiename : 8WEB_FAC_MICE_20140525.car Username - repositony
Warking dirsclory - IFAC-MICE_test_datasstiFAC-MICE_MAG_SwE Transfer bype - BIMARY
Fimsize - 12252416 Connaction mode - Passiva
Payload bytes - 1254258 Skipped fle affsst -0
Cirl session Smestamg - 2017-07-10 11:32:22
2017-07-10 11:40:01 287 36.1104TAT 141.253.221.106 GET
Fiename : 8WEB_FAC_MICE_20140604.car Username - repositony
Warking dirsclory - IFAC-MICE_test_datasetiFAC-MICE_MAG_SwE Transfer bype - BIMARY
Filasire - 12452608 Connaction mode - Passiva
Payioad bytes - 12755020 Skipped fle affssl -0
Cirl session Smestamg - 2017-07-10 11:31:08
2017-07-10 11:40:37 180 36.11047AT 141.253.221.106 GET
Fiename : 8WEB_FAC_MICE_20140610.car Username - repositony
Warking dirsclory - IFAC-MICE_test_datasstiFAC-MICE_MAG_3wE Transfer ype - BIMARY
Fimsire - 12452608 Connaction mode - Passiva
Payload bytes - 12672234 Skipped fle affssl -0
Cirl session Smestamg - 2017-07-10 11:32:22
2017-07-10 11:43:38 287 36.110.17AT 141.253.221.106 GET
Fiename : 8WEB_FAC_MICE_20140617.car Username - repositony
Warking dirsclory - IFAC-MICE_test_datasetiFAC-MICE_MAG_3wE Transfer bype - BIMARY
Fimsize - 12452608 Connaction mode - Passiva
Payload bytes - 12745577 Skipped fle affssl -0
Cirl session Smestamg - 2017-07-10 11:32:22
2017-07-10 11:46:51 1 36.110.1TAT 141.253.221.106 GET
Fiename : 8WEB_FAC_MICE_20140604.car Username - repositony
Warking dirsclory - IFAC-MICE_test_datasetiFAC-MICE_MAG_3wE Transfer bype - BINARY
Filasize - 12452608 Connaction mode - Passiva
Payload bytes - 1564 Skipped fle offss) - 12450380
Cirl session Smestamg - 2017-07-10 11:45:50
2017-07-10 11:46:53 264 36.1104TAT 141.253.221.106 GET
Fiename : 8WEB_FAC_MICE_20140711.cor Username - repositony
Warking dirsclory - IFAC-MICE_test_datasetFAC-MICE_MAG_3wE Transfer ype - BIMARY
Fimsize - 12452608 Connaction mode - Passiva
Payload bytes - 12882011 Shipped fle affse -0
Cirl session Smestamg - 2017-07-10 11:45:50
2017-07-10 11:48:28 233 36.1104TAT 141.253.221.106 GET
Fiename : 8WEB_FAC_MICE_20140730.car Username - repositony
Warking dirsclory - [FAC-MICE_test_datasetiFAC-MICE_MAG_3wE Transfer bype - BIMARY
Fimsire - 12452608 Connaction mode - Passiva
Payload bytes - 12653070 Shipped fle affse -0
Cirl session Smestama - 2017-07-10 11:32:22
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An open source network traffic performance
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This wasn't apparently fully successful, because at “2017-07-10 11:40:01" the transfer of the same
data file has been restarted at offset of 12 450 880 bytes - during a new session started at “2077-
07-10 11:45:50" and commanding, thereafter, subsequent transfers of other files - resulting in a
transfer of 1964 bytes,

2017-07-10 11:46:51 1 36.110.173.7 141.253.221.106 GET
Filename : SWB_FAC_MICE_20140604.cdf Username : repository
Working directory : /[FAC-MICE_test_dataset/FAC-MICE_MAG_SwB Transfer type : BINARY
Filesize : 12452608 Connection mode : Passive
Payload bytes : 1964 Skipped file offset : 12450880
Cirl session timestamp : 2017-07-10 11:45:50

3.5 LOOKING AT INDIVIDUAL FILE TRANSFER
CONNECTIONS - TCP DETAILS

Now, we can analyse what has happened during those two corresponding TCP data connections,
supporting the first and re-started transfers of the subject data file.

o We ask for the report on TCP Details covering the same FTP data flow from 11:32 until 15:03 on
that day (2017-07-10):

Database: tmon_testds v Report: TCP Details v Use: Flow ID v

Date Start: 2017-07-10 00:00:00 v Date End: 2017-07-10 23:59:59 v Granularity: Minute v

RangeStart: 2017-07-10 11:32:00 v RangeEnd: 2017-07-10 15:02:59 v Structure: Single Page v
Flow ID: 36.110.173.7:high<>141.263.221.106:21_tcp_trafmon-loc-prb-dmz:p2p1 v Filter FlowID

IP1: 141.253.221.106 IP2:
Direction: any v Interface: v
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monitoring and diagnostics tool.

e And we see that the first attempt to transfer the file has resulted in a non-negligible amount of
retransmitted TCP segments and, consequently, the TCP window size has been significantly
reduced compared to the maximum reached during the TCP connection lifetime.

This does not only happen for the transfer of this data file, but also for the other (subsequent)
TCP connections transferring other data files:

Start time : 2017-07-10 11:40:00

[Selected flow : 36.110.173.7:high<>141.253.221.106:21_tcp_trafmon-loc-prb-dmz:p2p1

2017-07-10 11:40:01 36.110.173.7 1272 141.253.221.108 26758
State : FIN TCP Options : win Scale+mssA=>B+mssB>A
Initiater : A Probe Interface : trafmon-loc-prb-dmz:p2p1
Terminater : B Interface description : LOCAL DMZ
Reset :no
Segments AB ;4476 Segments BA : 6740
TCP bytes AB : 110136 TCP bytes BA : 12929832
Payload byles AB : 0 Payload byles BA - 12755020
First segmenis AB : 0 First segments BA : 8565
First segments payload AB : 0 First segments payload BA - 12503944
Retransmitted segmeniz AB :0 Retransmitted segmeniz BA : 167
Retransmitted payload segments AB : 0 Retransmitted payload segments BA - FETTE:
Empty ACK AB : 4475 Empty ACK BA 0
Would ACK next AB :1 Would ACK next BA : 12452845
First window AB : 14600 First window BA : 5152
Last window AB ;14720 Last window BA : 453888
Max window AB 14720 Max window BA : 859904
Last seen AB : 2017-07-10 11:43:45 Last seen BA : 2017-07-10 11:44:48
Duration AB : 227 Durafion BA : 267
2017-07-10 11:40:37 36.110.173.7 1273 141.253.221.106 17819
State : CLOSED TCP Options : win Scale+mssA=B+mssB=A
Initiator : A Probe Interface : trafmon-loc-prb-dmz:p2p1
Terminater : B Interface description : LOCAL DMZ
Resat :no
Segmenis AB ;4473 Segmenis BA : 8683
TCP bytes AB : 112572 TCP bytes BA : 12845906
Payload byles AB : 0 Payload byles BA - 12672234
First segments AB -0 First segments BA : 8492
First segments payload AB : 0 First segments payload BA - 12397364
Retransmitted segmenis AB : 0 Retransmitted segmentis BA : 185
Retransmitied payload segments AB -0 Retransmitted payload segmenis BA : 2745870
Empty ACK AB : 4471 Empty ACK BA 1
Would ACK next AB : 2 Would ACK next BA : 12452846
First window AB ;14600 First window BA - 8192
Last window AB ;14720 Last window BA : 364800
Max window AE ;14720 Max window BA : 913920
Last seen AB : 2017-07-10 11:43:37 Last seen BA : 2017-07-10 11:43:37
Dwuration AB 180 Duration BA - 180
2017-07-10 11:43:38 36.110.173.7 1314 141.253.221.108 20885
State : CLOSED TCP Options : win Scale+mssA>B+mzsB>A
Initiater : A Probe Interface : trafmon-loc-prb-dmz:p2p1
Terminator : B Interface description : LOCAL DMZ
Reset :no
Segments AB ;4722 Segmenis BA : 8734
TCP bytes AB : 117308 TCP bytes BA : 12920669
Payload bytes AB : 0 Payload byles BA - 12745977
First segmenis AB : 0 First segments BA : 8529
First segments payload AB : 0 First segments payload BA - 12451384
Retransmitted segmentz AB : 0 Retransmitted segments BA : 203
Retransmitted payload segmenis AB : 0 Retransmitted payload segments BA : 204593
Empty ACKAB : 4720 Empty ACK BA 1
Would ACK next AB : 2 Would ACK next BA : 12452846
First window AB : 14600 First window BA : 8152
Last window AB ;14720 Last window BA : 808704
Max window AB 14720 Mayx window BA : 813056
Last seen AB : 2017-07-10 11:48:25 Last seen BA : 2017-07-10 11:48:25
Duration AE : 287 Durafion BA : 287
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An open source network traffic performance
monitoring and diagnostics tool.

e Although, for the re-started transfer at 2017-07-10 11:46:51’, the volume was small enough
to avoid any retransmission, so that the last window size is equal to the maximum reached:

2017-07-10 11:46:51 36.110.173.7
State :
Initiator : A
Terminator : B
Reset :no
Segments AB -4
TCP bytes AB : 92
Payload bytes AB :
First segments AB :
First segments payload AB :
Retransmitted segments AB :
Retransmitted payload segments AB :
Empty ACK AB -
Would ACK next AB :
First window AB :
Last window AB :
Mazx window AB :
Last seen AB :
Duration AB : 1

EE=-E-E-R-E-]

~

1319

CLOSED

14600
14720
14720
2017-07-10 11:46:52

141253221 106 8795
TCP Options :
Frobe Interface :

Interface description :

Segments BA -

TCP bytes BA:

Payload bytes BA :

First segments BA

First segments payload BA:
Retransmitted segments BA
Retransmitted payload segments BA :
Empty ACK BA -

‘Would ACK next BA

First window BA

Last window BA

Max window BA

Last seen BA:

Duration BA :

winScale*mssA>B+mssB>A
trafmon-loc-prb-dmz:p2p1
LOCAL DmZ

5
2076
1964
2
1964
0

0

1
1966
81902
65536
65536
20170710 11:46:52
1
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An open source network traffic performance
monitoring and diagnostics tool.

4. ABNORMAL INCREASE IN DELAYS AND PACKET
LOSSES

4.1 DETECTING SLOWDOWN IN TWO-WAY DELAYS

By inspecting two-way delays with a remote private site, we look at the delays with one of our
private address: 172.19.11.10. This is a FTP client that conducts file transfers in active mode based
on server-side TCP port 20.

The delay with the local server is meaningless, but that with the remote client, acting as FTP data
connection initiator, shows a surprising short jump in delays on ‘2017-07-03" around 21:00 - 22:00.

Databaze: frafflon W Report: TwoWay Delays W
Date Start: 2017-07-02 00:00:00 Al Date End: 2017-07-03 23:59:59
Range Start: 2017-07-02 00:00:00 W RangeEnd: 2017-07-03 23:59:59 hd
Use: Flow 1D b Flow ID: 141.253.246.10:20==172.19.11.10:high_tcp_bagheria:p2p1 b
Granularity: Hour hd 1P1: 172.19.11.10 1P2:
Structure: Single Page hd Direction: <= i Interface: trafmon-loc-prb-dmz:p2p1 v
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.,Jr@. 1 . TRAFMON Two way delays Report

Selected flow :

141.253.246.10:20==172.19.11.10: high_tcp_bagheria:p2p1
Start tme : 2017-07-02 00:00:00.0

End time : 2017-07-03 23:59:55.0

Address1: 141.263.246.10 Port1: 20
AddressZ: 172.19.11.10 Port2: 65535
Protocol: top

Direction: =

Granuiarity : Hour

Comment: LOCAL Internal LAN
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Fortunately, we are also monitoring this remote system through regular SNMP polling: regular
SNMP get request/response pairs with IDP port 161.

So, we look at the two-way delays of the corresponding SNMP flow. And we observe a similar
slowdown in the same time frame.

Database: frafMon ~ Report: TwaWay Delays ~
Date Start: 2017-07-02 00:00:00 bt Date End: 2017-07-04 23:59:59 v
Range Start: 2017-07-02 00:00:00 bl RangeEnd: 2017-07-04 05:59:59 b
trafih O\ TRAFMON Two way delays Report
Selacted flow : Address1: 141.253.246.10 Port1: 161
141253 246 10:1681=-172.19.11.10:high_udp_bagheria:p2pi Address2: 172.19.11.10 Port2: 85535
Start e 2017-07-02 00:00:00.0 Protocol: udp
End time : 2017-07-04 05:59:55.0 Diirection: =
Granularity : Hour Comment: LOCAL Intermal LAN

Two way delays with responder

1285.184
1156.885
1028147
200828
A0

6425082 - = @ 0400
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4.2 ANALYSING SLOWDOWN IN ONE-WAY LATENCY

By having installed another trafMon probe at our remote site, and having configured the one-way
monitoring of this low volume SNMP data flow, we can further investigate the traffic abnormality.

=

@‘\-
\ __.,/?

} , TRAFMON One way latency Report

Selected flow : 141.253.246.10:1641=172.19.41.10: high_udp
Start time : 2047-07-03 21:45:00.0
End time : HM7-07-03 23:03:59.0

ddress2: 172.19.11.10 Port2: 63533
Protocol: udp

Granulsrity : Minute

F::-:rass': 141.253.246.10 Port1: 161

Direction: <

8500
8000
TH0D |
Tooo
6500 |
Goon
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1000
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We see that the slowdown is really an abnormality compared to the 15 millisecond constant latency.
But we can also see that the average and distribution of latency are quickly increased as is the
number of packets, and that they slowly diminish, more or less in conjunction with the decrease of
packets (look at the cumulated size of the bubbles and in the table of values).

Average one-way latency
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4.3 IP COUNTERS CONFIRM THE TRAFFIC BURST

When looking at the IP Counters of the traffic with the concerned remote host, locally seen at the
side of the SNMP manager, we get the confirmation of the sudden traffic burst, which is

accompanied with frequent ICMP errors.

Selected IP1 - 172.19.11.10
Selected IP2 -
S=lectad Direction : any
Start time : 2017-07-03 19:30:00.0
End time : 2017-07-02 23:59:59.0
Granularity : Minute
type value o i .
Tatal Bytes 1451782 Protocol Distribution
Reassemibly TimeQut o
Fragment Overiap o
ICMP Packets Count 1418
UDP Pachkets Count 11261
TCP Packets Count o 1418 —_—
Other Protocol Packets Count 1} B Packets
Count
UDP Packets
m Count
11,261
Evolution charts (Rate per Minute)
Protocol Distribution Total bits
280 280000
5 240 240000 -]
@ 200 o 200000 Ea @ Max - data
o Crhers o
o 180 i —— 160000 @ fug -data
210 | ICMP = 120000 W —
< e i ©- Aug -real
o = s UDP 80000 e
o T Min - data
b A TCP oo Rt R - 5
0 o @ Min - real
. ) 2 i) L] P T R R ] &
-?J?P i '»‘4} i i & P
TCP packet count UDP packet count
1 200
o o 180
7] @ Max-data @ @ Max-data
£ — 8y
= @ Ang -dsta e @ Avg -dsta
@ @
ﬁ @ Avg -resl ﬁ LY @ Aug -resl
o T T ——— ]
o O Min - dsta o 4 O Min - dsta
-1 @ Min - real 0 @ Min - real
) D 2 B 23 o
.\o‘.-b ,i’\\“p ,_—\’5’ ,;;-”n & .9-’}’ ,l_g'} r.-~’§’ 2 o
ICMP packet count Other protocol
i . packet count
50 1
1] o
© . % @ Max-data
i @ Max-data
= o @ Avg -datz i
: 3 o @ Aug - data
y a @ Auvg -real =
o 20 3 =
[1:] o @ Aug -resl
[=2ET] @ Min - data =
- - [ @ Min-data
0 lo— o @ Min-real 2.1 elistehei e
i @ Min - real
o D P P & - P
\0":} I]S;g r:.- i "l-‘:}' Lj \0"} '{\\@ ﬂ\”}' "b I"j
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4.4 ONE-WAY COUNTERS REVEAL PACKET LOSSES

The latency analysis concludes to a network path saturation due to traffic increase. And the
associated one-way counters show that this slowdown is accompanied with occurrences of packet
losses in the manager-to-agent direction of the SNMP data flow.

AN AN
:rn:mo 44—« TRAFMON One Way Counters Report S 4} . TRAFMON One way latency Report
1 H \ 1B,
Soen gl ¥/
Jected fow - 141 253 246 10-161=172 13 11 10:high_udp |[Bddres=1: 141 253,245 10 Fortl 161 i T 181255 2RE AT 7299 11 10IgR_UGp Fire==T 141055 24670 Port 161
_tadn time: :2%11'[{?1;]11??_'?033225230225030‘.}& -fddrESSIZ: |dT2-19-|1-10 Fort2: 83533 e - 2017-07-03 16:00:00.0 Addres=2. 172.15.11.10 Port2; 85535
End time ; TR ~rotocol: udp e - 2017-07-03 23:59:55.0 T
Granularity : Minute i Direction: < ) gus Grarmlarity : Hour
erage of reported time period - 41% [Somment: First discovered by probe chioggia
type value
Lost 112 % = 5
i?:;*p;ﬁ'“*’ g One-way latency distribution
Eveclufion chariz (Rate per Minute) 7000
500
One way lost packets oy
o 5500
5000
g o @ Max - data 4500
a L LT
== @ Avg-daz g 40
9 4 f g 3500 @ 01000
e, '\‘,'00" O g -resl g 3can @ 10003000
1 © Min-dats 0 22c5§cj e @ 30003000
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& g E = - 40005000
&8 1000 Zont e,
i + ¥ ki ® 5000214743847
o
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1000
1 1500
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2 T S S
R e @ Avg-data L U S
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3 o 'y
& & P E P S S S S 5000
Al L3 ik g i 1 g ¥ L1 ig g
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1 4500
g @ Max-das 4000
£ [ [e00te 000000 € 00 O0OE0T —000se 0O0O COOs done @ Ag-das L] i
=
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. 8 som
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In the reverse direction, the slowdown is also clearly visible in the latency report.

Database: trailvlon w Report: OneWay Counfers w
Date Start: 2017-07-03 00:00:00 hd Date End: 2017-07-03 23:59:58 hd
Range Start: 2017-07-03 21:51:00 b RangeEnd: 2017-07-03 22:53:59 b

traf

,{.& . TRAFMON One Way Counters Report
b,

Selected flow : 141.253.246.10:161>172.19.11.10:high_udp |Address1: 141.253.246.10 Port1: 161
Start time : 2017-07-03 21:51:00.0 Address2: 172.19.11.10 Pori2: 65535
End fime : 2017-07-03 22:53:59.0 Protecol udp

(Granularity - Minute Direction: >
[Coverage of reported time period : 43% (Comment First discovered by probe chioggia
type value
Lost 101
Partly Missed 50
Cropped 1]
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But, more surprisingly, few packets are detected at destination side while not seen at their source:
one way missed packets.
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4.5 TRAFMON PROCESSING EVENTS ARE KEPT WITH
THE DATABASE OBSERVATIONS

Because we know that the cause is a bursty increase in packets, we look at the events published by
the probe (named chioggia) at the agent source side, where packets have been missed. Maybe the
packet capture buffer was overflowing, in which case the probe would have reported an event.

In order to let you participate to the continuous building of the tool, we haven't implemented
ourselves any BIRT report that shows the event log. So, we go to query the MySQL the database
directly: for instance, though the installation and use of the phpMyAdmin open source utility.
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SELECT * FROM “trafMon ". eventtable” WHERE "time™ BETWEEN ‘2017-07-03 21:00:00' AND
2017-07-03 23:10:00’

SELECT ™

FROM ~eventtable’

WHERE " time”

BETWEEN '2017-07-03 21:00:00'
AND '2017-07-03 23:10:00'

I Profiling [ Inline ] [ Edit ] [ Expl

Show : Start row: | 0 | Number of rows: | 30 Headers every _1DD” TOWS

Sort by key: | None v

+ Options

—T— v time type severity entity probeinterface flowName eventMessage

O &7 Edit 3¢ Copy @ Delete| 2017-07-03 21:01:28 nominal nomal | voghera NULL MNULL | probe is back at nominal load: 48%)
' Edit 3 Copy @ Delete 2017-07-03 21:02:56 nominal normal | voghera NULL NULL | probe is back at nominal load: 41%)
&7 Edit 3= Copy @ Delete 2017-07-03 21:02:57  nominal normal | voghera NULL NULL | probe is back at nominal load: 48%)
o Edit 3= Copy @ Delete 2017-07-0221:26:04 nominal nomal | trafmon-loc-prb-dmz NULL NULL | probe is back at nominal load: 41%)
& Edit 3¢ Copy @ Delete| 2017-07-03 21:28:57 | nominal nomal | voghera NULL MNULL | probe is back at nominal load: 45%)

' Edit 3 Copy @ Delete 2017-07-03 21:43:46 nominal normal | voghera NULL NULL | probe is back at nominal load: 41%)
&7 Edit 3= Copy @ Delete 2017-07-03 21:51:00  packet(s) lost minor rho NULL | 141.253.246.10:161=172.19.11.10:high_udp | counted 1 1-way lost packet(s) during 60s since 03...
o Edit 3= Copy @ Delete 2017-07-0321:53°42 full speed minor voghera NULL NULL | probe is working at full speed (load 100%)

& Edit 3 Copy @ Delete| 2017-07-03 21:53:43 | nominal normal | voghera NULL NULL | probe is back at nominal load: 48%)
o Edit 3¢ Copy @ Delete 2017-07-03 21:54:57 nominal normal | voghera NULL NULL | probe is back at nominal load: 44%)
&7 Edit 3= Copy @ Delete 2017-07-03 22:02:00 packet(s) lost minor rho NULL | 141.253.246.10:161=172.19.11.10:high_udp | counted 4 1-way lost packet(s) during 60s since 03...
o Edit 3 Copy @ Delete 2017-07-03 22:03:00 packet(s) lost minor rho NULL| 141.253 246.10:161=172.19.11.10:high_udp counted 2 1-way lost packet(s) during 60s since 03._
& Edit & Copy @ Delete 2017-07-03 22:04:00  packel(s) lost minor rho NULL | 141.253.246.10:161=172.19.11.10:high_udp | counted 3 1-way lost packei(s) during 60s since 03...
o Edit 3= Copy @ Delete 2017-07-03 22:05:00 packet(s) lost minor rho NULL | 141.253.246.10:161=172.19.11.10:high_udp  counted 3 1-way lost packet(s) during 60s since 03.._
&7 Edit 3= Copy @ Delete 2017-07-03 22:06:00 packet(s) lost minor rho NULL | 141.253.246.10:161=172.19.11.10:high_udp | counted 3 1-way lost packet(s) during 60s since 03...
Edit 3 Copy @ Delste 2017-07-03 22:07-:00 partial packet obs. | major rho NULL| 141.253.246.10:161=172.19.11.10:high_udp counted 1 incomplete 1-way packet obs during 605 5.
& Edit Copy @ Delete| 2017-07-03 22:08:00  packel(s) lost minor rho NULL | 141.253.246.10:161=172.19.11.10:high_udp | counted 3 1-way lost packei(s) during 60s since 03...
& it 3 Copy @ Delete 2017-07-03 22:09:00 packet(s) lost minor rho NULL | 141.253.246.10:161=172.19.11.10:high_udp  counted 5 1-way lost packet(s) during 60s since 03...
&7 Edit 3= Copy @ Delete| 2017-07-02 22:10:00  packet(s) lost minor rho NULL | 141.253.246.10:161=172.19.11.10:high_udp | counted 2 1-way lost packet(s) during 60s since 03...
o Edit Jc Copy (@ Delete 2017-07-03 22:11:00 partial packet obs. | major rho NULL| 141.253.246.10:161=172.19.11.10:high_udp counted 2 incomplete 1-way packet obs during 605 5.
& t & Copy @ Delete| 2017-07-03 22:12:00  partial packet obs. | major rho NULL | 141.253.246.10:161=172.19.11.10:high_udp | counted 2 incomplete 1-way packet obs during 60s s
& 3« Copy @ Delete 2017-07-03 22:13:00 packet(s) lost minor rho NULL | 144.253 .246.10:161=172.19.11.10:high_udp | counted 1 1-way lest packet(s) during 605 since 03...
& it 3¢ Copy @ Delete 2017-07-03 22:15:00  packet(s) lost minor rho NULL | 141.253.246.10:161=172.19.11.10:high_udp | counted 3 1-way lost packet(s) during 605 since 03...
7 Edit §¢ Copy @ Delete 2017-07-03 22:17:00 packet(s) lost minor | rho NULL | 141.253.246 10:161=172.19.11.10:high_udp  counted 2 1-way lost packet(s) during 605 since 03...

& Copy @ Delete 2017-07-03 22:18:00 | packei(s) lost minor rho NULL | 141.253.246.10:161=172.19.11.10:high_udp | counted 1 1-way lost packet(s) during 60s since 03

o Edit 3 Copy @ Delete 2017-07-03 22:20.00 packet(s) lost minor rho NULL | 141.253.246.10:161=172.19.11.10:high_udp  counted 2 1-way lest packel(s) during 60s since 03...
it 3 Copy @ Delete 2017-07-03 22:21:00 partial packet obs. | major rho NULL | 141.253.246.10:161=172.19.11.10:high_udp | counted 1 incomplete 1-way packet obs during 605 s...
o Edit Fc Copy (@ Delete 2017-07-03 22:22:00 partial packet obs. | major rho NULL | 141.253.246.10:161=172.19.11.10:high_udp counted 2 incomplete 1-way packet obs during 60s s...
o7 Edit §¢ Copy @ Delete| 2017-07-03 22:23-00 packet(s) lost minor | rho NULL | 141.253 246 10:161>172.19.11.10:high_udp | counted 1 1-way lost packet(s) during 605 since 03

. Edit 3¢ Copy @ Delete 2017-07-03 22:24:00 partial packet obs. | major rhe NULL | 141.253.246.10:161=172.19.11.10:high_udp | counted 2 incomplete 1-way packet obs during 60s s...

el o sl = (o} = (o) = ol @ (6] o (6} = (s) o sl @ (o) = 6] = (sl = (o} = (o) @
L3

In fact, we see the trafMon collector (rho) mentioning the lost and incomplete (missed) packets, but
no message from the concerned probe about its load level or the saturation of its capture buffer.

Hence, this means that the missed packets are due to the saturation, upon burst of traffic, at the
mirror port of the switch to which the probe is connected.
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5. RELEVANT CONFIGURATION TUNING

One XML configuration file, common to all distributed trafMon probes, and to the central trafMon
collectors, defines what observations to collect from the monitored traffic.

5.1 PACKET COUNTERS (INCLUDING ICMP ERRORS)

The below excerpt of configuration file produces all protocol packet counters about IPv4, ICMP and
the UDP or TCP transport protocols.

<GranularFlow name="uniDirAtProbelf" >
<Distinctlf /> <I-- mandatory when Counters, to avoid double records -->
<DistinctAddr field="srcdst" />
<DistinctPort Ffield="portpair"™ portspec="privileged” />
<GroupBy field=""ipproto'/>
</GranularFlow>

<I-- ALL Unidirectional packets (for volumes counting)

==
<FlowClass 1d=""200" name=""ALL_packets"
descr="ALL Unidirectional IP Fragments'>
<Measure interval="1min" >
<Stats verifChksum="bestEffort">
<PacketCounters for="allFragments'/>
</Stats>
</Measure>
<FlowGrain ref="uniDirAtProbel " />
<Filter>
<On probe="trafMon-probe" 1f="plpl" />
<On probe="trafMon-probe" if="plp2" />
<PacketExpr>
<AND>
<Predicate field="src" op="betw"
value=""0.0.0.1" value2="'255.255.255.254" />
<Predicate field=""dst" op="betw"
value=""0.0.0.1" value2=""255.255.255.254" />

</AND>
</PacketExpr>
</Filter>
</FlowClass>
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5.2 FTP AND TCP COUNTERS AND DETAILS

To measure the complete FTP session exchanges and the associated data transfers, including the
stateful follow-on of underlying control and data TCP connections (fFtpdata="ful "), the following
must be configured:

<GranularFlow name="protoConversAtProbel f'' >
<Distinctlf /> <!-- mandatory when Counters, to avoid double records -->
<DistinctAddr field="addrpair" />
<DistinctPort field="portpair"™ portspec="privileged” />
<GroupBy field=""ipproto"/>
</GranularFlow>

<I-- FTP: TCP port 21

-—>
<FlowClass 1d=""21" name="FTP_port21" descr="TCP with port==21">
<Measure interval="1min" >
<Stats verifChksum="bestEffort">
<PacketCounters for="firstFragment'/>
<Il-- Don"t ask for Dgram for TCP to avoid unnecessary
keeping of subsequent frags (of other flows)
between same IP address pair -->
<TCPConnections granularity="each'/>
<FileTransfers protocol="FTP" granularity="each"
ftpdata=""full'/>

</Stats>
</Measure>
<FlowGrain ref="protoConversAtProbelf" />
<Filter>
<0On probe="voghera"™ if="eth0" />
<0On probe="bagheria" if="eth0" />
<0On probe="chioggia" if="eth0" />
<0On probe="chiavari' if="eth0" />
<PacketExpr>
<AND>
<Predicate field="proto" op="eq" value="tcp"/>
<Predicate field="port" op="eq" value="21"/>
</AND>
</PacketExpr>
</Filter>
</FlowClass>
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5.3 DELAY OBSERVATIONS: ROUND-TRIP AND
ONE-WAY

In order to measure the two-way delays over TCP connections, following configuration should be
specified:

<GranularFlow name="protoConversAtProbel f'* >
<Distinctlf /> <I-- mandatory when Counters, to avoid double records -->
<DistinctAddr field="addrpair" />
<DistinctPort field="portpair"™ portspec="privileged” />
<GroupBy field=""ipproto'/>
</GranularFlow>

<I-- Round trip delay measurement for TCP-RTTM
-—>
<FlowClass 1d="8888" name="TCP-RTTM-RoundTrip-histo™
descr="TCP RTTM Timestamps aggregated delay'>
<Measure interval="10s" >
<Delay for="firstFragment™ granularity="probeAggregated'>
<RoundTripDelay protocol="tcpOptRTTM" with="both" />
<Histogram lowBound=""0" highBound="300" sliceCount="8" />
</Delay>
</Measure>
<FlowGrain ref="protoConversAtProbelf" />
<Filter>
<0On probe="bagheria" if="eth0" />
<On probe="chiavari' if="eth0" />
<PacketExpr>
<AND>
<Predicate field="proto" op="eq" value="tcp"/>
</AND>
</PacketExpr>
</Filter>
</FlowClass>

In order to also measure the two-way delays of UDP/SNMP transactions, following configuration
should be specified:

<I-- Round trip delay measurement for SNMP
==
<FlowClass i1d="5555" name=""SNMP-RoundTrip-histo"
descr=""SNMP Req/Rsp aggregated delay'>
<Measure interval="10s" >
<Delay for="firstFragment” granularity="probeAggregated'>
<RoundTripDelay protocol=""udpSNMP'" />
<Histogram lowBound=""0" highBound="800" sliceCount="4" />
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</Delay>
</Measure>
<FlowGrain ref="protoConversAtProbelf" />
<Filter>
<0On probe="bagheria" if="eth0" />
<PacketExpr>
<AND>
<Predicate field="proto" op="eq" value="udp"/>
<Predicate field="port™ op="eq"” value="161"/>
</AND>
</PacketExpr>
</Filter>
</FlowClass>

In order to measure one-way latency and to detect packet losses (or missed packets), the trafMon
XML configuration should encompass the following type of measurements:

<GranularFlow name="perProtoServicePort" >
<DistinctAddr field="srcdst"™ />
<DistinctPort field="portpair"™ portspec="privileged” />
<GroupBy field="ipproto"/>

</GranularFlow>

<I-- One-way Delay and Packet Loss on SNMP: LOCAL INT <> REMOTE DMZ

Request: SNMP from LOCAL INT to REMOTE DMZ
i o o L B S o e
-—>
<FlowClass 1d="1111" name="One-Way_ SNMP_Requests"
descr=""SNMP Requests one-way aggregated delay and loss/partial counters'>
<Measure interval="1min" >
<Delay for="allFragments" granularity="collectorAggregated >
<OneWayDelay from="locint rqg" to="remdmz _rq" lost="count" >
<Hop name="locint rq"/>
<Hop name="‘remdmz_rq'/>

<Sign/>
</OneWayDe lay>
<Histogram lowBound=""0"" highBound="5000" sliceCount="7" />
</Delay>
</Measure>
<FlowGrain ref="perProtoServicePort" />
<Filter>
<0On probe="bagheria" if="eth0" />
<CaptureTimeStamp hopName=""locint_rqg'/>
<PacketExpr>
<AND>

<Predicate field="proto" op="'eq" value="udp"/>

<Predicate field="dport" op="eq"” value="161"/>

<Predicate field="dst" op="eq" value="'&remdmzl;"/>
</AND>
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</PacketExpr>
</Filter>
<Filter>
<0On probe="'chioggia" if="eth0" />
<CaptureTimeStamp hopName=""remdmz_rq''/>
<PacketExpr>
<AND>

<Predicate field="proto" op="eq" value="udp"/>
<Predicate field="dport" op="eq" value="161"/>
<Predicate field="dst" op="eq" value="&remdmzl;"/>
</AND>
</PacketExpr>
</Filter>
</FlowClass>
<I-- Response: SNMP from REMOTE DMZ to LOCAL INT
e o S
o=
<FlowClass 1d="2222" name="0One-Way_ SNMP_Responses
descr=""SNMP Responses one-way aggregated delay and loss/partial counters'>
<Measure interval="1min" >
<Delay for="allFragments" granularity="collectorAggregated'>
<OneWayDelay from="remdmz rs'" to="locint rs" lost="count" >
<Hop name="‘remdmz_rs"/>
<Hop name="locint rs'/>

<Sign/>
</OneWayDe lay>
<Histogram lowBound=""0"" highBound="5000" sliceCount="7" />
</Delay>
</Measure>
<FlowGrain ref="perProtoServicePort"” />
<Filter>
<0On probe="chioggia" if="eth0" />
<CaptureTimeStamp hopName=""remdmz_rs"/>
<PacketExpr>
<AND>

<Predicate field="proto" op="eq" value="udp"/>
<Predicate field="sport" op="eq" value="161"/>
<Predicate field="dst" op="eq" value="¢&locintl;"/>

</AND>
</PacketExpr>
</Filter>
<Filter>
<0On probe="bagheria" if="eth0" />
<CaptureTimeStamp hopName=""locint_rs"/>
<PacketExpr>
<AND>

<Predicate field="proto" op="eq" value="udp"/>
<Predicate field="sport' op="eq" value="161"/>
<Predicate field="dst" op="eq" value="¢&locintl;"/>
</AND>
</PacketExpr>
</Filter>
</FlowClass>
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And the IP Counters are obtained as per the configuration in section 5.1 above.
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