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Nigeria Data Protection (Establishment, etc.) Act,
2023: An Overview



Introduction:

In the ever-evolving landscape of cutting-edge technologies like Artificial Intelligence, Machine Learning, and
other ground-breaking innovations worldwide, governments are taking decisive action to safeguard the privacy
and sensitive data of their citizens and businesses. Comprehensive privacy and data protection laws are enacted
to shield against risks such as data exposure, leaks, and breaches.

The Nigeria Data Protection (Establishment, etc.) Act of 2023 (Act) is a significant legislative instrument aimed
at providing a legal framework for the protection of personal information in Nigeria. This article will provide a
comprehensive summary of the key provisions and objectives of the Act, highlighting its importance in
safeguarding privacy rights and regulating the processing of personal information.

Objective and Application:

The Act begins by outlining its objectives, which primarily focus on protecting personal information and
ensuring the lawful processing of personal data. It aims to establish the Nigeria Data Protection Commission
(NDPC) as the regulatory body responsible for overseeing data protection matters in the country. The application
of the Act extends to both public and private sectors, ensuring that all entities processing personal information
adhere to the prescribed regulations.




Establishment of the Nigeria Data Protection Commission:

The Act establishes the NDPC as an independent body with the authority to enforce data protection regulations. The Commission is
tasked with various functions, including the development of policies and guidelines for data protection, conducting investigations,
and promoting awareness and compliance with data protection principles.

Governing Council of the Commission:

To ensure the effective functioning of the NDPC, the Act establishes a Governing Council. The Council consists of appointed
members who serve specific tenures. Their responsibilities include overseeing the Commission's activities, providing strategic
direction, and ensuring the independence of the NDPC.

Appointment of the National Commissioner and Staff:

The Act outlines the process for appointing the National Commissioner, who serves as the head of the NDPC. The National
Commissioner is responsible for the day-to-day administration of the Commission and the implementation of its policies. The Act
also addresses the appointment of other staff members and the establishment of staff regulations and disciplinary measures.

Financial Provisions:

To support its operations, the NDPC is granted financial autonomy. The Act outlines the sources of funding for the Commission,
including funds allocated by the government, fees collected for services rendered, and grants or donations. It also provides
guidelines for the expenditure of these funds and empowers the Commission to borrow and accept gifts.



Exemption and Conflict of Interest:

The Act recognizes that certain entities may be exempt from its application, such as law enforcement agencies and entities
processing personal information for national security purposes. Additionally, provisions are in place to address conflicts of interest
among members of the NDPC and the Governing Council, ensuring transparency and accountability.

Implications and Significance:

The Nigeria Data Protection (Establishment, etc.) Act of 2023 has significant implications for the protection of personal information
in Nigeria. By establishing the NDPC as an independent regulatory body, the Act aims to ensure that individuals' privacy rights are
respected and that their personal information is processed lawfully and securely. This means that a citizen (data subject) should have
absolute control over the collection, processing, and use of their personally identifiable and non-identifiable information.

One of the key significances of the Act is the establishment of clear guidelines and standards for data protection. This will provide
individuals with greater control over their personal information and give them the confidence that their data is being handled in a
responsible manner. It will also create a level playing field for organizations operating in Nigeria, as they will be required to comply
with the same data protection regulations.

The Act empowers the data subject to request specific information before giving consent for their data to be processed pursuant to
Section 27 of the Act. This information includes:

1.  Details on the lawful basis for processing the data subject’s data.
2. Who, other than the data controller, will receive the information of the data subject?



What are the rights of the data subject?

What is the retention period for the processed data?

Will there be automated decision making in data processing?
What is the process for lodging complaints, among others?
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The emphasis on the independence of the NDPC is another crucial aspect of the Act. By ensuring that the Commission operates
autonomously, free from undue influence, it can effectively carry out its functions and enforce data protection regulations without
bias. This independence is essential in building trust among individuals and organizations, as they can rely on the NDPC to protect
their privacy rights.

Another significant point worth mentioning is that the Act enables data subjects to seek civil remedies through the courts if data
controllers or other entities fail to comply with the provisions of the Act.

The Act also provides adequate protection for children by mandating that the consent of the parents or legal guardians must be
sought and obtained before processing their data. Other rights of citizens (data subjects) are also outlined in Sections 34-38 of the
Act.

Furthermore, the provisions for the appointment of the National Commissioner and the Governing Council contribute to the
effective governance of the NDPC. By appointing qualified individuals with expertise in data protection, the Commission can
benefit from their knowledge and experience in formulating policies and making informed decisions. The tenure requirements for
council members also ensure continuity and stability in the Commission's operations.



The financial provisions of the Act are also noteworthy. By granting
financial autonomy to the NDPC, the Act enables the Commission to
carry out its functions effectively and efficiently. Adequate funding
ensures that the NDPC has the necessary resources to implement data
protection policies, conduct investigations, and promote awareness
among the public.

Key Takeaways for Companies:

The Act introduces several important provisions that will significantly
impact data processing organizations and their compliance with data
protection regulations. These include the appointment of a Data
Protection Officer (DPO). Organizations processing personal data of
data subjects are required to appoint a compliance officer known as the
Data Protection Officer. The DPO will be responsible for ensuring that
data protection mechanisms and models are integrated into the
organization’s day-to-day activities.

Mitigation of Data Breaches: In the event of a data breach, the Act
prescribes specific actions that data processors should take to mitigate
risks. This includes communicating with both the Nigerian Data
Protection Commission and the affected data subjects, following
guidelines on the content of such communication.




Conclusion

The Nigeria Data Protection (Establishment, etc.) Act of 2023 is a significant step
towards safeguarding personal information and protecting privacy rights of individuals
in Nigeria. By establishing the NDPC as an independent regulatory body and outlining
clear guidelines for data protection, the Act aims to create a secure and transparent
environment for the processing of personal information. Its provisions for the

appointment of key personnel, financial autonomy, and exemption and conflict of

interest ensure the effective functioning of the Commission. Overall, the implementation
of the Act will contribute to trust building, promoting responsible data handling
practices, and fostering a culture of privacy protection in Nigeria.

Contact us today if you need further information or advise on data protection and
compliance with data protection laws in Nigeria.
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