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Policy Statement 

 

The Minster Junior School holds a great deal of personal and sensitive information and 
must ensure that this information is kept safe and is managed securely. The schools have 
a duty under the Data Protection Act to ensure that appropriate technical and 
organisational measures are taken against unauthorised or unlawful processing of 
personal data and against accidental loss or destruction of, or damage to, personal data. 

 

It is the responsibility of all staff and managers to ensure that personal and sensitive 
information cannot be accessed by people who have no right to it. 

 

Loss of personal or sensitive information is a serious matter and will be taken seriously by 
the School. Employees who breach the standards set out in this policy may be subject to 
disciplinary action which could result in dismissal from the school’s employment. 
 

Information security applies to both electronic and paper based information. 

 

Information security applies both within the schools and when working remotely, away 
from the schools. Remote working covers all work outside of the school and includes visits 
to parents/carers and third parties as well as working from home and other locations. 
 

 
Purpose 

 

The purpose of this document is to state the Data Protection and Information Security 
policy of the schools. 

 

The Data Protection Act 1998 gives people rights over data that the schools hold about 

them. The 7th data protection principle is noted here for emphasis as it is of particular 
relevance: 

 

 Personal data must be kept secure against unauthorised access, loss, disclosure 
or destruction.



 Data/information should not be left unattended in public areas and should be 
protected against loss, damage or unauthorised disclosure at all times. Printed 
material containing personally identifiable information should not be left unattended 
on printers or in fax machines.



 All personal (confidential) information waste must be kept separate from general 
waste and disposed of securely.

 

Portable computing devices are provided to assist users to conduct official school 
business efficiently and effectively. This equipment, and any information stored on 
portable computing devices. Any such device must be securely encrypted and must be 
recognised as valuable organisational information assets and safeguarded appropriately. 
Information may also exist in paper form; paper documentation can be harder to control 
and can be the cause of information security breaches in the same way that electronic 
information can lead to breaches. 
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Scope 

 

This document applies to all school workers as well as agency workers, contractual third 
parties and agents of the schools who have access to personal data/information 
processed by the schools. This includes the storage, transportation, use and disposal of 
information outside of the schools environment. 
 

 
Definition 

 

This policy should be adhered to at all times whenever any user accesses schools 
information inside or outside of the schools or takes information away from the schools. 
 

This policy applies to all users‟ use of the school’s‟ ICT or 3rd party equipment and 
personal IT equipment when working in the schools or on official school business away 
from the school‟ premises [i.e. working remotely]. 
 

 
Risks 

 

The school recognises that there are risks associated with users accessing and handling 
information in order to conduct official school business. The school also recognises that 
there will be times when it is necessary to remove paper documents from the premises. 

 

The mobility, technology and information that make portable computing devices so useful 
to employees and organisations also make them valuable prizes for thieves. Securing 
personal information when users work remotely or beyond the school networks is a 
pressing issue – particularly in relation to the schools‟ need as a Public Authority to protect 
data in line with the requirements of the: 
 

 Data Protection Act 1998
 

This policy aims to mitigate the following risks: 
 

 Unauthorised access to personal and sensitive information.

 Potential sanctions against the School or individuals imposed by the Information
Commissioners Office as a result of information loss or misuse. 

 Potential legal action against the School or individuals as a result of information 
loss or misuse.

 School’s reputational damage as a result of information loss or misuse.
 

Non-compliance with this policy could have a significant effect on the efficient operation of 
the School and may result in financial and reputational loss and an inability to provide 
necessary services to our stakeholders. 
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Introduction 

 

The Data Protection Act 1998 (the Act) is the primary legislation in the United Kingdom 
which regulates the processing of information /data about living individuals – this is 
referred to as „personal data‟. 

 

„Processing‟ includes the obtaining, holding, use or disclosure of that information. The 
School as data controller have a duty to process personal data in compliance with the 
provisions the Act. All those who provide services on behalf of the School and their sub-
contractors (acting as agents of the School) must also comply with the Act. 

 

Subject to certain exemptions, the Act amongst other things gives individuals rights to 
access any personal data held about them. Requests for access to records and for other 
information about those records are known as "subject access requests" and may be 
made by anyone about whom personal data is held. 
 

 
The 8 Data Protection Principles 

 
There are 8 Key Principles that underpin the processing of data, to ensure it is done in 
accordance with the Act and to protect the interests of the individual. 
 

Under those Principles personal data must be: 

 

 Fairly and lawfully processed (obtained, used, stored, disposed of) and must ensure 
compliance with Schedule 2 or, in the case of sensitive personal data (see below), 
Schedule 3 of the Act;

 Held and processed for limited and specifically registered purposes;

 Adequate, relevant and not excessive;

 Kept accurate and up to date;

 Kept for no longer than is necessary;

 Processed in line with individuals subject access rights;

 Kept secure against unauthorised access, loss, disclosure or destruction;

 Made available only to countries with adequate data protection measures.
 

 
Types of Data 

 

Data as defined under the Act may include both facts and opinions about individuals. It 
also includes information regarding the intentions of the data controller (i.e. the School) 
towards the individual. 
 

There are two types of data under the Act: 
 

 Personal Data - data relating to any living individual who can be identified from 
the data and includes any indication of the intentions of the data controller
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 Sensitive Personal Data - data relating to race or ethnic origin, political
opinions, religious or other beliefs, trade union membership; health; sex 
life, criminal proceedings or convictions of an individual. 

 

Before the school is allowed to process personal data, it must meet one of the following 
conditions:  
Personal Data (Schedule 2 of the Act) 

 The data subject has given consent to the processing.

 Processing is necessary for the performance of a contract with the data subject.

 Processing is required under a legal obligation.

 Processing is necessary to protect the vital interest of the data subject.
 Processing is necessary to carry out a public function in the public interest; for the 

administration of justice; under enactment of the crown, a minister of the crown or 
a government department.

 Processing is necessary in order to pursue the legitimate interests of the data 
controller or 3rd parties (unless it would prejudice the interest of the subject).

 

 

And before the school is allowed to process sensitive personal data, it must also meet 
one of the following conditions: 
 

Sensitive Personal Data (Schedule 3 of the Act) 
 

 The data subject has consented to the processing, unless the processing is for the 
purpose of performing a legal obligation in connection with employment.

 Processing is required under a legal obligation to which the schools is subject;
 It is necessary to protect the vital interests of the data subject or another person 

and consent can't be given or can't be reasonable sought.
 The processing exists for political, philosophical, religious or trade union purposes; 

processing is carried out with safeguards; and personal data is not disclosed to 
3rd parties without consent.

 Personal data has deliberately been made public by the data subject.
 It is necessary for legal proceedings, obtaining legal advice or 

establishing, exercising or defending a legal right.
 

Once the school has established that it has the right to process an individual’s data, it will 
do so only within the framework of the 8 Data Protection Principles, set out within the Act. 
 

 
Choice and consent 

 

The school is committed to allowing individuals to exercise choice to allow their 
information to be shared wherever this is practicable. The school will take active 
measures to inform people how information about them is being used and how it may 
be shared and with whom. 
 

 

 

 
Page 6 of 14 

 



Subject Access Requests 
 
 
A formal Request for access to records under the Act is known as a “Subject Access 
Request” or „SAR‟. The individuals to whom the data relates (data subject) may make a 
subject access request either personally or through legally approved representatives such 
as a solicitor or advice worker (although they will be asked for evidence that they are 
acting on behalf of the data subject). The school will also request relevant proof of identity. 

 

In cases where data subjects are incapable of understanding or exercising their rights, e.g. 
they are too young or are suffering from a disability which limits their understanding, then 
subject access requests may be made by parents or other persons who are legally able to 
act on behalf of the data subject in law. 

 

Where a data subject makes a SAR, the schools have a legal responsibility to provide a 
copy of these records. This can be a complex process determining what records are 
legally accessible, what exemptions may apply and then making the information available. 
 

A SAR must be made in writing (including via email) to include: 
 

 Name and address

 Description of what is being requested
 

The requestor is required to supply such information as may be „reasonably‟ required 
in order to identify them to enable the information to be located. 

 

The school is required to respond within the 40 days (15 school days for Accessible 
Educational Records) with either: 
 

 requested information in permanent form; or

 requested information in some other form agreed by applicant; or
 refusal to disclose (give reasons for decision and inform applicant of right 

to complain to Information Commissioner); or
 confirmation or denial of processing of information

 

The 40 days only starts counting when the school has received the statutory fee, proof of 
identity and any other information it may require to assist in conducting the search for the 
records. 
 

In addition, the school will ensure that: 

 

 There is someone with specific responsibility for data protection in 
the organisation;

 Everyone managing and handling personal data understands that they 
are contractually responsible for following good data protection practice;

 Everyone managing and handling personal data is appropriately trained to 
do so;

 Everyone managing and handling personal data is appropriately supervised;
 Anyone wanting to make enquiries about handling personal data, whether a 

member of staff or a member of the public, knows what to do;
 Queries about handling personal data are promptly and courteously dealt with;
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 Methods of handling personal data are regularly assessed and evaluated;

 Performance with handling personal data is regularly assessed and evaluated;
 Data sharing is carried out in compliance with the Act, setting out the scope and 

limits of the sharing. Any disclosure of personal data will be in compliance with 
approved procedures.

 

All managers and staff within the school will take steps to ensure that personal data is kept 
secure at all times against unauthorised or unlawful loss or disclosure and in particular will 
ensure that: 

 

 Paper files and other records or documents containing personal/sensitive 
data are kept in a secure environment;

 Personal data held on computers and computer systems is protected by the use of 
secure passwords, which where possible have forced changes periodically;

 Individual passwords should be such that they are not easily compromised.

 Electronically devices used are encrypted
 

All contractors, consultants, partners or other servants or agents of the school must: 

 

 Ensure that they and all of their staff who have access to personal data held or 
processed for or on behalf of the schools, are aware of this policy and are fully 
trained in and are aware of their duties and responsibilities under the Act. Any 

breach of any provision of the Act will be deemed as being a breach of any 
contract between the school and that individual, company, partner or firm;

 Allow and co-operate with data protection audits
 Indemnify the schools against any prosecutions, claims, proceedings, actions 

or payments of compensation or damages, without limitation.
 

All contractors who are users of personal data supplied by the school will be required to 
confirm that they will abide by the requirements of the Act with regard to information 
supplied by the school. 
 

 
Implementation 

 

The school’s Data Protection Officer is: Marcia Messam-Roseman 
 

The Data Protection Officer has overall responsibility for: 

 

 The provision of and cascade data protection training and materials, for staff within 
the school;

 For the development of best practice guidelines;
 For carrying out compliance checks to ensure adherence, throughout the authority, 

with the Data Protection Act.
 Replying to correspondence from the Information Commissioner’s Office.
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Data and Information Security 

 
The school will take all practicable measures to ensure that personal data is securely held 
and access to it is controlled. The Act requires all organisations to have appropriate 
security to protect personal data against unlawful or unauthorised use or disclosure, and 
accidental loss, destruction or damage. 

 

This school recognises that the personal data it holds is valuable and must be 
managed properly as accidental loss, unlawful destruction or damage may cause 
distress to individuals concerned. 
 

Key Actions for Data and Information Security 
 

The following describes the framework for managing information security within the 
schools. 
 

User Responsibility 

 

It is the user’s responsibility to ensure that the following points are adhered to at all times. 
 

When out of the office: 

 

 Paper based information and laptops should be kept safe, secure and close to hand 
when taken out of the office. Never leave them unattended. Particular care should 
be taken in public places.



 Where personal information needs to be transported away from the school this 
should, wherever possible, be done on secure portable computing devices (i.e. 
encrypted school laptops and encrypted memory sticks) and not as paper 
documents.



 Portable computing devices used for remote working must be secure and comply 
with school’s ICT Security policies. This includes laptops and USB memory sticks. 
Information classified as personal data or sensitive personal data must not be 
stored on non-school owned devices (for example, a personal USB memory stick).



 When transporting paper copies of personal information away from the school you 
must get permission from your line manager and must record what the information 
is, when you are taking it off site, the reason for doing so and the date when the 
information was returned.



 Removal of personal paper based information should only be for short periods and 
should be returned when the user is next in the office. If the user is subsequently off 
sick and the information not returned then this should be recorded.



 Paper based information should be kept confidential and secure when in transit and 
transported in a sealed file or envelope. This should indicate where it should be 
returned to if found.
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 When transferring paper based information by car, ensure it is placed in the boot 
and is kept locked. Do not leave personal information or laptops in vehicles 
overnight.



 Personal information that is taken home should be stored in a locked drawer.



 Do not discuss confidential or sensitive work matters where you may be overheard 
by people who should not have access to the information e.g. in communal areas in 
the workplace or outside work.



 Return papers containing customers personal information to the school as soon as 
possible and file or dispose of it securely in confidential waste bins.



 If paper based information or portable computer devices are lost or stolen then the 
loss must be reported to the user’s line manager immediately and the process for 
reporting lost information must be followed.



 After use, personal information on USB memory sticks must be securely deleted 
from the device. It is unacceptable to continue to carry personal information on a 
portable electronic device beyond the required or necessary time.



 Any employee who chooses to undertake work using their own personal IT 
equipment is not permitted to hold any database, or carry out any processing of 
personal or sensitive personal data relating to the school’s employees, or 
stakeholders.



 Personal information should not be emailed to or auto forwarded to a private non-
school email address. Secure email must be used to send personal information 
outside of the school network. Please also refer to the ICT Acceptable Usage Policy 
& Personal Commitment Statement.

 

When in the office: 

 

 Filing cabinets and cupboards containing personal information should be kept 
locked at all times.



 Information on shared drives or electronic document management systems should 
only be stored in areas with appropriate access permissions, ie, access is restricted 
to only those who have a need to view it.



 Do not leave documents containing personal information unclaimed on any printer 
or fax machine.



 Do not leave documents containing personal information on your desk overnight or 
if you are away from your desk for long periods.



 Portable devices (laptops) should be secured (a locked drawer) particularly when 
left unattended and/or overnight within the schools.
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 Any user accessing personal information must only use school-owned equipment.



 Personal data should be stored on a shared drive or electronic document 
management systems wherever possible and not held on a portable computer 
device.



 Personal information must only be disposed of in confidential waste bins.


 Personal files must not be sent by normal post.



 Ensure that all postal and email addresses are checked to ensure safe dispatch of 
information. When sending personal information by post the envelope should 
clearly state „Private – Contents for Addressee only‟.



 Ensure that when posting / emailing information that only the specific content 
required by the recipient is sent.



 Ensure  that  when  sending  confidential  data  within  the  schools  by  email,  the
privacy option is always used. 

 

Remote and Mobile Working Arrangements 
 

Users must ensure that access/authentication passwords and personal identification 
numbers are kept in a separate location to the portable computer device at all times. 
 

Access Controls 
 

It is essential that access to all personal information is controlled. This can be done 
through physical controls, such as locking the home office where practical or locking the 
computer’s keyboard. Alternatively, or in addition, this can be done by password controls 
or User Login controls. 

 

Portable computer devices should be switched off, logged off, or the keyboard locked 
when left unattended, even if only for a few minutes. 

 

All data on portable computer devices must, where possible, encrypted. If this is not 
possible, then all personal or sensitive data held on the portable device must be 
encrypted. 
 

Training and Awareness 
 

Since all school employees are involved in creating, maintaining and using information, 
it is vital that everyone understands their responsibilities as set out in this policy. 

 

Managers must ensure that employees responsible for handling personal information are 
appropriately trained and have experience of Information security and that all officers 
understand the need for compliance with information security. 

 

A training programme will be established to ensure that all officers are aware of 
their responsibilities for information security. 
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Information security should form part of the induction process for all school employees 
and members. 
 

Notification to the Information Commissioner 

 

The Information Commissioner maintains a public register of data controllers: The 
Minster Junior School is a data controller. 

 

The Act requires every data controller who is processing personal data, to notify and 

renew their notification, on an annual basis. Failure to do so is a criminal offence. 

 

To this end the Data Protection officer will be responsible for notifying and updating the 
school’s notification with the Information Commissioner’s Office. 
 

 
Criminal Offences 

 
Both the schools and the individuals may be liable for breaches of the Act. Criminal 
offences carry fines with a current maximum of £500,000 for serious breaches of the 
Act or on conviction of indictment, an unlimited fine. 
 

If you require any further assistance please contact: 
 

The Data Protection Officer 
Democratic and Legal Services 
Chief Executive’s Office 
London Borough of Croydon 
Bernard Weatherill House 
Croydon 
CR0 1EA 
020 8726 6000 
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Key Messages 
 
 
 

 Personal information must be kept secure against unauthorised access or loss.



 Users should be aware of the security dangers and risks associated with working 
away from the school and transporting personal information.



 All personal information held on portable computer devices must be encrypted.



 Paper based copies of personal information should only be removed from the 
schools where absolutely necessary and following the required controls.



 It is the user’s responsibility to use portable computer devices in an acceptable 
way. This includes not emailing personal or sensitive information to a non-school 
email address

 
Policy Compliance 

 

All employees are required to have read and understood this policy which will be posted 
on the school’s website. 

 

If any employee is found to have breached this policy, they may be subject to the school’s 
disciplinary procedure. If a criminal offence is considered to have been committed further 
action may be taken to assist in the prosecution of the offender(s). 

 

If you do not understand the implications of this policy or how it may apply to you, seek 
advice from the Information Manager. 

 

Policy Governance 

 
The following table identifies who within the school is Accountable, Responsible, Informed 
or Consulted with regards to this policy. The following definitions apply: 

 

 Responsible – the person(s) responsible for developing and implementing the 
policy.

 Accountable – the person who has ultimate accountability and authority for the 
policy.

 Consulted – the person(s) or groups to be consulted prior to final policy 
implementation or amendment.

 Informed – the person(s) or groups to be informed after policy implementation or 
amendment.

 

Responsible Governing Body 
  

Accountable Data Protection Officer 
  

Informed All employees 
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Review and Revision 

 

This policy will be reviewed as deemed appropriate, but no less frequently than every 12 
months. It will be amended to maintain its relevance. Further reviews will be undertaken to 
reflect changes in legislation or standards. 
 

Policy review will be undertaken by the Governing Body of the Minster Junior School. 
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