ID Connect: Role-based Access Management
Save time and money with cloud-based Identity and Access Management

With many and changing employees, and internal and external systems containing an increasing number of
personal data, there are plenty of tasks to be handled in today’s companies. GDPR and an increasing risk
based on CYBER crime attacks, create a clear need to protect information and ensure full tracking on who

has access to which systems.

The amount of changes and an increased business need for digitization enforce consistent controls of 'who
have access to what information'. This requires centralized access management, which can provide an
overview of who is in fact responsible for approving access to company data.

The prerequisite is a system which ensures that changes and privileges can be checked:

qu Daily user administration

Erl/ Approval and change controls

1 iTand system on-boarding

% Organizational change management

The IT-department always plays a role in daily
administration, and because new hire processes
in companies often are based on emails and
manual workflows, parts of the organization will
lack the central and current overview of the
company's employees.

It is time consuming and a financial challenge to
comply with GDPR requirements, as well as
ensuring policies are followed and oversight are
available. With ID Connect, the allocation of
access to systems can be transferred to a
business administrator in a department - or even
to the manager responsible for the individual
employee. It increases security while saving time.

More user-friendly and less time spent

With Identity and Access Management from
ID Connect, you will get maybe the most user-
friendly solution on the market. Managers or
business owners will have an overview of their
employees' access-rights, and audit reports will
always tell how and when access was granted.

Role-based  access management is the
professional solution for companies who want a
secure and efficient user and access management
solution they themselves can manage and
maintain. The quick and easy setup of ID Connect
as a Service is provided without additional costs
for local installation and maintenance.

High security and quick overview

In short, with ID Connect, the company receives a
complete overview of all access data and built-in
reports showing which employees have access to
which internal systems. This real-time overview is
crucial to demonstrate ex. GDPR compliance.

Local data hub for payroll organization

Role-based access management can be expanded
with integration to the payroll- or HR- system. Data
is then subtracted into a local data hub, which
synchronizes with ID Connect. Here, both current
and new employees can be granted access rights in
the different systems.
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Efficient management of users

Our service aligns and simplifies user and
access management across internal and
external systems. The solution can be
established without building new technical
competences or additional IT-solutions.

The solution is delivered at a fixed price and is
efficient, inexpensive and predictable.

With ID Connect you get:

e User management with integration to your
own Microsoft Active Directory (MS-AD)

e Role-based access management based
on employee, position and organization.

e User-friendly portal targeted to both end
users and business owners.

e Integration for Office 365 and other Cloud
services with Multifactor authentication.

WANT TO SAVE TIME AND MONEY?

Does your company maintain your own
Microsoft Active Directory (MS-AD), and are you
looking for more efficient ways to:

e automate the IT on-boarding process based
on employees from your payroll system.

e get system access automated based on the
employee's organizational mapping.

e delegate access rights to power users or
managers through a user-friendly portal with
possibility to add approval process.

e enforce company authorization procedures,
and compliance requirements, to reduce risk
for breaches and data loss.

Do you want more information? Please contact
Jorgen @stergaard on jos@idconnect.dk

Ditlev Hachel
Chief Financial Officer in Finance department
Username: dithac
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A tailor-made self-service solution

Our solution is created for companies who want
a user and access management solution they can
manage and maintain themselves in order to
reduce costs for external consultants.

The solution will be delivered as a service, and
your company can get started with very few
integrations to your own infrastructure. This
makes it incredibly easy to get the benefits that
come with a genuine hybrid solution where
company systems are still in full control.

ID CONNECT A/S

At ID Connect, we specialize in building Identity &
Access Management solutions. Our service is based
on many years of experience in the field.

* The service includes operation, security,
support and integration to your own MS-AD.

® Our cloud delivery model allows you to
establish the service in just a few hours.

e The solution also provides a Hosted IdP, and it
is prepared for both existing and new Cloud
services from Microsoft, Google, etc.

e Our Data Processing Agreement includes an
annual ISAE3000 report, which ensures that
personal data are properly handled.

ID Connect A/S, Engager 8, 2605 Brgndby
Visit us online at: https://idconnect.dk

[id)connect


mailto:jos@idconnect.dk

