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1. Purpose 

1.1 This policy is to be accepted and observed by all members, staff and volunteers within 

Four Pillars. Breaches of the policy may be regarded as gross misconduct. 

1.2 Four Pillars has a legal duty to meet both statutory and regulatory requirements under 
the data protection laws and to ensure all personal and special category information is 
processed compliantly and in the individual’s best interests. 

1.3 The data protection laws include provisions that promote accountability and governance 
and as such Four Pillars has put comprehensive and effective governance measures in 
place to meet these provisions. The aim of such measures is to ultimately minimise the 
risk of breaches and uphold the protection of personal data. This policy also serves as a 
reference document for employees and third parties on the responsibilities of handling 
and accessing personal data and data subject requests. 

 

2. Ownership 

This policy is the GDPR policy of Four Pillars. The ownership of this policy is to that of the 
Four Pillars board of trustees, who discharges its implementation to the management of Four 
Pillars. The management may discharge duties to a nominated member of staff or volunteer. 
 

3. Statement of policy 

3.1 Our policy is to provide guidance on GDPR to employees, volunteers and service users. 
We also accept responsibility for all other people who may be affected by our activities. 

3.2 Four Pillars need to collect personal information to effectively carry out everyday 
business functions and activities and to provide our core services. Such data is collected 
from employees, volunteers, service users, donors, supporters and suppliers and 
includes, but not limited to, an individual’s name, address, contact details, date of birth, 
medical information, private and confidential information, sensitive information and 
bank/credit card details. 

3.3 In addition, we may be required to collect and use certain types of personal information 
to comply with the requirements of the law and/or regulations. We are committed to 
processing all personal information in accordance with the General Data Protection 
Regulation (GDPR), UK data protection laws and any other relevant data protection 
laws. 

 

4. Principles of policy – Data Protection 

4.1 Legal 
Our data protection policies and procedures adhere to both the GDPR and Data 
Protection Bill requirements. As Four Pillars processes personal information regarding 
individuals, we are obligated under the GDPR to protect such information and to obtain, 
use, process, store and destroy it, only in compliance with its rules and principles. 

4.2 Data Protection Principles 
The principles of the Data Protection Act re-enforce the principle of confidentiality and 
should together with the below be observed at all times: 

4.2.1 Personal data will only be obtained and processed fairly and lawfully 
4.2.2 Personal data will only be obtained for one or more reasons specified and lawful 

purposes and shall not be further processed in any manner incompatible with that 
purpose or those purposes 

4.2.3 Personal data will always be adequate, relevant and not excessive in relation to the 
purpose or purposes for which they are processed 

4.2.4 Personal data should always be accurate and, where necessary, kept up to date 
4.2.5 Personal data processed for any purpose or purposes will not be kept for longer than 

is necessary for that purpose or purposes 
4.2.6 Personal data will be processed in accordance with the rights of data subjects under 

the Act 
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4.2.7 Appropriate technical and organisational measures will be taken against 
unauthorised or unlawful processing of personal data and against accidental loss or 
destruction of, or damage to, personal data 

4.2.8 Personal data will not be transferred to a country or territory outside the European 
Economic Area, unless that country or territory ensures an adequate level of 
protection for the rights and freedoms of data subjects in relation to the processing of 
personal data 

4.3 Personal Data 
4.3.1 Information protected under the GDPR is known as “personal data” and is defined as: 

“Any information relating to an identified or identifiable natural person; an identifiable 
natural person is one who can be identified, directly or indirectly, in particular by 
reference to an identifier such as a name, an identification number, location data, an 
online identifier or to one or more factors specific to the physical, physiological, 
genetic, mental, economic, cultural or social identity of that natural person.” 

4.3.2 Four Pillars shall ensure that a high level of care is afforded to personal data falling 
within the GDPR’s ‘special categories’ due to the assumption that this type of 
information could be used in a negative or discriminatory way and is of a sensitive, 
personal nature to the person(s) it relates to. 

4.3.2.1 In relation to the ‘Special categories of Personal Data’ Article 9, paragraph 1, of the 
GDPR states that: “Processing of personal data revealing racial or ethnic origin, 
political opinions, religious or philosophical beliefs, or trade union members, and the 
processing of genetic data, biometric data for the purpose of uniquely identifying a 
natural person, data concerning health or data concerning a natural person’s sex life 
or sexual orientation shall be prohibited” – unless one of the Article 9, paragraph 2, 
clauses apply 

4.3.2.2 Article 9, paragraph 2, clause d states that Paragraph 1 shall not apply if: “processing 
is carried out in the course of its legitimate activities with appropriate safeguards by a 
foundation, association or any other not-for-profit body with a political, philosophical, 
religious or trade union aim and on condition that the processing relates solely to the 
members or to former members of the body or to persons who have regular contact 
with it in connection with its purposes and that the personal data are not disclosed 
outside that body without the consent of the data subjects” 

4.4 The GDPR Principle 
4.4.1 Article 5 of the GDPR requires that personal data shall be: 

a) Processed lawfully, fairly and in a transparent manner in relation to the data 
subject (‘lawfulness, fairness and transparency’) 

b) Collected for a specified, explicit and legitimate purpose and not further 
processed in a manner that is incompatible with that purpose; further processing 
for archiving purposes in the public interest, scientific or historical research 
purposes or statistical purposes shall, in accordance with Article 89(1), not be 
considered to be incompatible with the initial purposes (‘purpose limitation’) 

c) Adequate, relevant and limited to what is necessary in relation to the purposes for 
which they are processed (‘data minimisation’) 

d) Accurate and, where necessary, kept up to date; every reasonable step must be 
taken to ensure that personal data that are inaccurate, having regard to the 
purposes for which they are processed, are erased or rectified without delay 
(‘accuracy’) 

e) Kept in a form which permits identification of data subjects for no longer than is 
necessary for the purposes for which the personal data are processed; personal 
data may be stored for longer periods insofar as the personal data will be 
processed solely for archiving purposes in the public interest, scientific or 
historical research purposes in accordance with Article 89(1) subject to 
implementation of the appropriate technical and organisation measures required 
by the Regulation in order to safeguard the rights and freedoms of the data 
subject (‘storage limitation’) 
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f) Processed in a manner that ensures appropriate security of the personal data, 
including protection against unauthorised or unlawful processing and against 
accidental loss, destruction or damage, using appropriate technical or 
organisation measures (‘integrity and confidentiality’) 

g) Article 5(2) requires that ‘the controller shall be responsible for, and be able to 
demonstrate, compliance with the data protection laws principles’ (‘accountability) 
and requires that firms show how they comply with the principles, detailing and 
summarising the measures and controls that they have in place to protect 
personal information and mitigate the risks of processing. 

 

5. Responsibilities 

Overall and final responsibility for the GDPR compliance is shared collectively by the 
trustees. The trustees delegate the responsibility of following this policy to the management 
team. 
 
The management will: 

• Arrange for the implementation of this policy in consultation with staff and volunteers 

• Arrange for the adequate instruction and training of staff and volunteers in all matters 
related to this policy 

• Arrange for the contents of this policy to be known to all staff and volunteers 
 
The staff and volunteers of Four Pillars have a duty to: 

• Follow this policy 

• Co-operate with the management to ensure that the requirements of relevant 
statutory provisions are complied with 

• Report potential or actual hazards as soon as possible 
 

6. Risk Assessment 

The trustees will ensure that all risk assessments are undertaken for any part of the charity’s 
activities to which they are applicable, copies of these risk assessments are available upon 
written request. 

 

7. Premises 

The management team will ensure that for all premises used by Four Pillars whether owned, 
leased or rented are: 

• Health and safety compliant 

• A full risk assessment has been completed 

• Insurances are in place and displayed 

• Fences are erect and secure at all times, if applicable 

• Gates are manned at all times, if applicable 

• Any potential danger is reported to the management 
 

8. Reports 

The delegated manager/person in charge at each event shall be responsible for making any 
necessary reports relating to this policy or ensuring that others make such reports. 
 

9. Policy Development 

The trustees shall endeavour to progressively develop the charity’s policy on GDPR in 
response to risks and hazards identified. Specific procedures and policies so developed 
shall be appended to this document and form part of the charity’s statement on reporting 
GDPR. 
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10. Review 

The effectiveness of this procedure will be reviewed annually by a member of the Four 
Pillars board of trustees. If appropriate, action will be taken as necessary to update our 
procedure to ensure effective delivery on the objectives laid out at the start of this document. 


