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1. Purpose
This policy is to be accepted and observed by all members, staff and volunteers within Four
Pillars. Breaches of the policy may be regarded as gross misconduct.

2. Ownership

This is the Confidentiality policy of Four Pillars. The ownership of this Policy is to thatof the
Four Pillars board of trustees, who discharges its implementation to the managementof
Four Pillars. The management may discharge duties to a nominated member of staff, or
volunteer.

3. Statement of policy

Our policy is to provide confidentiality guidance to employees, volunteers and service users.
We also accept responsibility for all other people who may be affected by our activities.

4. Principles of policy

4.1 Four Pillars upholds the rights of the users of our services to receive a professional,
supportive and appropriate response to their needs, and believes that a policy of
confidentiality is integral in achieving this aim.

4.2 Four Pillars accepts that the climate surrounding sexual orientation/gender and/or HIV
and AIDS is such that the consequences of an individual service user’'s, member’s or
worker’s sexual orientation/gender and/or HIV antibody status becoming known may
be disastrous for that person’s life.

4.3 Four Pillars respects and supports the right of individuals, whether service users,
members, or workers to decide for themselves whether to disclose their HIV status. It
should never be assumed that someone’s identity or status is public knowledge, even
if it is known within Four Pillars membership.

4.4 The same can be said for other aspects of personal information. This information is
also regarded as confidential within the membership of Four Pillars.

4.5 Information shared within Four Pillars can only be done in the interest of need, i.e.
supporting an individual.

5. The Rights of Users
Users have the right to know Four Pillars position on confidentiality. To this extent Four Pillars
will:

5.1 Prominently display the policy and guidelines in the public areas of its premises.

5.2 After discussion about the policy with a service user the worker may decide to provide a
copy of this policy and relevant attachments e.g. guidelines for putting the policy into
practice, the way in which a breach of confidentiality is reported etc.

5.3 Allow users, when it may be necessary, to disclose information to other agencies and
obtain their consent for this action.

5.4 Service users will have access to records kept on them, by written request. This refers
only to records written by a Four Pillars worker. Information deemed confidential by other
agencies and given to Four Pillars shall only be disclosed to the user with the permission
of those agencies.

5.5 Four Pillars expects that users will also respect the confidentiality of the Four Pillars
members and workers with whom they have contact.



6. Definitions

Four Pillars believes that confidential information is that which is regarded as “personal”, as
expressed by service users, members and workers within Four Pillars. It is information told to
an individual or group of people and is not meant for public or general knowledge. As an over-
riding principle, Four Pillars regards it as a duty of membership and employment not to reveal
to any other person, outside the specifically expressed persons outlined in this policy, without
the written consent of the service user, any matter which becomes known to the individual via
their involvement with the organisation as a service user, member or worker. This includes, in
particular, information which may be traced back to the individual, by identifying them or
anyone else involved with them.

“Personal information”, by definition, is that which is defined by the individual, but should
always include such items as name, age, address, gender, sexual orientation, personal
lifestyle and relationship, financial situation, HIV status, mental health status and others as
defined by the user.

7. Records

Lists of members and workers will be kept on file and protected, by a password or locked
cabinet. This can only be accessed by a Four Pillars management team, when and where
appropriate.

8. Other Agencies

Four Pillars will strive to inform other agencies, local and national, with whom we work of our
Confidentiality Policy, and will work to achieve good practice on confidentiality for all service
users via all possible multi-agency planning groups and through service liaison.

Service users will be asked for consent before disclosing information to other agencies. Four
Pillars will not refer to other agencies without previous consent from the user. Service users
will have access to copies of any written correspondence from Four Pillars with other agencies.

9. Breach of Confidentiality

9.1 Any breach or perceived breach of confidentiality will be treated as gross misconduct

9.2 The person who has breached this policy may be suspended whilst an investigation is
carried out.

9.3 A complaint/grievance against the accused will be raised by their accuser or their line
manager and the relevant policies and procedures followed.

9.4 The accused will be notified of outcome of any investigation and/or disciplinary action to
be taken.

10.Disclosure of information to protect individuals for legitimate reasons
Occasionally there may be times when it is appropriate to breach confidentiality for legitimate
reasons without permission. The reasons permitted under this policy are:

e Suspected to be an immediate risk to own life or a risk of serious harm

e Suspected to be an immediate risk to someone else’s life or to cause them harm

e When a safeguarding allegation or concern has been raised. This includes potential of
Harm to Children and Vulnerable adults

e Where the organisation has a legal obligation to disclose particular information.
e.g. due to criminal investigation or a Court order



¢ An allegation is made against the organisation that requires external investigation
¢ The decision to breach confidentiality in these circumstances must be taken by senior
management or the board

11.Responsibilities
Overall and final responsibility for Confidentiality is shared collectively by the trustees.

The trustees delegate the responsibility of following this policy to the management team.

The management will:
¢ Arrange for the implementation of this policy in consultation with staff and volunteers
o Arrange for the adequate instruction and training of staff and volunteers in all matters
related to this policy
¢ Arrange for the contents of this policy to be known to all staff and volunteers

The staff and volunteers of Four Pillars have a duty to:
e Follow this policy
o Co-operate with the management to ensure that the requirements of relevant statutory
provisions are complied with
e Report potential or actual hazards as soon as possible

12.Risk Assessment

The trustees of Four Pillars will ensure that all risk assessments are undertaken for any part
of the charity’s activities to which they are applicable, copies of these risk assessments are
available upon written request.

13.Premises
The management team will ensure that all premises used by Four Pillars whether owned,
leased or rented are:
e Health and safety compliant
A full risk assessment has been completed
Insurances are in place and displayed
Fences are erect and secure at all times, if applicable
Gates are manned at all times, if applicable
Any potential danger is reported to the management

14.Reports

The delegated manager/person in charge at each event shall be responsible for making any
necessary reports relating to this policy or ensuring that others make such reports.

15.Policy Development
The trustees shall endeavour to progressively develop the charity’s policy on Confidentiality in
response to risks and hazards identified. Specific procedures and policies so developed shall
be appended to this document and form part of the charity’s statement on Confidentiality.

16.Review

The effectiveness of this procedure will be reviewed annually by a member of the Four
Pillars board of trustees. If appropriate, action will be taken as necessary to update our
procedure to ensureeffective delivery on the objectives laid out at the start of this document.



