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Cybersecurity, Privacy and Data
Management issues are ranked as
top challenges. Speakers share
there own experiences with a
practical approach.
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What Is Cyber Security
— Information Technology Security (IT

Security) Or Electronic Information
Security (EIC)

The Scale Of The Cyber Threats
Practical Steps And Checklist For
Responding To The Coronavirus Crisis.

1. The Organisation

2. The Employees

3. The Senior Management
4. The Board Of Directors

Security Awareness Training
Disaster Recovery And Business
Continuity



IT Security Compliance
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Components

Information Security Organisation of Information
Policies Security

Human Resource Asset Management Access Control

Physical and

. . Communications Securit
Cryptography Environmental Security Operations Security Y

System Acquisition
Development and
Maintenance

Information Security Incident
Management

Supplier
Relationship

Information Security
aspects of

business continuity CO m p I ia n Ce

management

Source: Domains of Information Security (114 Controls in ISO 27002)



IT-& Data Security and (EIC)
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Electronic Information Security |

Data security IT security Cyber security
Encryption Backups Response plans
Access control Patches Awareness

Tokenization Antivirus Defense
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Cyber Security Context

PLAN

Network security

10V

| 8 Operational security Application security

CHECK



Three threats of cyber-
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Cybercrime

includes single actors or groups targeting
systems for financial gain or to cause
disruption.

------------------------------------------------------------------

Cyberterrorism
is intended to undermine electronic systems
to cause panic or fear.

https://ec.europa.eu/home-affairs/what-we-do/policies/cybercrime en



https://ec.europa.eu/home-affairs/what-we-do/policies/cybercrime_en

The global scale of the cyber

threat

10,5 billion
records

exposed in
2019

Protective
measures to
prevent
hostile cyber
activity

Cyber-
security
spending
$133.7
billion by
2022

Wakeup call to
avoid paralysis
of the global
private, public,
and business
infrastructure

COPENHAGEN

COMPLIANCE

Business
unaware of
scale of
cyber threat

Address the

widespread

global cyber
threats
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The Organisation

Assess Core IT Infrastructure For Remote Working

Secure Applications And Devices For The Remote Workforce

Embed Cybersecurity Into Business Continuity Plans

The Newly Remote Workforce Aware Of The All Security Risks

Establish Protocols And Behaviours For Secure Remote Working

Embed Cybersecurity In Corporate Crisis Management

Update Access And Security Measures



The Employees’ Cyber safety

w

COPENHAGEN

COMPL ANCE

Update software and operating
system for benefit from the
security patches

Use anti-virus software, multiple
security solutions to detect and
removes threats.

Use strong uncommon passwords
Do not open email attachments
from unknown senders

Do not click on any links from
unknown senders or unfamiliar
websites

Avoid using unsecure Wi-Fi
networks in public places



The Employees’ Cyber safety
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* Emails masquerading as
government announcements

* Operational and industry
disruption

e Hidden malware
 False advice and cures

* False charity

* Fraud that go beyond
business email compromise



The SHARP Problems for

Executive Management

True
positives

Bad

~ behavior

False
negatives

All behavior

False
positives

Alerts
fired

\ True

negatives
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Consolidate the SHARP; (Security,

Human, Application, Risk) Processes
Addresses the functions of incident,
monitoring, detection, and response

Achieve balance between size and
visibility/agility, so that the SHARP can
execute its mission effectively

SHARP has the authority to ensure
effective organisational placement &
appropriate policies/ procedures
Focus on a few activities that the
SHARP practices well and avoid the
ones it cannot or should not be done

Support staff quality over quantity.
passionate professionals with a balance
of soft and hard skills, will pursue
growth opportunities



The SHARP Problems for
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Executive Management

Recon Deliver Control Maintain
Weaponize Exploit Execute
Cyber Attack Life Cycle

6. Realise full potential of technology from investment in system/tool’s & limitations.
7. Exercise care in the assignment of devices, collection of data, and maximising non
compliance indicators

8. Protect SHARP systems, infrastructure, and data with transparent and effective
communication

9. Ensure cyber threat intelligence, reporting, incident management

10. Respond to cyber incidents in a calm, calculated, and professional manner



The SHARP Problems For
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Board Of Directors

Does the board understand the company’s total risk exposure of a
cyber attack, including financial, legal and reputational impacts?

Has the board practiced a cyber breach simulation with
management in the last year? If not, why?

Evaluate the corporate culture to cybersecurity? Employee training,
security awareness, performance bonuses...

Leverage and meet the objectives of third-party expertise, Cyber-Risk
Oversight, validate the risk management program

Information to assess which critical business assets and critical partners,
including third parties and suppliers, most vulnerable to cyber attacks?

Is an appropriate and meaningful cyber metrics been identified and
provided to the board on a regular basis on a given dollar value?



The SHARP Problems For Board
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Of Directors

Evaluate the process used to assess a comprehensive view of cyber
risk management program by a third party

Is management’s supervision of critical vulnerabilities adequate and
how often are they performed

Has management indicated where the next cybersecurity dollars
should be invested and why?

How is the company handling privileged access and how do they
oversee employees with privileged access, including superusers?

Is the policy for publicly- disclosed breaches based on a scenario plan? What are the
lessons learned from incidents and are they incorporated in a response plan?

How does management evaluate and categorise identified incidents
and benchmarked/thresholds which ones to escalate to the board?



Awareness Training, Disaster

Recovery & Business Continuity

EUREOIMR

® &% AWARENESS
E-LEARNING &% ®

Why should you consider to have a Governance, Risk
Management, Compliance (GRC) IT-and Cybersecurity,
GDPR, Data Privacy and related In-House Training?

Your Time ~ Flexible dates and venue

Your Place ~ We deliver the trainer

Your Topic - Our trainers do tailor-made the training to
your needs

Your Team* - Train the trainer options. Participants
can be open about the current problems

Your Experience ~ Your team works hand in hand with
our coach

Request the agenda to know more about the In-House
Training with or without certification!

address pain points, Q&A, workshop session,

Joint training increases teamwork;-No travel and
related costs, flexibility on timing;-customisation,
and focus on profiling, case studies.

www.eugdpr.institute

In-House
%amy

Why should you consider to have a Gover-
nance, Risk Management, Compliance
(GRC) IT-and Cybersecurity, GDPR, Data
Privacy and related In-House Training?

Learn the dynamic practice of all
components of GRC, GDPR and IT Security

Augment your ability to discuss corporate
risks

Explore the stakeholder' needs, before
determining how best to comply

A workshop option with a broad collection
of GRC, GDPR and IT Security exercises

Email: info@eugdpr.institute or info@copenhagencompliance.com | Tel: +45 2121 0616
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Security awareness training

The end-user is not the most unpredictable cyber-
security factor

Educate on good security practices with important
lessons and examples

Data breaches are directly or indirectly caused by
user awareness issues

Promote security awareness training initiatives,
encouragement, duty and accountability to make
the organisation safe or less vulnerable.

Disaster recovery and business continuity

Define the response to a any incident or event
that causes the loss of operations or data.

Disaster recovery policies dictate on restoring
operations and information

Business continuity plan to operate without
certain resources.
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Thank you. See you on the 25th May

E-Gompliance

E-learning platform for
Insights/Online Seminars

E-seminars, webinars,
Training and Awareness

https://www.copenhagencompliance.com/2020/annual/register.htm
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