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Impact of IT 

Governance 



Governance > Direct and 

control IT assets being 

flexible to change, by boards

Management > Operate IT 

assets to execute changes, by 

IT managers



More change by 

design, less

change by 

disaster



Broad components for IT 

governance

How to 

coordinate 

the growth?



Objectives

Decisions

Resources

IT 

Governance



Ownership

Quality 

Security

On lifecycle of

IT assets



Naming

Roles

Lifecycles 

Standards 

for group 

policies

Organic maturity level growth



Resource > Policies templates
https://www.sans.org/information-security-policy/



Resource > RACI Matrix
ISACA Toolkit RACI Chart for COBIT Process 

Creation Maintain Quality

IT Asset producer R

IT Asset user I

IT Asset custodian R

IT Asset owner A

IT Asset  custodian A A R



Resource > NIST 800-53 R5
https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final



Resource > IT Gov Roles COBIT

Board

IT Gov Board

CIO, CISO, CTO

IT Operation Head

DPO

Project Managers

Architects

Process Owners

InfoSec Managers

Continuity

IT Risk & Compliance



Example



Example



Example



Tips for IT 

Governance 



Accountabilities for IT Gov committees

• Monitor the strategy articulation

• Plan future uses and growth

• Optimize IT costs and risk

• Oversight asset management

• Approve uses and classification policies

IT governance policy



Accountabilities for IT Gov committees

• Approve data retention rules

• Approve accesses for sensitive assets

• Oversight 3Ps with access for assets

• Designate owners and custodians 

• Connect skills to roles

IT governance policy



Responsibilities for owners

• Plan the needs for asset usages

• Define primary and secondary uses

• Approve need-to-know accesses

• Identify risks and critical assets

• Ensure compliance (privacy, ICT)

IT governance policy



Responsibilities for owners

• Define security controls

• Perform quality checks

• Certify user access

• Provide training to users

IT governance policy



Responsibilities for custodians

• Technically administrate assets

• Assign and remove accesses

• Manage and update inventories

• Implement security controls

• Execute plans for assets

IT governance policy



Responsibilities for custodians

• Operate IT services

IT governance policy



Responsibilities for users

• Comply with use, classification and 

label and other policies

• Report asset losses

• Tag metadata 

• Complete training

IT governance policy



Complains from users

Unapproved purchases and shadow IT

Project cost overruns, delays and defects

Low response time and integration

Non-compliances

Low motivation/skills and high turnover

Ensure problems are identified



Explain that IT 

governance is not IT, 

but business



Benchmark against 

COBIT5 as the gold 

standard in IT 

governance > also 

ISO 38500



Articulate IT 

governance from 

the approval of the 

IT budget and plans



Cover the third-

parties in 

supplying and 

demanding the 

IT assets



Invest in mapping 

internal and 

compliance 

requirements to 

controls



Less “epic moments”, 

teflon-coated managers 

and consulting nonsenses, 

more cost-savings and 

passed controls in IT audits
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