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DATA PROCESSING AGREEMENT – WHISTLEBLOWER 
SYSTEM 

Version 4.0, 29-01-2025 

 

 

In accordance with Article 28(3) in the General Data Protection Regulation 

(GDPR)1, this Data Processing Agreement is entered into between the Parties:  

  

the Customer  

  

(referred to as « Data Controller »)  

  

and  

  

Compliance Partners ApS  

Reg. No. 43615661   

Kultorvet 11, 4th.,  

1175 Copenhagen C,  

Denmark  

  

(referred to as « Data Processor »)  

  

The Parties HAVE AGREED on the following Standard Contractual Clauses (« the 

Clauses ») to meet the requirements of GDPR and to ensure the protection of the 

rights of the data subjects.  
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SECTION I  

Clause 1 

Preamble 

 

1. These Contractual Clauses (‘the Clauses’) set out the rights and obligations 

of the Data Controller and the Data Processor, when processing personal 

data on behalf of the Data Controller.  

2. The Clauses have been designed to ensure the Parties’ compliance with 

GDPR Article 28(3).  

3. In the context of the Data Processor’s provision of the Whistleblower System 

(‘the System’), the Data Processor will process personal data on behalf of 

the Data Controller in accordance with the Clauses.  

4. The Clauses shall take priority over any similar provisions contained in other 

agreements between the Parties.  

5. Four appendices are attached to the Clauses and form an integral part of 

the Clauses.  

6. Appendix A contains details about the processing of personal data, 

including the purpose and nature of the processing, categories of data 

subjects and categories of personal data and the duration of the processing.  

7. Appendix B contains a list of sub-processors authorized by the Data 

Controller.  

8. Appendix C contains the Data Controller’s instructions with regard to the 

processing of personal data, the minimum security measures to be 

implemented by the Data Processor, and how audits of the Data Processor 

are to be performed.  

9. The Clauses along with appendices shall be retained in writing, including 

electronically, by both Parties.  

10. The Clauses shall not exempt the Data Processor from obligations to which 

the Data Processor is subject pursuant to the GDPR or other legislation.  
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SECTION II – RIGHTS AND OBLIGATIONS OF THE PARTIES 

Clause 2  

The Rights and Obligations of the Data Controller 

 

1. The Data Controller is responsible for ensuring that the processing of 

personal data takes place in compliance with the GDPR (see GDPR Article 

24), the applicable EU or Member State2 data protection provisions, and 

the Clauses.   

2. The Data Controller has the right and obligation to make decisions about 

the purposes and means of the processing of personal data.  

3. The Data Controller shall be responsible, i.e., for ensuring that the 

processing of personal data, which the Data Processor is instructed to 

perform, has a legal basis.   

 

Clause 3 

The Data Processor Acts According to Instructions 

 

1. The Data Processor shall process personal data only on documented 

instructions from the Data Controller unless required to do so by EU or 

Member State law to which the processor is subject. Such instructions shall 

be specified in appendices A and C. Subsequent instructions can also be 

given by the Data Controller throughout the duration of the processing of 

personal data, but such instructions shall always be documented and kept 

in writing, including electronically, in connection with the Clauses.  

2. The Data Processor shall immediately inform the Data Controller if 

instructions given by the Data Controller, in the opinion of the Data 

Processor, contravene the GDPR or the applicable EU or Member State data 

protection provisions.  
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Clause 4 

Confidentiality 

 

1. The Data Processor shall only grant access to the personal data being 

processed on behalf of the Data Controller to persons under the Data 

Processor’s authority who have committed themselves to confidentiality or 

are under an appropriate statutory obligation of confidentiality and only on 

a need-to-know basis. The list of persons to whom access has been granted 

shall be kept under periodic review. On the basis of this review, such access 

to personal data can be withdrawn, if access is no longer necessary, and 

personal data shall consequently not be accessible anymore to those 

persons.  

2. The Data Processor shall at the request of the Data Controller demonstrate 

that the concerned persons under the Data Processor’s authority are 

subject to the abovementioned confidentiality.  

 

Clause 5 

Security of Processing 

 

1. GDPR Article 32 stipulates that taking into account the state of the art, the 

costs of implementation, and the nature, scope, context, and purposes of 

processing as well as the risk of varying likelihood and severity for the rights 

and freedoms of natural persons, the Data Controller and Data Processor 

shall implement appropriate technical and organizational measures to 

ensure a level of security appropriate to the risk.  

The Data Controller shall evaluate the risks to the rights and freedoms of natural 

persons inherent in the processing and implement measures to mitigate those risks. 

Depending on their relevance, the measures may include the following:  

a. pseudonymisation and encryption of personal data;  

b. the ability to ensure ongoing confidentiality, integrity, availability, and 

resilience of processing systems and services;  

c. the ability to restore the availability and access to personal data in a timely 

manner in the event of a physical or technical incident;  
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d. a process for regularly testing, assessing, and evaluating the effectiveness 

of technical and organizational measures for ensuring the security of the 

processing.  

2. According to GDPR Article 32, the Data Processor shall also – independently 

from the Data Controller – evaluate the risks to the rights and freedoms of 

natural persons inherent in the processing and implement measures to 

mitigate those risks. To this effect, the Data Controller shall provide the Data 

Processor with all information necessary to identify and evaluate such risks.  

3. Furthermore, the Data Processor shall assist the Data Controller in ensuring 

compliance with the Data Controller’s obligations pursuant to GDPR Article 

32, i.e., providing the Data Controller with information concerning the 

technical and organizational measures already implemented by the Data 

Processor pursuant to GDPR Article 32 along with all other information 

necessary for the Data Controller to comply with the Data Controller’s 

obligation under GDPR Article 32.  

If subsequently – in the assessment of the Data Controller – mitigation of the 

identified risks requires further measures to be implemented by the Data Processor 

than those already implemented by the Data Processor pursuant to GDPR Article 

32, the Data Controller shall specify these additional measures to be implemented 

in Appendix C.  

 

Clause 6 

The Use of Sub-Processors 

 

1. The Data Processor shall meet the requirements specified in GDPR Article 

28(2) and (4) in order to engage another processor (a sub-processor).  

2. The Data Processor shall therefore not engage another processor (sub-

processor) for the fulfillment of the Clauses without the prior general 

written authorization of the Data Controller.  

3. The Data Processor has the Data Controller’s general authorization for the 

engagement of sub-processors. The Data Processor shall inform in writing 

the Data Controller of any intended changes concerning the addition or 

replacement of sub-processors at least 14 (fourteen) days in advance, 

thereby giving the Data Controller the opportunity to object to such 
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changes prior to the engagement of the concerned sub-processor(s). The 

list of sub-processors already authorized by the Data Controller can be 

found in Appendix B.  

4. Where the Data Processor engages a sub-processor for carrying out specific 

processing activities on behalf of the Data Controller, the same data 

protection obligations as set out in the Clauses shall be imposed on that 

sub-processor by way of a contract or other legal act under EU or Member 

State law, in particular providing sufficient guarantees to implement 

appropriate technical and organizational measures in such a manner that 

the processing will meet the requirements of the Clauses and the GDPR.  

5. The Data Processor shall therefore be responsible for requiring that the 

sub-processor at least complies with the obligations to which the Data 

Processor is subject pursuant to the Clauses and the GDPR.  

6. A copy of such a sub-processor agreement and subsequent amendments 

shall – at the Data Controller’s request – be submitted to the Data 

Controller, thereby giving the Data Controller the opportunity to ensure 

that the same data protection obligations as set out in the Clauses are 

imposed on the sub-processor. Clauses on business-related issues that do 

not affect the legal data protection content of the sub-processor 

agreement, shall not require submission to the Data Controller.    

7. The Data Processor shall agree to a third-party beneficiary clause with the 

sub-processor whereby – in the event the processor has factually 

disappeared, ceased to exist in law, or has become insolvent – the 

controller shall have the right to terminate the sub-processor contract and 

to instruct the sub-processor to erase or return the personal data.  

8. If the sub-processor does not fulfill his data protection obligations, the Data 

Processor shall remain fully liable to the Data Controller as regards the 

fulfillment of the obligations of the sub-processor. This does not affect the 

rights of the data subjects under the GDPR – in particular, those foreseen 

in GDPR Articles 79 and 82 – against the Data Controller and the Data 

Processor, including the sub-processor.  

 



 

 

SIDE 7 AF 20 SIDER 
 

Clause 8 

Transfer of Data to Third Countries or International Organizations 

 

1. Any transfer of personal data to third countries or international 

organizations by the Data Processor shall only occur on the basis of 

documented instructions from the Data Controller and shall always take 

place in compliance with GDPR Chapter V.  

2. In case transfers to third countries or international organizations, which the 

Data Processor has not been instructed to perform by the Data Controller, 

are required under EU or Member State law to which the Data Processor is 

subject, the Data Processor shall inform the Data Controller of that legal 

requirement prior to processing unless that law prohibits such information 

on important grounds of public interest.  

3. Without documented instructions from the Data Controller, the Data 

Processor therefore cannot within the framework of the Clauses:  

a. transfer personal data to a Data Controller or a Data Processor in a 

third country or in an international organization;  

b. transfer the processing of personal data to a sub-processor in a third 

country;  

c. have the personal data processed by the Data Processor in a third 

country.  

4. The Data Controller’s instructions regarding the transfer of personal data 

to a third country including, if applicable, the transfer tool under GDPR 

Chapter V on which they are based, shall be set out in Appendix C.  

5. The Clauses shall not be confused with standard data protection clauses 

within the meaning of GDPR Article 46(2)(c) and (d), and the Clauses cannot 

be relied upon by the Parties as a transfer tool under GDPR Chapter V.  
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Clause 9 

Assistance to the Data Controller 

 

1. Taking into account the nature of the processing, the Data Processor shall 

assist the Data Controller by appropriate technical and organizational 

measures, insofar as this is possible, in the fulfillment of the Data Controller’s 

obligations to respond to requests for exercising the data subject’s rights 

laid down in GDPR Chapter III.  

2. This entails that the Data Processor shall, insofar as this is possible, assist 

the Data Controller in the Data Controller’s compliance with:  

a. the right to be informed when collecting personal data from the data 

subject,  

b. the right to be informed when personal data have not been obtained from 

the data subject,  

c. the right of access by the data subject,  

d. the right to rectification,  

e. the right to erasure (‘the right to be forgotten’),  

f. the right to restriction of processing,  

g. notification obligation regarding rectification or erasure of personal data or 

restriction of processing,  

h. the right to data portability,  

i. the right to object,  

j. the right not to be subject to a decision based solely on automated 

processing, including profiling.  

3. In addition to the Data Processor’s obligation to assist the Data Controller, 

the Data Processor shall furthermore, taking into account the nature of the 

processing and the information available to the Data Processor, assist the 

Data Controller in ensuring compliance with:  

a. the Data Controller’s obligation to without undue delay and, where feasible, 

not later than 72 hours after having become aware of it, notify the personal 

data breach to the competent supervisory authority, The Danish Data 

Supervisory Authority, unless the personal data breach is unlikely to result 

in a risk to the rights and freedoms of natural persons;  
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b. the Data Controller’s obligation to without undue delay communicate the 

personal data breach to the data subject when the personal data breach is 

likely to result in a high risk to the rights and freedoms of natural persons;  

c. the Data Controller’s obligation to carry out an assessment of the impact of 

the envisaged processing operations on the protection of personal data (a 

data protection impact assessment);  

d. the Data Controller’s obligation to consult the competent supervisory 

authority, The Danish Data Supervisory Authority, prior to processing where 

a data protection impact assessment indicates that the processing would 

result in a high risk in the absence of measures taken by the Data Controller 

to mitigate the risk.  

4. The Parties shall define in Appendix C the appropriate technical and 

organizational measures by which the Data Processor is required to assist 

the Data Controller as well as the scope and the extent of the assistance 

required. This applies to the obligations foreseen in Section II, Clause 9.1 

and 9.2.  

 

Clause 10 

Notification of Personal Data Breach 

 

1. In case of any personal data breach, the Data Processor shall, without 

undue delay after having become aware of it, notify the Data Controller of 

the personal data breach.  

2. The Data Processor’s notification to the Data Controller shall, if possible, 

take place within 48 (forty-eight) hours after the Data Processor has 

become aware of the personal data breach to enable the Data Controller 

to comply with the Data Controller’s obligation to notify the personal data 

breach to the competent supervisory authority, cf. GDPR Article 33.  

3. In accordance with Section II, Clause 9(2)(a), the Data Processor shall assist 

the Data Controller in notifying the personal data breach to the competent 

supervisory authority, meaning that the Data Processor is required to 

assist in obtaining the information listed below which, pursuant to GDPR 

Article 33(3), shall be stated in the Data Controller’s notification to the 

competent supervisory authority:  
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a. the nature of the personal data including where possible, the categories 

and approximate number of data subjects concerned and the categories 

and approximate number of personal data records concerned;   

b. the likely consequences of the personal data breach;  

c. the measures taken or proposed to be taken by the controller to address 

the personal data breach, including, where appropriate, measures to 

mitigate its possible adverse effects.   

4. The Parties shall define in Appendix C all the elements to be provided by 

the Data Processor when assisting the Data Controller in the notification of 

a personal data breach to the competent supervisory authority.  

 

SECTION III – FINAL PROVISIONS 

Clause 11 

Deletion and Return of Data 

 

1. On termination of the provision of personal data processing services, the 

Data Processor shall be under obligation to delete all personal data 

processed on behalf of the Data Controller and certify to the Data 

Controller that it has done so unless EU or Member State law requires the 

storage of the personal data.  

2. The following EU or Member State law applicable to the Data Processor 

requires storage of the personal data after the termination of the provision 

of personal data processing services:  

a. Member State laws implementing the Whistleblower Directive3.  

The Data Processor commits to exclusively process the personal data 

for the purposes and duration provided for by this law and under the 

strict applicable conditions.  
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Clause 12 

Audit and Inspection 

 

1. The Data Processor shall make available to the Data Controller all 

information necessary to demonstrate compliance with the obligations laid 

down in GDPR Article 28 and the Clauses and allow for and contribute to 

audits, including inspections, conducted by the Data Controller or another 

auditor mandated by the Data Controller.  

2. Procedures applicable to the Data Controller’s audits, including inspections, 

of the Data Processor and sub-processors are specified in Appendices C.      

3. The Data Processor shall be required to provide the supervisory authorities, 

which pursuant to applicable legislation have access to the Data Controller’s 

and Data Processor’s facilities, or representatives acting on behalf of such 

supervisory authorities, with access to the Data Processor’s physical facilities 

on presentation of appropriate identification.  

 

 

Clause 13 

The Parties’ Agreements on Other Terms 

 

1. The Parties may agree on other clauses concerning the provision of the 

personal data processing service specifying e.g. liability, as long as they do 

not contradict directly or indirectly the Clauses or prejudice the fundamental 

rights or freedoms of the data subject and the protection afforded by the 

GDPR.  

 

Clause 14 

Commencement and Termination 

 

1. The Clauses shall become effective on the date of the Parties’ signature of 

the Licensing Agreement. The Licensing Agreement may be signed 

electronically.  
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2. Both Parties shall be entitled to require the Clauses renegotiated if 

changes to the law or inexpediency of the Clauses should give rise to such 

renegotiation.   

3. The Clauses shall apply for the duration of the provision of personal data 

processing services. For the duration of the provision of personal data 

processing services, the Clauses cannot be terminated unless other 

Clauses governing the provision of personal data processing services have 

been agreed between the Parties.  

4. If the provision of personal data processing services is terminated, and the 

personal data is deleted or returned to the Data Controller pursuant to 

Section III, Clause 11.1. and Appendix C, the Clauses may be terminated by 

written notice by either of the Parties.  
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APPENDIX A – INFORMATION ABOUT THE PROCESSING 

A.1 Purpose(s) for Which Personal Data is Processed 

 

The Data Processor’s processing of personal data on behalf of the Data Controller 

is processed with the purpose of providing the System. The System is a cloud 

platform (‘the Whistle Portal’) that allows for the Data Controller’s employees, 

among others, to submit reports of information on potential breaches under the 

scope of the Member States’ national act implementing the Whistleblower 

Directive (‘whistleblowers reports’).  

 

A.2 Nature of the Processing 

 

The Data Processor’s processing of personal data on behalf of the Data Controller 

shall mainly pertain to making internal reporting channels available (hosting), 

where whistleblower reports can be received and registered in a secure manner, 

and enable the Data Controller in writing to communicate with employees, among 

others, who submit information on potential breaches (‘whistleblowers’), including 

to send and receive messages.  

 

A.3 Categories of Data Subjects 

 

 Processing concerns the following data subjects:  

• whistleblowers;  

• persons concerned in a report;  

• the Data Controller’s manager(s) and employees, i.e., authorized persons to 

receive reports, contact persons, and system administrators;  

• the Data Processor’s employees in the Effortless Compliance Team.  
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A.4 Categories of Personal Data Processed 

 

The categories of personal data collected depend on the content of the 

whistleblower report. The following categories of personal data are assumptions as 

to what the report can contain:  

General Personal Data   

Profile Data  

• First and Last Name  

• Address  

• Birth Data  

• E-mail Address   

• Tel. No.   

   

Employment Data   

• Employment  

• Absence  

• Education.  

• Certifications.  

  

Private Data   

• Housing  

• Relationships  

• Children  

• Social Problems.   

   

Financial Data   

• Economics  

• Wages.  

• Taxes   

• Bank Information.   

  

Technical Data   

• Preferences  

• Pictures  

• Behavioural Data  

• IP-Address  

• Location  

• Accounts  

• Settings.  

  

  

Special Categories of Personal Data   

• Racial Origin   

• Ethnic Origin  

• Political Opinions   

• Religious Beliefs.  

• Philosophical 

Beliefs   

• Trade Union 

Membership   

• Genetics  

• Biometrics.  

• Health   

• Sex Life  

• Sexual Orientation.   

   

Other Categories of Personal Data  

• Criminal Offences  

• Civil Reg. No., including CPR. No.   
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A.5 Duration of the Processing 

 

The Data Processor’s processing of personal data on behalf of the Data Controller 

may be performed when the Clauses commence. Data processing under this Data 

Processing Agreement can take place as long as the Data Processor processes 

and stores personal data received from or collected on behalf of the Data 

Controller, until the Data Controller or Processor terminates or cancels the 

Licensing Agreement, and deletes the personal data in accordance with Section III, 

Clause 11(1).  

 

APPENDIX B – LIST OF SUB-PROCESSORS 

B.1 Approved Sub-Processors 

 

On commencement of the Clauses, the Data Controller authorizes the engagement 

of the following sub-processors:  

 

* Updated as of 03-12-2024 

 

Name   Microsoft Ireland Operations Ltd.   

Reg. No.   Reg. No. 256796   

Address   Carmenhall and Leopardstown, D18 Dublin, Ireland   

Description of the 

Processing   

Microsoft 365, including Outlook, OneDrive, and 

SharePoint  

Name   Microsoft Ireland Operations Ltd.   

Reg. No.   Reg. No. 256796   

Address   Carmenhall and Leopardstown, D18 Dublin, Ireland   

Description of the 

Processing   

Microsoft Azure for Hosting Cloud Servers  

Name  Compliance Partners Nordic ApS  

Reg. No.  Reg. No. 41915374  
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Address  Kultorvet 11, 4th., 1175 Copenhagen C, Denmark  

Description of the 

Processing  

Invoicing  

 

 

The Data Controller shall on the commencement of the Clauses authorize the use 

of the abovementioned sub-processors for the processing described for that party. 

The Data Processor shall not be entitled – without the Data Controller’s explicit 

written authorization – to engage a sub-processor for a ‘different’ processing than 

the one which has been agreed upon or has another sub-processor perform the 

described processing.  

APPENDIX C – INSTRUCTION PERTAINING TO THE USE OF PERSONAL DATA 

C.1 The Subject of/Instruction of the Processing 

 

The Data Processor’s processing of personal data on behalf of the Data Controller 

shall be carried out by the Data Processor performing the following:   

  

1. the Data Processor provides access to the Whistleblower System in 

accordance with the License Terms. Employees, among others, can via the 

link provided to the Whistle Portal submit reports of information on 

breaches under the scope of the Member States’ national act implementing 

the Whistleblower Directive;   

2. the authorized persons appointed to receive reports can handle reports 

according to the requirements to procedures for internal reporting under 

the Member States’ national act implementing the Whistleblower Directive 

in the Whistle Portal;  

3. in compliance with the confidentiality requirements provided for in the 

national act implementing the Whistleblower Directive, the Data Controller 

can keep records of every report received;  

4. the Data Processor and their sub-processors are authorized to process 

personal information for the purpose of operating and supporting end-
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users’ use of the product, as well as for development, subscription 

management, and ensuring security, which is necessary for the delivery of 

a stable and secure product that complies with applicable legal 

requirements set out in the Whistleblower Directive and the GDPR.  

 

 

C.2 Security of the Processing 

 

1. The level of security shall take into account:  

a. that a large amount of special categories of personal data and other 

categories of personal data can be subject to processing;  

b. that the identity of the whistleblowers and any other information from 

which the identity of the whistleblowers may be directly or indirectly 

deduced is confidential,  

c. that information contained in a report can have a high impact on the rights 

and freedoms of natural persons.  

2. The Data Processor shall hereafter be entitled and under obligation to 

make decisions about the technical and organizational security measures 

that are to be applied to create the necessary (and agreed) level of data 

security.  

3. The Data Processor shall however – in any event and at a minimum – 

implement the following measures. The Data Processor undertakes to 

ensure the following technical measures:  

a. that personal data is stored in an encrypted state, in accordance with best 

practice for data that may contain confidential information. It is at least 

encrypted to Advanced Encryption Standard (AES) 256 or an equivalent 

encryption standard;  

b. that communication between the Whistleblower System and the end-users 

is secured via Secure Sockets Layer (SSL) or takes place via a similarly 

secured connection that meets applicable requirements;  

c. that personal data stored in the Whistleblower System is segregated, so 

that the personal data and information contained in the reports and the 

System cannot be accessed by unauthorized persons;  

d. that access to the Whistleblower System is controlled, and subject to 

validation in the form of e.g., multi-factor authentication (MFA), and that 
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access identifiers and login times are recorded and stored for up to 30 

(thirty) days;  

e. that necessary security measures are in place to prevent and limit the 

execution of malware or similar code, including through ongoing timely 

updating of software, hardware and communication systems, code 

validation, and continuous testing of the hardness and resistance of the 

Whistleblower System through penetration testing;  

f. that the Data Controller can see if the content of the Whistleblower System 

has been changed, and in that case, by whom;  

g. that the end-users who have used the Whistleblower System have the 

opportunity to correct or add information in the System themselves, and 

that the end-users have the opportunity to withdraw their report;  

h. that the Data Controller can extract the necessary data from the solution if 

the Data Controller wishes to stop using the Whistleblower System. Data 

can be extracted in a machine-readable format by the Data Controller 

themselves so that the Data Controller’s and Processor’s access to special 

categories of personal data or confidential information is minimized.  

The Data Processor undertakes to ensure the following organizational measures:   

a. that encrypted personal data and the encryption keys are stored 

separately;  

b. that the personal data can be recovered following technical or physical 

incidents, and to have procedures in place in the form of disaster recovery 

and business continuity plans to ensure continued operations;  

c. that personal data in the Whistleblower System is limited to what is 

absolutely necessary, and that, to the extent possible, the Data Processor 

and sub-processors are restricted to processing pseudonymized personal 

data and do not possess, or are unable to access without the Data 

Controller’s permission or knowledge, personal data and information 

contained in the reports;  

d. that, on the basis of the Data Controller's instructions, the Data Controller 

can control access to the Whistle Portal, and that changes in access 

conditions are logged and stored for up to one year, or as long as the 

contractual relationship lasts;  

e. that third parties who gain legitimate access to the Whistleblower System 

can (only) get access to encrypted data, that activities that involve access 
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to special categories of personal data or confidential personal data are 

logged, and that third Parties are subject to a non-disclosure clause;  

f. to have procedures in place to detect and handle data breaches, so that 

the Data Controller can inform the data subjects without undue delay.   

g. that, upon discovery of a data breach, the necessary information is 

registered for the purpose of case analysis and for possible follow-up 

investigations requested by the Data Controller;  

h. procedures for the correct and secure processing of physical material 

taken from the solution for legal purposes, including storage, distribution 

and data extracted from home offices, and ensure that the Data 

Processor’s employees are instructed in the correct processing of personal 

data, have received security training, are subject to non-disclosure clauses 

and similar or equivalent organizational measures.  

 

 

C.3 Storage Period/Erasure Procedures 

 

Personal data is stored for the duration of the Licensing Agreement with an addition 

of 3 (three) years after which the personal data is automatically erased by the Data 

Processor.   

  

Upon termination of the provision of personal data processing services, the Data 

Processor shall delete the personal data in accordance with Section III, Clause 11.1., 

unless the Data Controller – after the signature of the contract – has modified the 

Data Controller’s original choice. Such modification shall be documented and kept 

in writing, including electronically, in connection with the Clauses.  

 

C.4 Instruction on the Transfer of Personal Data to Third Countries 

 

The Data Processor is not permitted to transfer personal data to locations in third 

countries without the express written consent of the Data Controller.  

  

If the Data Controller does not in these Regulations, or subsequently, provide 

documented instructions regarding the transfer of personal data to a third country, 
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the Data Processor is not entitled to make such transfers within the framework of 

these Regulations.  

  

C.5 Procedures for the Data Controller’s Audits, including Inspections, of the 

Processing of Personal Data Being Performed by the Data Processor 

 

The Data Controller’s audits and inspections are carried out as an integral part of 

the ongoing meetings between the Parties. At meetings between the Parties, the 

Data Processor’s compliance with the GDPR, the applicable EU or Member State 

data protection provisions, and the Clauses can be discussed based on the Parties’ 

mutual assessment of the threat picture, updated assessments of critical 

vulnerabilities, identified breaches, and the overall security of the processing 

activities regulated by these Clauses. The Data Processor shall hereafter in writing 

provide the Data Controller with a report of the overall level of compliance with 

the GDPR, the applicable EU or Member State data protection provisions, and the 

Clauses, if wished.  

  

The Data Controller may contest the scope and/or methodology of the report and 

may in such cases, at the Data Controller’s expense, request a new 

audit/inspection under a revised scope and/or different methodology, from an 

independent third party.  

   

Based on the results of such an audit/inspection, the Data Controller may request 

further measures to be taken to ensure compliance with the GDPR, the applicable 

EU or Member State data protection provisions, and the Clauses.  

  

The Data Controller or the Data Controller’s representative shall in addition have 

access to inspect, including physically inspect, the places, where the processing of 

personal data is carried out by the Data Processor, including physical facilities as 

well as systems used for and related to the processing. Such an inspection shall 

be performed when the Data Controller deems it required.  

 


