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3. Strengthen printer use and 

maintenance. Change default 

passwords for print devices to 

complex ones, as advised by the 

National Institute of Standards and 

Technology. Use encryption 

services and protocols to ensure 

secure transfer of print jobs. Also, 

consider automating the process of 

firmware updates for easier 

management.

4. Continuously monitor.  

Network monitoring and alerting 

tools track devices to provide a 

secure view of the entire print 

environment. Use the data generat-

ed by multi-function printers, for 

example, to identify and respond to 

security incidents.  

5. Consult with experts. 

MPS providers offer a wide range of 

services, including full assessments 

of the print environment and 

evaluation of potential vulnerabili-

ties. They can also take on a wide 

variety of security tasks, such as 

training users on the need to 

protect sensitive information, thus 

reducing the burden on IT teams.   

5 Steps Toward Print 
Device Security 

There’s a better way to ensure print device 

security, including starting with an assess-

ment and looking to your managed print 

services (MPS) provider to take on IT 

security tasks. 

Print devices must become part of the 

organization’s overall IT security strategy. 

To that end, analyst firm Quocirca offers 

some of the following recommendations: 

1. Assess security and risk.  

Organizations must treat print 

devices like any other IT endpoint and 

build them into the overall security 

strategy. Start by evaluating the 

existing fleet to discover potential 

vulnerabilities and develop a founda-

tion for ongoing device monitoring. 

2. Buy with security in mind.  

During the procurement process, 

evaluate printers for built-in security 

features such as intrusion detection, 

white-listing, and syslog data 

collection with links to security 

information and event management 

(SIEM) tools.
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The Bottom Line

At the end of the day, print devices must be included 

in any IT security strategy. Just like PCs, they carry 

multiple vulnerabilities and risks. And just like IoT 

devices, they are an endpoint entry onto the network, 

where the potential for damage multiplies.

According to a 2019 report by Quocirca by analyst 

Louella Fernandes: “Print security is becoming a 

greater concern to businesses with 59% reporting a 

print-related data loss in the past year… It is impera-

tive that businesses become more print security 

conscious, particularly as they look to close the 

paper-to-digital gap in their business processes.”  

Fernandes goes on to advise, “By using the 

appropriate level of security for their business needs, 

an organization can ensure that its most valuable 

asset—corporate and customer data—is protected. 

Managed Print Service providers are well positioned 

to provide the support and guidance needed. There is 

no room for complacency, given the far-reaching 

repercussions—legal, financial and reputational—of 

print related data losses.”

Get Print Security Help From the Experts

Commit to assessing your enterprise’s print situation. The HP Print Security Advisory Service helps companies develop a cohesive 

strategy to protect the business. The Service includes an in-depth security risk assessment, including a detailed security risk 

report down to the device level, security policy guidance, and solution recommendations. Download a brochure here.

The Growing List of Print Exploits

The seemingly innocuous printer has become a prime 
target for hacks and attacks. Vulnerabilities and 
examples include: 

A print device was the entry point for an India 
bank heist. Even IT administrators initially thought 
it was simply a device error, and rebooted the 
system. 

Print devices at the Norwegian Parliament had to 
be taken out of commission due to alleged 
Russian espionage.

Researchers discovered thousands of 3D printers 
had no password protection, leaving 3D model 
plans and webcam feeds exposed. 

A vulnerability in a multi-function printer enabled 
a hacker to compromise the device—by sending 
a fax. 


