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Presenter Notes
Presentation Notes
You can think of this as a waterfall of legislation. And I'm trying here to give an overview without getting too into the weeds but really pull out the purpose of the legislation, how it connects to broader sustainability asks, and what is relevant for industry to know right now as well as in the future.

The Green New Deal we've maybe all heard of in some way or another. This was and continues to be an enormous effort that the EU has undertaken. The headline is: the EU wants to reduce emissions by 55% by 2030. But then comes the "HOW" question, right? And here we can look to an area that is the core of what we do at GS1: products. So in order to actualize this sustainability goal, the EU is looking at how products are produced and sold, and how they re-enter a circular economy. And that is what the Ecodesign for Sustainable Products Regulation (ESPR) is meant to address. Ecodesign means, what elements, what components of this products creation will mean it lasts longer, can be recycled, will decompose, et cetera. And then the tide of this waterfall is "how can we utilize data to make ecodesign a reality." The DPP is a mandated electronic data record on a products ecodesign and broader sustainability attributes. And this is going to be operationalized through a bunch of other acts that come out between now and 2030, focusing on 3 key industries. Today we're talking about apparel.


What will the DPP really be?

« All standards and protocols related to the IT
architecture, like standards on:
» Data carriers and unique identifiers
» Access rnights management
~ Interoperability (technical, semantic,
organisation), including data exchange
protocols and formats
» Data storage
» Data processing (introduction,
modification, update)
» Data authentication, reliability, and
integrity
» Data security and privacy

* The DPP registry

Digital Product

Passport (DPP)

Possible Track & Trace identifiers

Economic operator’'s name, registered trade name
Global Trade Identification Number or equivalent
TARIC code or equivalent

Global location number or equivalent

Authonsed representative

Example of potential attributes
Description of the material, component, or product
Recycled content
Substances of concern
Environmental footprint profile

Classes of performance
Technical parameters
“ European
Commission
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a“'" Key DPP elements

» Persistent, uniqgue identification
 Multistakeholder access to data

* Interoperability



DPP & Circularity
MSWG

Standards creation body

Collaborative, neutral and
IP protected process

Currently focusing on
building Automatic
Identification Data
Capture protocols

Will mirror legislation

DPP?

GS1 Application
Standard

Focus on AIDC first

Currently doing definition
work

Sector agnostic basis

Done in coordination with
other standards efforts

Where will GS1 work on the

AS Implementation
Guidelines

Sector agnostic
implementation guideline
will be put in place first

Additional sector specific
guidelines will be
developed with input
from industry
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Pilot 1: Digital Product Passport for EV Batteries

1. Basicscan 2. Scanwith full access 3. History detail

My Digital Product Passport My Digital Product Passport My Digital Product Passport

HISTORY PRODUCT DETAILS

Ownership transferred  Verified 45

Lausanne, CH

Inspected
Geneva, CH

Module added

not authentic battery @ e

PRODUCT DETAILS

HISTORY PRODUCT DETAILS Module
removed
Geneva, CH

AA1234567890

EV Battery ownership transferred

Lausanne, CH Ownership transferred

3 Lausanne, CH | May 2022
Battery ID: Inspected g e e . PASSPORT
Ve3fQaNNWhxbCPgQwtdDKhCn Geneva, CH Sent to dealer C

Manufacture Date: 10-04-2022 P Munich, GE
Module added
Manufacturer: manufacturer name DETAILS

Geneva, CH

Battery added to the carVerifie

Munich, GE
Module irehy, OF

removed Tested

Ganava, CH 31 Mory 2003 B 7
Ganeve = gerin GE B

confirmed by Ownership transferred
Lausanne, CH

Visit website

Modules added to the
battery

Berlin, GE

https://cskwr.etn.gg/01/12328347987002/21/F22k7SnNNLZSVhZbfm



Presenter Notes
Presentation Notes
https://cskwr.etn.gg/01/12328347987002/21/F22k7SnNNLZSVhZbfm?accessToken=XJpoOVk23dDosINTPVidQv1hGQS8IK1Dfr9YnhZSDx8rHmFSXP6t7aRA1KXnPrsBmfIOaH0s6TBkZJay


https://cskwr.etn.gg/01/00000000/21/VBk3N8we3E8kREfxcxC4epfs
https://cskwr.etn.gg/01/12328347987002/21/F22k7SnNNLZSVhZbfm?accessToken=XJpoOVk23dDosINTPVidQv1hGQS8IK1Dfr9YnhZSDx8rHmFSXP6t7aRA1KXnPrsBmfIOaH0s6TBkZJay
https://cskwr.etn.gg/01/12328347987002/21/F22k7SnNNLZSVhZbfm
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The hidden value of
agrifood sector
residues

AA1234567890
AA1234567890

PASSPORT

BLACK MULCH FILM

AA1234567890<0123456789<<<<<<<<DD-MM-YY"

67 DD-MM-YY:

Pilot 2: Digital Product Passport for Plastic Upcycling

Product Passport
Black Mulch Film
solplast
SUSTAINABILITY ~ HISTORY  DETAILS
Description

Its dark colour warms the ground that is in contact with the film and stops weeds
from growing. It prevents sunlight frem penetrating, therefore water and fertilisers are
optimally absorbed.

Physical Properties

Load
Lenghtening
Impact Resistance (F50) / Face

Impact Resistance (F50) / Fold

Verifiable Certifications

Specification Sheet @

https://cskwr.etn.gg/01/00000000/21/VBk3N8we3E8kREfxcxC4epfs

https://cskwr.etn.gg/01/00000001/21/VVkGQywWmrbssCfChhSpYgte

Product Passport
¢ Creating class instance @

Manufacturing
B0 Alfaten 2000 Natural

IN:
B2 Additive materials

out: B8 Black Munch Film

11 JUN 2023

SOLPLAST Qwarehouse:SOLPLAST 01

Summary
Everything is valid for this supply chain event

@ ©ebsi HHOTA VERFY WITH EU BLOCKCHAIN l

Legal Entity Trust Chain - Authorized By

& SOLPLASTSA ©
—_— .
& Spanish Revenue Agency @
_— .
& Spanish Government @


https://cskwr.etn.gg/01/00000000/21/VBk3N8we3E8kREfxcxC4epfs
https://cskwr.etn.gg/01/00000001/21/VVkGQywWmrbssCfChhSpYgte
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ﬂlm Digital Product Passport & EU Blockchain Blueprint
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Blog & Video - DPP & blockchain blueprint



https://medium.com/@domguinard/a-decentralized-blueprint-for-digital-product-passports-cd1314f008c6

4,
o
alm Digital Product Passport & SPOQ —
Overlapping Approaches for Different Use Cases

Standard based carrier & identity — e.g., GS1 Digital Link

My Digital Product Passport X

Standard based events & masterdata — e.g., GS1 EPCIS, GS1 Web

\L ) Vocabulary
not cuthantis botsery @ EI?EEI Data & identity requirements on a per product category basis
]
HISTORY PRODUCT DETAILS EEFﬁ

é Ownersh\plfunslenw erified A

o il Durability — outlive a brand or service provider

@ Module added sk Verified 5]

O leroms oo 2 Decentralized — multiple & authenticated data sources

<_;3 Ownefsh\plfunstened Verified ]

Granularity — different actors have access to different data
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SPOQ

Standardized secure
Productverification to protect
Originality and Quality
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For our R&D project we defined 4 goals

&

Originality

Product & Producer
verification must be
resilient against
counterfeiting
attempts

@

Information
Integrity

Existing product
information must
not be alterable

&

Efficiancy

Process must not
add non-linear effort
and avoid
redundancies

30.10.2023

© VDE Verband der Elektrotechnik Elektronik Informationstechnik e. V.

S?Q)‘

&

Trust &
Privacy

Supply chains
include
distrusting,
privacy focussed
participants

VDE

15



Step 1: We achieved these goals with a symmetric chain traversal S?Q

Blockchain
O hip: Producer ——> Product/Batch —> Dealer —> Customer
whners !p' (Address) (Smart ContrCACT) (Address) (Address)
Symmetric
Chain :
Traversal Supply Chain

Contract ——> Product/ ——> Dealer ——> Customer
Manufacturer Batch

(Physical)

VDE —

30.10.2023 © VDE Verband der Elektrotechnik Elektronik Informationstechnik e. V.



An additional uniqueness is that, the users scans the QR code and SPQ)~
the surrounding material

The Customer Experience

e Verify Dealer as Owner Queries (& Writes)

e Verify Originality of Product
e Log Batch/ Product Actions Customer

> Product / Batch
(Smart Contract)

Application of the verification
algorithms
NFC: Encryption algorithms
Optical: Compares image
information result of the
verification request

VDE —

30.10.2023 © VDE Verband der Elektrotechnik Elektronik Informationstechnik e. V. 17



A standalone app or an integrated feature in an existing enterprise S?Ql
app empowers customers

SPOQ

Verify Originality

Product Info My Products Q

Transfer Ownership ng;?g?e?ts

VDE —

30.10.2023 © VDE Verband der Elektrotechnik Elektronik Informationstechnik e. V.



The producer and dealer experience are designed to generate S?Q
security and useability / operationality

Producer Experience Dealer Experience
e Attach Unique Product / Batch Identifier e Verify Originality of Product Batches
e Store Information in Distributed Storage e Split Batches
e Create Smart Contract e Pass on Ownership
e Pass on Ownership e Log Batch / Product Actions
Creates Queries & Writes
Producer —> Product / Batch Dealer —> Product / Batch

VDE —

30.10.2023 © VDE Verband der Elektrotechnik Elektronik Informationstechnik e. V. 19



A clear and simple verification model has been developed S?Q)‘

Producer

n
Trusts product
(possibly produced

by Contract
Manufacturer)

Producer trusts
buyer if the latter
can prove
possession of
original product

Data Storage

S——
S——
S——
S——

Accepts all data
published by
consortium members
and product owners

Blockchain

Accepts all data published
by consortium members
Contracts accept all data
published by contract
owners

Blockchain stores
hashes of data in
storage.

No direct connection,
hence no direct mutual
trust required

Buyer

O
n

Buyer trusts the app
(SPOQ App), product
information on
blockchain if it is signed
by producer. There is
limited trust for
information from
previous owners of the
product

VDE —



Product Buyer Producer Blockchain S?Ql

. . Scan RFID/ QR
Verfication . .
Respond with Blockchain &

Strong & Weak Producer Address |
"""""""""""""" Request Challenge

PUFS .

Send Challenge

Query PUF with Challenge
Query PUF with Challenge
+«

Produce PUF Response
Sends Response
Send Product Info

’ﬁ\ Dot PR Y I
1

Query Smart Contract Data

Send Smart|Contract Data

Validate Product Info
with Smart Contract
Data

Product Buyer Producer Blockchain

VDE —

21



To achieve our goals we use the following core technical elements S?Q

Blockchain: Quorum / Ethereum 9

Quorum is Ethereum based

Permissioned (write access is restricted)

In Quorum, Ethereum is exchangeable with Hyperledger Besu
Distributed Storage:

Interplanetary Filesystem (IPFS)

Tessera (Quorum compatible)
Client Implementation: Golang @

Same language as used by Blockchains and IPFS

Portable to Mobile Apps

VDE —

30.10.2023 © VDE Verband der Elektrotechnik Elektronik Informationstechnik e. V.



The current state of our demonstrator meets the market needs. S?Q

2. Obtain Storage Addresses
and Current Owner, query
owner for decryption keys

SPOQ

Verify ginality

Producto

Info

Ownership Counterfeits

1. Obtain Blockchain
Address, e.g. from QR

3. Verify PUF & Producer Signature. Query

Action Log and Component Information
My Producté¥

VDE —

23



The Konsortium

chschule mannheim JuliUS-Maximiliins-
UNIVERSITAT
WURZBURG

%
dilll = KOBIL I!

BEWTR ARG - O TEETatn - Sanwiad

secure your W identity

S?Ql

VDE

B
PAV"®

30.10.2023 © VDE Verband der Elektrotechnik Elektronik Informationstechnik e. V.
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Questions & Comments
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