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SCHUFA FraudPreCheck
fraud pattern recognition in real time

or: “What a glass of red wine can have to do with the joint product development of customers and a credit bureau”

Amsterdam, 23 May 2025



Fraud in e-commerce: How big was and is the problem?
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83%

of internet users
expect the risk of identity theft
to rise in the next years.



Some SCHUFA figures

FRAUD PREVENTION

Credit reports Information transmitted from
the SCHUFA-FraudPool (banks only)

schufa
rﬁ?‘ Identity checks Sanction list screenings AQ
I_"IL] for money laundering prevention m
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The “glass of red wine” example

‘ChatGPT, please create a photo of a wine glass filled to the top with red wine’

ChatGPT‘s answer:

“Here is the desired image of a wine glass
filled to the brim with red wine.’
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The “glass of red wine” example

'The wine glass should be filled more with red wine.’

ChatGPT‘s answer:

‘Here is the picture with the wine glass, which
is now filled to the top, with the wine
slightly curved by the surface tension.’
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The “glass of red wine” example

‘Presentation without surface tension but filled to the brim with red wine.’

ChatGPT‘s answer:

‘Here's the picture with the wine glass filled
to the brim with red wine and running down
the sides...’
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The “glass of wine” example

‘The glass must no longer contain any air.’

ChatGPT‘s answer:

‘Here is the picture of a wine glass
completely filled with red wine, without any
air inclusion, which overflows heavily.’
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The “glass of wine” example

‘No more overflowing.’

ChatGPT‘s answer:

‘Here is the image of a wine glass completely
filled with red wine, without air and without

overflowing.’
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The “glass of wine” example

...a few more results
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ChatGPT: ‘What I’ve learned is what you get!’

Soadly: ( ibemtpnt x v & o Google search: ‘Glass of red wine completely full’ = @

All Images  Products Shortvideos  Videos Web MNews Maore - Tools -

Glas halb voll

-
.- rﬁ Beriwsinnglecs #1 4scl | Peed Weingut
: | i [

.
Einweinglss  Einglas ﬂ Wein einschenken @ 1 I Halbes weinglss  Wie viel

Weinglas

w Halbleer

® [DEA & Reddit @ 12IRF @ 23R

In stack n 2 ge
Ein Glas Wein reicht fir hyperaktives ... Volles Weinglas : fChat... Weinglas Voll Mit ... Die richtige Fllmenge im Weinglas ... Glas Rotwein Lize... Weinglas bis zum ...

& Amazan.de
Halbes Weinglas 2er Set...

Related searches

! full glass of wine meme

’ completely full glass of red wine

-
Salo - In stack tea de Berne # Giordano Weine L &i qut Lore Vinum Nobile T wwwmerur.de v @ 123RF £ volles glas wein
Legio Mova Rotweingl... ‘Weinglases den Geschmack von ... Giordano Weine Lorenz Gourmetpal Super-Tuscan 3er Fa... So halten Sie [hr Weinglas richtig 5080 cc. Glas Wein ... ‘Weinglas Voll Rot... —l
|
0 &
oA i
n & Amazonde - In stock B www frde BEuni= B immes ; RND M@ s B spiegel B www merkur de Mr. & Mrs Panda
Genusswelt: Wein un Personalisiertes Saktg Ber Set Wainglas Was tun gegen das Verangen? Drink-Check: st Rotw Elagant Wein trink Schenk richtig ein- Wi Leitfaden fir die Dosierung wvon Wein trinken: Weiches Glas zu welche Dassert lisher kain Gl Rotwein Glas Igel mit Trinkspriiche fiir Bier und Wein
ABroundes Weinglas: Der typische Aufbau
Glasrand
Karsia
= Kaekeh -
\ . £
| e
J g Il ) —- s
B wirwinzer i aBay.ce 1 Wineami I Raxi I FOGS Mags B TisTak & Winze2d de €] Kaufland.de
2er-Set Zwiesel Kri... Rotwein Glas Avocado.... Das richtige Weinglas wahlen... WEINGLAS LASST DEN WEIN ,SCHWEIGEN .. Vol ins Glas — Onlines... Weinglas-Guide: Welc... Wie viel Wein pass... ‘Wie viel ist ein Schoppen Wein ... Wankendes Weinglas, firca. ..

s Related searches

. ]
, full filed wine glass v

1" SCHUFA-FraudPreCheck



Manipulation of data in online orders

Analysis of individual cases of loss
from affected online retailers on the basis of the SCHUFA database.

Address onb

W, Surname Name Birth date
SCHMITT  Maitis 20.01.1985 Haupstr. 1, Koln

Testing and protection SCHMITT  Mathis 20.02.1985 Hauptmannstr. 11, Kdlln
routines are established. SCHMIDT Mattis 21.01.1985 Hauptstrasse 1a, Kdln
However, telcos and SCHMITT  Matthias 19.01.1985 Hauptstrasse 1, Koln
e-commerce sometimes SCHMIETT Mattis 20.01.1984  Hauptsstrasse 1, Koln
report significant cases  gopvip  Mattiass  10.02.1965  Hauptstrasse 1, Koln
of damage — despite SCHMOD  Markus 17.08.1994  Hanptstrasse 1, Koln

extensive checks.

Result: Data has been manipulated by fraudulent customers.
Such fraud patterns can occur within a few minutes and hours, but also

over days and weeks.
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Cooperation between competitors to recognise fraud patterns

7 development partners (2 eCommerce, 3.c4 MNO, 2 PSP) plus SCHUFA

May 2016: first data analysis production: Dec 2018

= 9 workshops: 3 professional incl. business model — 2 quality gates - 2 data protection - 2 contractual
-> Financial participation of development partners
- Independent proof of scientific validity
- Code of common understanding

-> productive tests wt 200k / day
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SCHUFA FraudPreCheck
Data bases for analysis and MLM development

Participants No. of enquiries | No. of enquiries with damage Individual
(temporarily 8 companies) in 6 months by fraud (rounded) fraud ratio

PSP 1 1.500.000 16.000 1,1%

PSP 2 1.150.000 8.000 0,7%

eCommerce 1 940.000 7.000 0,7%

eCommerce 2 600.000 8.000 1,4%

Telco 1 1.250.000 10.000 0,8%

Telco 2 330.000 19.000 5,7%

Telco 3 220.000 3.000 1,5%

Telco 4 200.000 2.000 1,1%

Summe ~ 6,2 Mio. ~ 73.000

Anfragen an SCHUFA ~ 65,0 Mio.
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SCHUFA-FraudPreCheck:
Concept of similarity analysis (1/3)

FPC basis for analysis = 90 days “moving “ data window

Time of request Name Surname DoB Street Town Postcode Feauture code Contractual partner

15.06.2015, 23:30:56.0 Maxx Musterman 02.01.2000 Hauptstralde 12b  Musterstedt 99998 AV eCommerce 2

I
1

Comparsion l
of similarities

Enquiry memory |
(90 days)

(approx. 30 — 40 mio.)

No. of enquiries

n

January December
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SCHUFA-FraudPreCheck:
Concept of similarity analysis (2/3)

Creation of an "enquiry group™ consisting of similar enquiries

2

v
Time of request Name Surname Birth date Street Town Postcode Feauture code Contractual partner
11.06.2015, 22:17:07.0 Max Mustermann  01.01.2000 Hauptstralie 12 Musterstadt 99999 AT Telecom company A
12.06.2015, 08:04:56.0 Maxi Mustermann  01.01.2000 Hautstral’e 12 Musterstadt 99999 AT Telecom company A
12.06.2015, 08:17:16.0 Maxim Muster 11.01.2000 Hauttstralle 12b Musterstadt 99998 AT Telecom company B
13.06.2015, 11:43:89.0 Max Mustermann  01.01.2000 Hauptstralte 12 Musterstadt 99999 AG Financial institution A
13.06.2015, 11:52:16.0 Max Mustermann  01.01.2000 Hauptstralie 12 Musterstadt 99999 AG Financial institution B
13.06.2015, 22:17:07.0 Maxim Muster 11.01.2001 HauttstralRe 12b Musterstadt 99998 AC Financial institution C
14.06.2015, 14:59:13.0 Maxira Mustermann  17.11.1997 Hauptstralie 12 Musterstadt 99999 AG Financial institution A
15.06.2015, 23:29:03.0 Max Mustermann  01.01.2000 Hauptstralie 12 Musterstadt 99999 AV Mail order company A
aac 2l Maxx  Musterman 02.01.2000  histerstrale yygiorsteat 99998 AV Mail order company B
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SCHUFA-FraudPreCheck:
Concept of similarity analysis (3/3)

Analysis for manipulation and known fraud patterns

3

Number of First name Surname Birth date Street Town Number of
requests homogeneity homogeneity homogeneity homogeneity homogeneity contractual part.
9 0.65 0.74 0.45 0.83 0.99 7

I Statistical model Fugitive

4 FPC value The FPC value describes the

| conspicuousness of an

- — 5 — 0.86 — 6 — enquiry. It is calculated in

real time and transmitted to
the online retailers in <1 sec..
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SCHUFA-FraudPreCheck:
Product results and benefits

Cumulative amount
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What is the SCHUFA-FraudPreCheck (FPC)?

@ The FPC is a cross-industry fraud prevention solution
in the e-commerce business

The FPC is an algorithm that is trained by modern ML methods on fraud
patterns that are identified by Al.

The database used for this is

- validated data of verified fraud cases of eCommerce companies,
- the extensive SCHUFA database,

- publicly accessible VIP data and

- building information.

19 SCHUFA-FraudPreCheck



schufa

THANK YOU.
DO YOU HAVE QUESTIONS?

Stephan R. Peters
Expert Identification & Fraud Prevention

+49 (0)611 9278 348
Stephan.peters@schufa.de
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