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The Problem with ID today

•Have to remember 10’s of 

userids and passwords

•Have to enter the same 

information over and over 

gain

•Walk away because it’s 

just too hard

•Want to do more online

•Have to implement their 

own user authentication 

and management 

systems

•Lose transactions due to 

abandonment

•Suffer losses due to fraud

Consumers Business

Government

• The Internet was never designed for Trade

• Trade needs Trust
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Paper based 

ID verification

Electronic

ID Verification

Digital Identities

Biometric 

Digital Identities

Customer Experience

S
e

c
u

ri
ty

ID Verification is evolving
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The Solution: a Federated Trusted Digital ID?

A Digital Identity this is created AND 

VERIFIED to allow users to access 

services in one place… 

… which can also be TRUSTED to 

access services in other industries

Like but with TRUST in the ID (and the verified data provided with it)
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Consumer Audit Trail

Verify Identity

Validate Documents

Obtain offline proofs

Manage Branch proof production

What does a Digital ID provide?

Collect Personal Data

Validate Identity 

Issue & Manage Credentials

Ongoing Credential Use

TODAY Digital ID

✓

✓

✓

✓

Org Org

Identity Provider

✓Provides all services 
around identity 
authentication and 
ongoing credential 
management. 

✓Allows organisations 
to concentrate on 
their core business

✓Issues Reusable 
Digital Identities: 
the consumer only 
has one set of 
credentials for use 
with many 
organisations, 
removing the need 
for 10s of user ids 
and passwords

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓ ✓

IdV IdP
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Digital ID 
Access to multiple ID Verification Options via an Identity Provider

• More customers get instant access to products

• Less customers abandon applications due to inconvenient processes

• Lower cost for Service Providers to leverage newer ID Verification techniques

Online 

Banking 

Logon

SMS to 

Mobile 

Phone



60 © Experian [Public, Confidential, Internal, Restricted – choose the appropriate category] • 1/10/17 • Presentation Title

Trusted Digital Identities in use today - GOV.UK Verify

• GOV.UK/Verify allows citizens to choose an Identity Provider who will issue them a re-usable Digital Identity logon to 

different government services.

• Experian IDs also allow immediate access to the users Free Credit Score

Your free Experian 

Credit Score

http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCPzQiuuohcYCFUVbFAod-n4Aiw&url=http://en.wikipedia.org/wiki/Post_Office_Ltd&ei=Q0d4VbyjEsW2Ufr9gdgI&bvm=bv.95039771,d.d24&psig=AFQjCNHNrZg2acb3g16jaSjYJvZEcFcANg&ust=1434032310241603
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Trusted Digital Identity examples

Bank ID Norway SecureKey Canada VerifiedMe Canada
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EU Regulation / Directives

eIDAS 5th Anti Money Laundering Directive

Digital IDs + Digital Signatures Using an (eIDAS) Digital IDs for CDD
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Member State Scheme

Portugal • Chave Móvel Digital

• Sistema de Certificação de Atributos Profissionais

• Cartão de Cidadão

Slovakia • National identity scheme of the Slovak Republic

Belgium • Belgian eID Scheme FAS / Itsme®

• Belgian eID Scheme FAS / eCards

Germany • German eID based on Extended Access Control

Estonia • Estonian eID scheme…

Italy • Italian eID based on National ID card (CIE)

• SPID – Public System of Digital Identity

Latvia • Latvian eID scheme (eID)

The Netherlands • Trust Framework for Electronic Identification

Czech Republic • National identification scheme of the Czech Republic

Spain • Documento Nacional de Identidad electrónico (DNIe)

Croatia • National Identification and Authentication System (NIAS)

Luxembourg • Luxembourg national identity card (eID card)

United Kingdom • GOV.UK Verify

Notified eIDAS ID Schemes
Interoperability in Action
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Who might be an Identity Provider? And Why?

Governments

Banks Telcos

Credit Agencies

Internet Giants

Specialist ID 

Providers
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Digital IDs will be widely adopted across markets 

Predicted timeline for Digital Identity adoption in the UK

2020 2021

Government

Insurance

Lending

Other financial

Car hire/purchase

Land Travel / 

Accommodation

Media / Utilities

Gambling

Age sensitive

Expansion of existing government services

Digital Identity adoption

2022 2023 2024

Pensions dashboard

Current Accounts

Air Travel
\

investments
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A vision of the future Identity market

Identity 

providers

Attribute providers

Identity Scheme 1

Identity Scheme 2

Identity Scheme 3

Identity Scheme 4

Government

Finance

Gaming

Travel

We envisage a world where Identity Schemes aggregate Digital Identities and compete to 

facilitate services across a wide variety of industries

Credit Agency

Credit Agency

Credit Agency

Credit Agency
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What does an Identity Scheme do?

• Advise on 

implementation.

• Accredit to 

standards.

• Define IdP ID, 

Fraud, Credential 

and Data  

standards.

• Standards 

Compliance

• Find Service 

Providers

• Contract Service 

Providers

• Sales and 

Marketing plan

• Brand Policy

• Account 

Management

• Brand 

Management

• Contract Service 

Providers

• Pricing

• IdP listing policy

• Billing

• Invoice 

Management

• Contract Service 

Providers

• Create contracts

• Contract 

Compliance 

• Dispute 

resolution

• Onboard IdPs

and Services 

providers

• Tech design

• Tech / Security 

Standards

• Implement 

Infrastructure

• Operate and 

scale 

infrastructure

• Business 

Continuity

• Onboard IdPs

and Services 

providers

• Define MI

• Define SLAs

• Stand-up Fraud 

Team

• Produce MI

• Monitor SLAs

• Fraud Operations

• Ensure Brand 

Policy adopted

• Accredit IdP and 

SP consumer Ts

and Cs.

• Define Privacy / 

Consent policy

• Query / 

complaints 

procedure

• Queries

• Complaints

• Subject Access 

Requests

STANDARDS SALES COMMECIAL LEGAL TECHNICAL B2B SERVICE D2C SERVICE

S
E

T
  
U

P
O

N
B

O
A

R
D

R
U

N
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OIX seeks to enable trust and interoperability
Through collaborative working and consultation, OIX facilitates the relationship of key stakeholders in the identity ecosystem 

Trustmarks

Standards Schemes

Service Providers

Industry

Government

Great End User 
experience

Interoperability

• Influence Government, 
Industry and Relying Parties 
to adopt Standards, Schemes 
and Signals enabling ID 
Interoperability across 
sectors. 

Improve ID Experience (techniques, data)

• Improve the whole ID 
experience for end users 
through leveraging new 
techniques and data. 

Making this work
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Digital ID - Benefits

Better User 
Experience means 
more transactions 

completed

Reusable Identity 
Credentials for 

consumers

Increased Trust –
more surety you are 
dealing with the real 

person

Able to offer more 
Instant Access to 

services, with low IT 
cost

Digital ID
Person Centric 

Identity


