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Introduction

Electronic funds transfer (EFT) is a cluster of technologies that allow the
execution of financial transactions by electronic messages without the
necessity of a paper instrument of exchange.

Institutions that participate in an EFT system typically belong to a common
network that provides a platform for initiating transactions

Transaction data in transmission or storage is best protected through
encryption, which converts clear text data to cipher text that is not
understood by humans

Data protection is also enhanced by establishing and adhering to policies and
procedures as relevant
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EFT Channels
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Basic Security Components

Virtual Private Network (VPN)

« AVPN is a network that uses a public infrastructure such as the Internet, to
provide remote offices or individual users with secure access to their
organization's network.

* It works by using the shared public infrastructure while maintaining privacy
through security procedures and tunneling protocols such as the Layer Two
Tunneling Protocol (L2TP)

* In effect, the protocols, by encrypting data at the sending end and
decrypting it at the receiving end, send the data through a "tunnel" that
cannot be "entered" by data that is not properly encrypted
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Basic Security Components

Front End Processor (FEP)

 The Front End Processor (FEP) is a computer system that interfaces
between entities sending an EFT message and the bank host

* |t performs vital functions that include message and transaction switching,
multiplexing, transaction security, d end-to-end transaction management

and reporting

* The need for these functions is especially important in mission critical
transaction environments such as banking, government, point-of-sa
security, and health care applications
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Basic Security Components

Hardware Security Module (HSM)

An HSM is a hardware-based security device that generates, stores and
protects cryptographic keys

Successful physical attacks against HSM is prevented with a sophisticated
anti-tamper crypto module

The anti-tamper protection senses extreme temperature, voltage and
chemical attacks, and can even be configured to detect motion of the unit
once it is installed. If the crypto module is attacked it will automatically
erase all keys and crypto logic information

The HSM is armed with an alarm circuitry that can be configured to be
triggered if the HSM is moved.
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Basic Security Components

Proxy Server

A proxy server is a server that acts as a go-between for requests from
clients seeking resources from other servers

* A security advantage of using a proxy server is to keep the machines behind
it anonymous

A proxy server is an additional layer of defense and can protect against
some operating system (OS) and WebServer specific attacks
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Front End Processor (FEP) Connectivity Model

Merchant POS
Terminals

On-premise Postilion FEP ank Host

ﬁ/ Off-premise

ATMs
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Application Service Provider (ASP) Connectivity Model

-
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Card Scheme Role in EMV Infrastructure-SDA
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Card Scheme Role in EMV Infrastructure-DDA
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Card Management System Architecture
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EFT Transaction Payment Lifecycle Flow

Payment Cycle for Surcharged Transactions:

ATM Cash Withdrawals

1: Cardholder’s account debited

Cardholder Network
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2: Money dispensed
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3: Amount + Fees (Surcharge + Interchange)
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EFT Transaction Processing Flows

The POS Processing Environment in Nigeria
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Overview of Card Production

CARDHOLDER MAGSTRIPE PERSO CHIP PERSO
DATA DATA DATA
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SYSTEM
SmartCardProcess™
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Overview of Card Production

What’s in the files?

CARDHOLDER NAME MAILER INFORMATION MAILER INFORMATION
PAN TRACK 2 DATA TRACK 2 DATA
EXPIRY DATE EMBOSSING DATA EMBOSSING DATA
ACCOUNT INFORMATION ENCRYPTED KEYS
MAILER INFORMATION RISK PARAMETERS
CARDHOLDER MAGSTRIPE PERSO CHIP PERSO
DATA DATA DATA
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EMV Card Production - Personalization

Data required for chip card personalization

Encrypted TDES Keys

RSA Certificates
Encrypted PIN

L I EMV Data
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EFT Processing Architecture
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Dimensions of M-Commerce and Mobile Payments

Mobile Wallets

Dedicated payment wallets (separate from
bank accounts) accessible via multiple
channels

e.qa. M-PESA, Paga and other MM Os

Mobile banking

Access to bank accounts and banking
services from mobile phones

e.g. Bank Apps, USSD

Mobile Payments opportunities

Payments usage on mobile phones On-site merchant payments
Single dedicated payment app that lets Mechanisms that allow merchants to
consumers use their cards on mobile accept payments from consumers who
phones. have their phones or cards with them.
e.g. Google Wallet, PayPal etc e.g. Square, ApplePay

Different markets and players pick any of the “expressions” and pursue
them based on the current state of development and adoption of
electronic payments in general in that market
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Mobile Banking - Architecture
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Payments on Mobile Phones - Architecture
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Mobile Money (wallets) - Architecture

E.g. Paga, FirstMonie

Payment VAS
Providers

Agents Consumer

>

SMSC
UssSDC
Data network
Voice Network

Service Provider
Mobile Money
Platform

Settlement &
reconciliation




SECURITY CONSIDERATIONS

Interswitch



Interswitch - CONFIDENTIAL

Zone-based PIN translation - Transaction Security

Transaction messages are encrypted during transmission to avoid manipulations
through any form of attack

Encryption and decryption is done by applying an algorithm and cryptographic

key to data
Plain text Cipher text Plain text
Encryption Algorthr> Decryption Algoriﬂ‘b
=2 [ B
=S =S
Cryptographic Key Cryptographic Key
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Zone-based PIN translation - Transaction Security

PIN Translation

Bank B

(Issuer)

Bank A

(Acquirer)

Switch or

Triple Data Encryption Standard - 3DES

]
Interswitch 7



Interswitch - CONFIDENTIAL

Mobile Environment - Security
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Mobile Environment — Mobile Banking App
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Technical Flow for Airtime USSD - Security Considerations
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Technical Flow for BillPayment US ecurity Considerations
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Technical Flow for Transfer USSD — Security Considerations
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Web Payment — The Current State

Payment Issuing Bank
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Our Ability to answer the following questions:

What else can go wrong and What are all the risks to our
how are risks interconnected? business strategy and operations?

/

Coverage
How much risk are
we willing to take?

What are we doing
about the risks?

— —
Risk

Response Appetite

Control Governance
How well do we Environment & Policies How good are we at

manage the risks? < overseeing risk taking?

Measurement,
Evaluation and

How do we determine the Communication
size and scope of the risks

Risk Data &
Infrastructure

How do we ensure we have the

and report the results? A M right information to manage risk?
* Circular depiction * Components are meant * Having the right
is highly intentional to be dynamic (reviewed culture is key

back/forth in any sequence)
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Sources of Risk

Risk is presented by different parties, in various forms across
the card payment value chain

Cardholders

Merchants

Third Party Service
Providers )
Organized Crime
Internal }
Compromises
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EFT Security Techniques

Physical
Controls

Technical
Controls

Administrative
Controls

Cardholder
Data

]
Interswitch 7



7 Interswitch - CONFIDENTIAL

EFT Security Objectives

Availability

Security

Objectives

Confidentiality
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Risk Management Set Up

MANAGEMENT

_—
MITIGATION
AVOIDANCE

*Control selection
*Implementation

*Discontinue activity

*Monitoring $ x
TRANSFERENCE ACCEPTANCE
*Purchase insurance *Do nothing

]
Interswitch 7




Interswitch - CONFIDENTIAL

Recommendations on Governance and Controls

Define Standards ACAEBIN Role in

for Third Party defining Industry
Connections to Risk Governance

internal systems Frameworks

Regulator
Guidance

Minimum Security
Standards to Vendor
Service Providers Management

providing Programs — Audits,

processing and Reconcilliation
Hosting services
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