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The future belongs to those who

prepare for it today...
Malcolm X
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The world is moving at a fast pace and technology is

changing everything

Most enterprise

relationships
At least a third 30+ petabytes with customers
of all data will (45 million CD- won't require
LAl pass through the ROM discs) of humans by Al to repl
10 billion cloud by 2020 user-generated 2020 o ot e
moblle deVlceS 1 16% ijobs
. . : data stored,
will be in use by over next
accessed and

2020 decade

B — analysed E e S—

The world is on the verge of a Fourth Industrial Revolution...

Source: IBM big data hub, Information week, Motley Fool, Forbes (2016 data)
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' It is changing the way we make decisions and the way
we do business especially with the advent of data &

Where speed and sophistication cowunt

The bigger the stakes, the bigger the difference that sophisticated analytical capabilities can
make

Gnoww an existing business

Corporate restnuacioring

A mmEjor imvestment in the buesiness

Enter a new industiry or start a mvesww business
A chamge o an existing business model
Collaborate with competitors

Corporaie fErmEning

00003090

Brand positiomnimg

When making
their next

big decision,
executives
told us they
will rely on:

criemnaoce
Intumitiom

IData and lecember 201Z3
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It is also changing the landscape of the audit function...

Changing Landscape

As organisations embed Stats from PwC’s State of the Internal Audit
1 Profession Surveys
emerging technology
O 1 there will be the need for
New areas to 1ﬁterna1 audit to review m
review them |

New risks and controls 0 ()
O 2 will mean that the 1st line 4 O /0 65 /O

changes, the 2nd line

Changing : of internal audit of CAEs report they
. evolves and the 3rd line g )
lines of functions have have some data skills
needs to be ready! : : . :
defense increased their on their team either
investment in data in-house or through
analytics in the last third parties
As the types of audits three years
O you perform changes, you
Will need to identify people 12016 State of the Internal Audit Profession Study 2 2015 State of the Internal Audit Profession Study
New skills and  with new skills and
capabilities capabilities in these areas
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...alongside other disruptive forces

) (1)
58% 44% 37% 36% 34%
New regulation  Changes in Cybersecurity Financial Technology
business model and challenges advancement
or strategy privacy treats
Source:2017 PwC State of the Audit profession survey
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...and today organisations can no longer continue with
business as usual

Stakeholders continue to raise % of stakeholders who say internal audit
the bar on value expectations...  @4ds significantvalue

Hb 457

ﬁ of stakeholders want 5 4 %

Internal Audit to

reach trusted advisor

status for the

business — however

Internal Audit M 2016 2017
appears to be losing

ground in trying to

keep pace with Source: 2017 State of the Internal Audit Profession Study
stakeholder
expectations.
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The internal audit function is also faced with a few other
challenges...

77% of board members and 68% of management believe Internal Audit’s current level of
involvement in disruption is not sufficient

Not a priority Inadequate tools and
investment for technology

Interr-~1 Audit capabilities

°
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...and feedback from surveys over time indicate that
more value can be derived from internal audit

(14
My audit budget is finite, yet I am expected to increase coverage

(44
Our auditors spend too much time on non value-added activities

(14
We need to fundamentally improve audit quality and value

We need to better align with compliance and risk

(44
We need to better understand risk

Source: PwC’s 2013 State of the Internal Audit Profession Whitepaper
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Analytics is the solution and it presents unprecedented
value for the audit functwn

» Audit and executive reports
e Issues dashboard
* Compliance metrics

e Analytics validation review |

e Multi-unit auditing

» Data-driven testing

* 100% coverage

* Process, control, and results
validation

* Root cause identification

* Deeper business understanding to assist in audit intelligence

Q.
Opype oD
a3y n 6\‘\0
u 0 i q A\l
s Monitoring &

Embedded and
Sustainable Analytics

-----------------------------------------------------------------
o

Enterprise risk management
Annual internal audit risk
assessment

Risk monitoring

Business unit or site-level
profiling

Project-level risk assessment
Audit pre-planning

Audit scoping and planning
Risk attribute sampling
Embedded

» Lower existing and future costs through automation of processes

* End-to-end testing for process and control verification

» Identification of anomalies and patterns for high risk, leading to enhanced coverage
» Effective communication of key issues and findings through dynamic dashboards
» Audit functions that are more relevant to the business and boards
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Audit automation — Approach

Based on an understanding of the clients business, risk profile, IT environment,
audit plan, expressed pain points etc. as well as their current maturity related to
continuous auditing and audit automation, develop an initial list of potential target
processes based on the criteria defined below:

Will changes in testing strategy yield improved risk coverage?

Will changes in testing strategy reduce testing time and/or effort?

Improve risk coverage? Once established are new routines repeatable without significant changes?

Is the potential benefit significant enough to warrant the effort?

Target
for CA

Improve testing efficiency

Repeatable

Can IA be given the
Is data readily accessible access and training to
and available in a usable access the application
: Data S
Automation Rich Application
Yes No
Audit Analytics-Rethinking the Audit function Confidential Information for the sole benefit and use of PwC’s Client. December 2017
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What data do we need to assure?

...................................................................................................................................................................................................

processing of E.g. data which highlights
transactions e.g. who is doing what
customer data, vendor activities and in what
data, property data, bank ways.

account data etc.

Externally

reported data Master/ Process and Access data Configuration
transactional

and standing and interface
management data data data

information (MI)

Data and information Eo data which Data which shows how
-5- Cala WhlC systems are architected

illuminates h(;)W | and how data flows and
processes and controls is reconciled between
are operating in systems.

practice.

used as a basis for
critical decision making,
financial statements,
regulatory reports etc.

Commercial/

Financial Data People Data

Operational Data
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Data Analytics in Internal Audit

Data analytics is an audit enabler, helping internal
audit teams continuously innovate and drive value
throughout the internal audit lifecycle and across the
Some benefits of embedding data analytics in organisqtion, .enabling a sharper focus on risk areas
audit activities include: QHEBISHESS SRl

v" The ability to place focus on the more dynamic parts of
the business with higher risks through a top-down and
bottom-up approach in risk assessment

v" Deeper business understanding to assist in audit
intelligence

Tracking of
issues and

actions

v' Identifying anomalies and patterns for high risk,

leading to enhanced audit coverage Internd) Audit

Lifecycle
v Timely identification of issues due to real-time

visualisation of data

Controls and
compliance
assessments

Supporting
Sieldwork

v End-to-end testing for process and control verification

v' Lower existing and future costs through automation of
audit processes

Extrapolation,
predictive risk
analyties and
internal
benchmarking

Continuous
Auditing

v' Effective communication of key issues and findings
through dynamic dashboards

Audit Analytics-Rethinking the Audit function
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Data maturity in internal audit

Continuous

transactional
monitoring

Continuous

Business
enabler

auditin
9 e Automated controls
are monitored on a

Predictive

analytics

The extensive data
structures are
dissected and
normalised within
the tool to facilitate
understand of
activities (Pattern

Ll 4 physical and logical - vea time bastsonce. - Matching)

. e ata repository _
per;Octlilc (internally or exceptions are flagged ® Normality is learned
anatytics externally to risk and/or controls gggngenlgarsn.id Zn lised

Analytical scripts are developed/procure) owners on a real time scenario;l iIllCigUdti};lio’
. i i . ;

g automated ang linked to key systems basis introduction of false

b standardised for and re51d1r}glon51te « Resonsibilitvt positives and
S specific reviews and accessib e by esponsibility to incorporating new
g g Manual IA « IA function own Internal Audit operate the ' scenariosand
R function Ivtical tools such ® Opportunity to utilise programme rests with  variables as required
» o anaytica too’s suc analytics is e Overlay wi the busi IA to train the tool

y with e business. IA are a
—— as IDEA and ACL considered as part of  dashboards and alerts  user and potentially .

° Audltlng 1S available . . e Exceptions to
performed using scoping for every [A to enable IA to custodian of the attegn and subtle
observation, « Bespoke analytics are mc:in}iltor exceptions programme ?isk concentrations
walkthrough or run on a one off basis T and hot spot areas on exposed

= a’ hard copy to address specific ) Sgsgce)l#ifttrzfcft and a continuous basis * Coqtrol v.vt?aknesses ’

~ e documents audit requirements analysis of data . . . are 1d§nt1f1e§1 an‘d * Proactive and

O Q ] o e Keyinputindefining  remediated ina real-  predictive actions

.2 ‘S * Audit sampling is and updating the TA time’ manner priorto  taken
< 'B &E §t2(11tlst1cal taI}d/ or plan the risk materialising
judgementa
~R
>
Reactive Predictive . . o . .
Effectiveness in monitoring of key risks
Audit Analytics-Rethinking the Audit function Confidential Information for the sole benefit and use of PwC’s Client. December 2017

PwC



|
Building data analytics capability
Next steps

! Business credibility is key

Pilot

Demonstration of flexibility
Common language

Audit and insight

So what?

i Real vision
e A thought through

strategy of what you are
seeking to achieve and
your direction with
business buy-in

Getting organised

Data extract/
reconciliation protocols

Data protection approach
Analytical techniques
Validation and reporting

People
process
technology

Rim opdoad

Skilled data people
e Data analysts
e  Access to data scientists

e Auditors with data
experience

e IT specialists

e Business and process
knowledge within your
business

More than pretty pictures

Tableau
Qlik

PowerBI

Kit — What have you

i gotalready?

- e Extraction tools (ACL)
- e Profiling tools

e Analytical tools (SQL, IDEA,

Monarch, Python, SAS)

. o Secure storage
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Data analytics in the internal audit lifecycle
What good looks like

Credit Risk Dashboard

LCreditRisk DataSheet

L Operational Risk Dashboard

L Operational Risk Scorecard

=
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Data analytics in the internal audit lifecycle

What good looks like

Credit Risk Dashboard J Credit Risk DataSheet

| Operational Risk Dashboard |

Operational Rigk Scorecard

=
pwe

Qe ~

Current Exposure
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i Uitilization
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lbor 0oz ugs wos |
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lL 20070 200810 20090 20000 2010 201210 20130 20140 20150 2016'
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I'- Jam o Feb O Mar© Aprl May © Jun o JulD Augl Sep o Qb O Meow L De-:l

All Data Bie0
Account name Account no Account Officer Collater..  C.. Loan.. Facility Type NairaEQY P> Sanct_date
Aar Habartsa 041390000017 Christine Callins 0. 14GM Coubtful - PERSCMAL LOAM 2 -19640.7 1 4f1042013
Aaron Habartsa 129390000030 Cravid Ellis 0 MaM Substa,,  PERSOMAL LOAN 2 -314626.99 4 Ef9,2015
Baron Hubertso 000292829 Judy Johnson 0/MEMN Doubthul  CURREMT ACCOUNT IMNDIVIDUA -3.15 T
Baton Andrews 007400000073 Jacqueline Read 0MaEM Perfar,., ADMAMCES -SHORT TERM -249829.54 1 927 2013 1t
Aaron Baker 043390000110 Ann Campbell 0 14GM Perfor.,,  PERSOMAL LOAN 2 -207356 28 4 '3,'3,'2014:
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BB FALLES RD Baron Burbon 002055134 Williarn Johnson 0 MEMN Perfor,.,  CURRENT ACCOUNT CORPCRATE -3284.04 4=
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Aaron Castilla 109390000034 Cyrthia Ahvarez 0 MGM Dokl PERSOMAL LOAN 2 -Bd222 BE L3 4f10/z014
Aaron Chaoman 022390000015 Jane Wiest 0 1EM Doubtful  PERSCMAL LOAM 2 -39384.24 1 gizniznz
Aaron Halmes
uavan Kirn Customer Exposures With No Approval Limits Customer Exposures vs Credit Classifications
:::z: E:IE': Account Name Exposure Limit Account Name Facility Type Loan Type  Limit Exposure flil"ilizalion E;:Igl;z;:
aron Ray Cerlos Gerze 431 1] Daros Gobson PERSOMAL LOAM 2 Perfarming 160,000 133,275 £3.3% :
adariCarrall Lillien Burns Cdi 1] Phaolop Tarros PERSOMAL LOAM 2 Parfarming 900,000 288,277 22.0% E:
A d o Coe 2 Ternmy Cerr 30,311 ] Scoft Raood PERSOMAL LOAM 2 Perfarming 2,250,000 2074845 9225 1
Bewverly Lewrence CE.041,720 ] Bowarly ol PERSOMAL LOAM 2 Perfarming S00,000 208,549 41.7% 2"
i . Cetl Berry 1] i arogory Lynch PERSOMAL LOAM 2 Perfarming 230,000 7,134 2259 2t
ADYAMCES -SHORT TERM Helen Carr 2,455,733 il Larry Groon PERSOMAL LOAM 2 Performing 150,000 87,4391 B339 E
ALL-IM AT LOAR Jemes Vesquez 123,910,756 ] Coralyn Hurtor PERSOMAL LOAM 2 Performing E00,000 363,077 EO.55% 2
ARMED FORCES PERSCRMAL L Jose Shew 4E14,821 ] Harry Honry PERSOMAL LOAM 2 Perfarming 150,000 138,533 92 450 1
BOA FINANCED LOAN Mery Beker 7600,812 i Ceralyn Hurter PERSCMAL LOAN Perfarming 722,741 169,691 235% £
CBM MEMEDF LOAN Lillier Wiebks 3 i Gregory Lynch PERSCMAL LOAN 2 Performing 1,500,000 1,271,672 24,89 Z
COMTRACT FINAMNCE (H-EMI] Feyrmand Dunicen 145 521 i Phelep Tarres UMIVERSITY STAFF LOAMS Performing 2,000,000 1,329,595 66 596 3
CURR ACCT BUREAL DE CHAM Tare Crnnar 347 il 194,202,151,769 188,913,427,686 97.3% 5,288,724
188,913,427,686 1}
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Data analytics in the internal audit lifecycle
What good looks like

Current Exposure  No of customers Facility Type Loan to deposit ratio PDO Value

N28 B 505 3 22.08% N 17.68B (Quase "
A ) Exposure analysis Bl Non Performing Loan Concentration Limits R

Exposure analysis by directorate dimension Ratio of NPL to Total Loans Customers with lpans >= 20% of Shareholders fund

Billion
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=< W @ ‘ 0.00% trom 125t month 8

= Abiga & Morth -335 S
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-l_ __| South Bank l 184 1 2
-

0%

2
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REMEDTAL IWHE GRA QBXUH MAL.
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Data analytics in the internal audit lifecycle
What good looks like

Current Exposure No of customers Facility Type Loan to deposit ratio PDO Value Q -
o

N28 B 505 3 22.08% N 17.68B
_ Exposure analysis Non Performing Loan Concentration Limits
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Data analytics in the internal audit lifecycle
What good looks like

Credit Risk 1 of 3

_‘ Total Exposure (Maira) Naira Exposure USD Exposure Pound Exposure Mon Performing Loans % Mon Performing Loans
wcC

P H129.7B ®115.0B $239.4M £39M H44.1B  34%

Location
Loah Officar Exposure by Sector Value & Count of Non Performing Loans by Location
Building & Construction  [Eheiliall Health & i N2588
g 28% 133 Medical & -
Facility Type Services i j
o Abujs
8% 2 ‘
E mig88 | e L ]
& | RI\"EFS
Tenor E | Qyo ®
= L]
£ nges s 0
Sector g 58 188 158 286
Count of Non Performing Loanz
Loan Exposure by Tenor Loan Exposure by Location Performing vs Non-Performing Loans
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‘\’d\ e L 5 N'Djamena
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Data analytics in the internal audit lifecycle

What good looks like
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Data analytics in the internal audit lifecycle
What good looks like

Credit Risk 3 of 3
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Thank you.
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