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The future belongs to those who
prepare for it today…

Malcolm X
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Innovation and Disruption
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The world is moving at a fast pace and technology is
changing everything
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10 billion
mobile devices
will be in use by
2020

At least a third
of all data will
pass through the
cloud by 2020

30+ petabytes
(45 million CD-
ROM discs) of
user-generated
data stored,
accessed and
analysed

The world is on the verge of a Fourth Industrial Revolution...

Source: IBM big data hub, Information week, Motley Fool, Forbes (2016 data)

Most enterprise
relationships
with customers
won't require
humans by
2020

AI to replace
16% of jobs
over next
decade



PwC
December 2017Confidential Information for the sole benefit and use of PwC’s Client.

It is changing the way we make decisions and the way
we do business especially with the advent of data &
analytics…
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The bigger the stakes, the bigger the difference that sophisticated analytical capabilities can
make
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It is also changing the landscape of the audit function…
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New areas to
review

01

Changing
lines of
defense

02

New skills and
capabilities

03
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As organisations embed
emerging technology
there will be the need for
internal audit to review
them

New risks and controls
will mean that the 1st line
changes, the 2nd line
evolves and the 3rd line
needs to be ready!

As the types of audits
you perform changes, you
will need to identify people
with new skills and
capabilities in these areas

Stats from PwC’s State of the Internal Audit
Profession Surveys

40% 65%
of internal audit
functions have
increased their

investment in data
analytics in the last

three years

of CAEs report they
have some data skills
on their team either
in-house or through

third parties

1 2016 State of the Internal Audit Profession Study 2 2015 State of the Internal Audit Profession Study

Changing Landscape
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…alongside other disruptive forces
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58%

New regulation

44%

Changes in
business model

or strategy

37%

Cybersecurity
and

privacy treats

36%

Financial

challenges

34%

Technology

advancement

The top five disruptions experienced by companies in the last 2 years.

Audit Analytics-Rethinking the Audit function

Source:2017 PwC State of the Audit profession survey
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Stakeholders continue to raise
the bar on value expectations…

…and today organisations can no longer continue with
business as usual
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% of stakeholders who say internal audit
adds significant value

54% 44%

20172016

48%
of stakeholders want
Internal Audit to
reach trusted advisor
status for the
business – however
Internal Audit
appears to be losing
ground in trying to
keep pace with
stakeholder
expectations.

Audit Analytics-Rethinking the Audit function

Source: 2017 State of the Internal Audit Profession Study
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Lack of necessary skills
Not a priority

investment for

Internal Audit

The internal audit function is also faced with a few other
challenges…
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Inadequate tools and

technology

capabilities

77% of board members and 68% of management believe Internal Audit’s current level of
involvement in disruption is not sufficient

Internal audit function

Audit Analytics-Rethinking the Audit function
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…and feedback from surveys over time indicate that
more value can be derived from internal audit
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Source: PwC’s 2013 State of the Internal Audit Profession Whitepaper

“My audit budget is finite, yet I am expected to increase coverage

“Our auditors spend too much time on non value-added activities

“We need to fundamentally improve audit quality and value

“We need to better align with compliance and risk

“We need to better understand risk
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Analytics is the solution and it presents unprecedented
value for the audit function
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01

• Enterprise risk management
• Annual internal audit risk

assessment
• Risk monitoring
• Business unit or site-level

profiling

04

• Audit and executive reports
• Issues dashboard
• Compliance metrics
• Analytics validation review

03

• Multi-unit auditing
• Data-driven testing
• 100% coverage
• Process, control, and results

validation
• Root cause identification

02

• Project-level risk assessment
• Audit pre-planning
• Audit scoping and planning
• Risk attribute sampling

Embedded

Embedded and
Sustainable Analytics

• Deeper business understanding to assist in audit intelligence
• Lower existing and future costs through automation of processes
• End-to-end testing for process and control verification
• Identification of anomalies and patterns for high risk, leading to enhanced coverage
• Effective communication of key issues and findings through dynamic dashboards
• Audit functions that are more relevant to the business and boards

Benefits



PwC
December 2017Confidential Information for the sole benefit and use of PwC’s Client.

Audit automation – Approach
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Based on an understanding of the clients business, risk profile, IT environment,
audit plan, expressed pain points etc. as well as their current maturity related to
continuous auditing and audit automation, develop an initial list of potential target
processes based on the criteria defined below:

Improve risk coverage?

Valuable

Repeatable

Improve testing efficiency

Target
for CA

Data
RichAutomation Application

Will changes in testing strategy yield improved risk coverage?

Will changes in testing strategy reduce testing time and/or effort?

Once established are new routines repeatable without significant changes?

Is the potential benefit significant enough to warrant the effort?

Yes No

Is data readily accessible
and available in a usable
format and frequency?

Can IA be given the
access and training to
access the application
for periodic testing?

Audit Analytics-Rethinking the Audit function
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Audit automation
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What data do we need to assure?
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Externally
reported data
and
management
information (MI)

Master/

standing
data

Process and
transactional
data

Access data Configuration
and interface
data

Data which is used in the
processing of
transactions e.g.
customer data, vendor
data, property data, bank
account data etc.

E.g. data which
illuminates how
processes and controls
are operating in
practice.

E.g. data which highlights
who is doing what
activities and in what
ways.

Data and information
used as a basis for
critical decision making,
financial statements,
regulatory reports etc.

Data which shows how
systems are architected
and how data flows and
is reconciled between
systems.

Financial Data
Commercial/

Operational Data
People Data

Audit Analytics-Rethinking the Audit function
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Some benefits of embedding data analytics in
audit activities include:

 The ability to place focus on the more dynamic parts of
the business with higher risks through a top-down and
bottom-up approach in risk assessment

 Deeper business understanding to assist in audit
intelligence

 Identifying anomalies and patterns for high risk,
leading to enhanced audit coverage

 Timely identification of issues due to real-time
visualisation of data

 End-to-end testing for process and control verification

 Lower existing and future costs through automation of
audit processes

 Effective communication of key issues and findings
through dynamic dashboards

Data analytics is an audit enabler, helping internal
audit teams continuously innovate and drive value
throughout the internal audit lifecycle and across the
organisation, enabling a sharper focus on risk areas
and business issues.

Data Analytics in Internal Audit
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Data maturity in internal audit
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Manual IA
function

 Auditing is
performed using
observation,
walkthrough or
hard copy
documents

 Audit sampling is
statistical and/or
judgemental

Piloting and
ad hoc

 IA function own
analytical tools such
as IDEA and ACL
available

 Bespoke analytics are
run on a one off basis
to address specific
audit requirements

Sustainable and
periodic

analytics

 Analytical scripts are
automated and
standardised for
specific reviews

 Opportunity to utilise
analytics is
considered as part of
scoping for every IA
review

 Specialist staff
support extract and
analysis of data

Continuous
auditing

 A physical and logical
data repository
(internally or
externally
developed/procure)
linked to key systems
and residing onsite
and accessible by
Internal Audit

 Overlay with
dashboards and alerts
to enable IA to
monitor exceptions
and hot spot areas on
a continuous basis

 Key input in defining
and updating the IA
plan

Continuous
transactional

monitoring

 Automated controls
are monitored on a
real time basis once
and potential
exceptions are flagged
to risk and/or controls
owners on a real time
basis

 Responsibility to
operate the
programme rests with
the business. IA are a
user and potentially
custodian of the
programme

 Control weaknesses
are identified and
remediated in a ‘real-
time’ manner prior to
the risk materialising

Predictive
analytics

 The extensive data
structures are
dissected and
normalised within
the tool to facilitate
understand of
activities (Pattern
Matching)

 Normality is learned
and relearned on
demand using stylised
scenarios including
introduction of false
positives and
incorporating new
scenarios and
variables as required
to train the tool

 Exceptions to
pattern and subtle
risk concentrations
exposed

 Proactive and
predictive actions
taken
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Reactive Predictive
Effectiveness in monitoring of key risks
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Building data analytics capability
Next steps
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More than pretty pictures

 Tableau

 Qlik

 PowerBI

Business credibility is key
 Pilot

 Demonstration of flexibility

 Common language

 Audit and insight

 So what?

Getting organised
 Data extract/

reconciliation protocols

 Data protection approach

 Analytical techniques

 Validation and reporting

People
process

technology

Kit – What have you
got already?

 Extraction tools (ACL)

 Profiling tools

 Analytical tools (SQL, IDEA,

Monarch, Python, SAS)

 Secure storage

Real vision

 A thought through
strategy of what you are
seeking to achieve and
your direction with
business buy-in

Skilled data people

 Data analysts

 Access to data scientists

 Auditors with data
experience

 IT specialists

 Business and process
knowledge within your
business

Audit Analytics-Rethinking the Audit function
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Data analytics in the internal audit lifecycle
What good looks like
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Data analytics in the internal audit lifecycle
What good looks like
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Data analytics in the internal audit lifecycle
What good looks like
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What good looks like
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Data analytics in the internal audit lifecycle
What good looks like
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Data analytics in the internal audit lifecycle
What good looks like
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Data analytics in the internal audit lifecycle
What good looks like
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