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Alexander Solaat Rødland & Olav Tvedt

The Windows 11 security tips 
I wish I knew last week!
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Alternative Speaker Bio

• 11 years Microsoft MVP

• I'm trying to (re-)build a W98 computer

• AI ranger in Storebrand

• I travel alone

“It's easier to stay out,
than get out”

QR CODE for 
LinkTr.ee or 
Bio.Link etc
(generate at 

QR Code 
Generator)
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Olav Tvedt

• 17 x MVP Azure

• I know MS DOS!

• I am still learning Azure

“I never LOSE, I either WIN or LEARN”

Cloud Dude
Sparebanken Vest

https://www.linkedin.com/in/otvedt/

https://olavtvedt.blogspot.com/

olavtwitt

https://github.com/OTvedt/Scripts-For-Sharing

https://www.youtube.com/@bluescreenbrothers
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“Quotes, either from 
Shakespare, or a senior 
technical expert make you 
look smarter, like this one”

- Alexander 2024
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“…Not a tech problem, it is 
a 100% people problem…”

- Scott Hanselmann 
Scottish Summit 2024
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Security - ABC
Let us start with the foundation…
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Windows hello?

16
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What IS a 
Windows 11 PC?

The foundation – one more time!
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Windows kernel – now rusting?
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Why should  I  upgrade?

VBS

HVCI

W11 recieve new features

20
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Why should  I  upgrade?

VBS

HVCI

W11 recieve new features

AND… 
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Who are we fooling anyways?!
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But moOoOom, I don't want… AI?!?!

24

Server to cloud

From expencive internal IT 
management to sentralized "shop" in 
the cloud.

PC to server

From distributed storage, 
floppys and memory sticks to 
shared fileshares and 
sentralized storage

Paper to PC

Transition from typewriter, 
papers and handwritten 
notes and "old" data.

Cloud to…

Guess what, not our first rodeo!
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W10 W11?

Modern 
Security

Technical 
deptNew HWProblem\Solution

Non- supported HW 

N/AUpgrade W10-W11

Wipe & load

25
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Always start with the basics!
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Pre-boot

29

Bitlocker

BitLocker is a Windows security 
feature that provides encryption for 
entire volumes, addressing the 
threats of data theft or exposure 
from lost, stolen, or inappropriately 
decommissioned devices

Secure Boot

Only authenticated and 
unaltered components are 
loaded during the boot 
process to maintain the 
integrity of the system

Purchase

Security hardware and 
features enabled directly 
from factory – no legacy or 
post-configuration

VBA

Kerberos, NTLM, and Credential 
Manager isolate secrets by using 
Virtualization-based security (VBS). 
Previous versions of Windows 
stored secrets in its process 
memory
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Defence in levels
and layers
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Smart App Control

Widows 11 

Clean installation of 
Windows 11 

Signature validation 

Turned on, valid 
signature/certificate 
required for apps to 
run, blocked if not

Bypass SAC

Evaluation mode, 
Off/On, 

No bypass for 
individual 
applications 

32
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Smart Appkontroll
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What local admin?
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What if?
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Protected admin rights
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The non-local admin
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Intune add-in?
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Entra ID Joined Device Local Administrator
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Naaah, what
could go wrong
anyways?!
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What if v2…

Sandbox
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Thank You

• It does not end here

• Implement security features

• Don't annoy the users (too much)

• The presentation however?!

• THAT ends here!

“It’s OK to 

be not OK”


