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THANK YOU TO OUR SPONSORS!



FROM CHIP TO CLOUD

1.Cloud

2.Identity and Privacy

3.Applications

4.Operating System

5.Hardware/The Chips



WITH GREAT POWER…
…Comes endless complexity



WITH GREAT POWER

❖Low risk

❖High reward

❖“Bragging rights”



THE BEGINNING - THE CHIPS

•Open access to a “secure” uefi/bios 

What the hack!

• Local Admin ?



WINDOWS LAPS FOR AZURE AD

https://learn.microsoft.com/en-us/windows-server/identity/laps/laps-scenarios-azure-active-directory



WINDOWS 10 ROAD TO SECURITY



WINDOWS 10



FIRMWARE ATTACK SURFACE REDUCTION 
(FASR)

CERTIFIED BOOT PATH CUSTOM BOOT PATH





WINDOWS 10 -> 11





WHO ARE CHEATING?



THE PERFECT HARDWARE



ESSENTIALS FUNCTIONALITIES

• TMP 2.0

• Cryptoprocessor

• VBS (Virtualization-based security)

• Secure Boot

• Virtual Secure Mode (VSM)

• Credential Guard

• Device Guard

• Application Guard

• Hypervisor-protected code integrity (HVCI)

• System Guard

• Windows Sandbox

• And so on….



TPM

CPU TPM Chip



TPM

CPU TPM ChipBUS



WINDOWS 10 -> 11



WINDOWS 10 -> 11 -> ?



TPM

CPU TPM ChipBUS



PLUTON

Pluton

Now you have to have a scanning electron microscope if you want to sniff that bus.

- John Shock, Principal Software Engineer at Microsoft and lead for the UEFI firmware development on Surface. 



PROTECT AGAINST WHAT?

SECURITY AT CORE- LEVEL MELTDOWN & SPECTRE?

• Thwart future spinoffs

• Keys never leave Pluton

• Integrated to the CPU die

• Pre-tested since 2013-ish

• It might be disabled(!)



THE PERFECT HARDWARE 2.0



VBS AND TPM PROTECTS USER-CONTEXT

• Device guard

• Credential guard

• Windows Hello for Business



DEMO – ENABLE CREDENTIAL GUARD



DEMO – ENABLE CREDENTIAL GUARD

• LsaIso.exe - GPO



EXAMPLES HOW VBS PROTECTS APPLICATIONS

• Sandboxing

• WDAG

• Sandbox

• Smart App Control

Remember me?





WDAG LICENSE REQUIREMENTS





Config files:

https://github.com/OTvedt/Scripts-For-Sharing



CLOUD AI

• Microsoft Defender for Identity

• User risk

• Sign-in risk

• Microsoft Defender for Endpoint

• Microsoft Defender for Office

• Microsoft Endpoint Manager

• Smart App Control

• And so on…







FROM CHIP TO CLOUD

1.Cloud

2.Identity and Privacy

3.Applications

4.Operating System

5.Hardware/The Chips



SPEAKER
OLAV BLUESCREEN

https://www.linkedin.com/in/otvedt/

https://olavtvedt.blogspot.com/

olavtwitt

https://github.com/OTvedt/Scripts-For-Sharing

https://www.youtube.com/@bluescreenbrothers

• 15 x MVP

• Setup & Deployment

• Software Packaging, Deployment & Servicing

• Windows Expert – IT Pro

• Office and Applications

• Cloud & Server Installation and Servicing

• Cloud and Datacenter

Azure Janitor



SPEAKER
ALEX BLUESCREEN

• 9x MVP

• Surface

• Windows and Devices for IT

• 5 x MVP Windows Insider

https://solaat.no/

alexsolaat

https://www.linkedin.com/in/alexsolaat/

https://www.youtube.com/@bluescreenbrothers

M365 Janitor



GIVE US YOUR FEEDBACK! 
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