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= Microsoft | Learn Documentation Training Certifications Q&A Code Samples Assessments Shows Events

Windows Server Getstarted Failover clustering  Management  Identity and access  Networking  Troubleshooting  Related products

Y& Filter by title Learn / Windows Server /

o Get started with Windows LAPS o e

> Solutions and Scenario Guides

> Active Directory Domain Services a nd Azu re Active Di re cto ry ) aw‘)‘,as‘—‘\‘ e ™ cotd

> Active Directory Federation Services

> Active Directory Rights Management Service Article = 11/14/2022 = 6 minutes to read - 3 contributors ‘.\(\.\_ge - ) Ce“}, “l‘“{)’

Active Directory Certificate Services

. . .. AN u® COEFPT - A
Administrative tools and logon types Learn how to get started with Windows Local Administrator Passw owe‘g‘(\ y 2 va(’a\ﬁ - 3&_‘?9 pY
reference LAPS) and Azure Active Directory. The article describes the basic pr P t,\,a‘? . /—’@17‘ 44
o o Windows LAPS to back up passwords to Azure Active Directory and 5 N 7;3’“7’
> Software Restriction Policies v 25“_%

~ Windows Local Administrator Password
@ Important

Solution

What is Windows LAPS? Windows LAPS currently is available only in Windows 11 Insider Previe\ _lie“a“\“’ - "?:3\01@&'6
- 7 : \ N T =
Key concepts in Windows LAPS and later. Support for the Windows LAPS Azure Active Directory scenaris o0& et 0&‘5‘102
~ Windows LAPS scenarios private preview, and limited to a small number of customers who have a ¢ \}553-:\3‘“9’

Windows LAPS and Azure Active engagement with engineering. Once public preview is declared in 2023, all /

. will be able to evaluate this AAD scenario.
Directory

Windows LAPS and Windows Server

https: / /learn.microsoft.com /en-us /windows-server /identity /laps /laps-scenarios-azure-active-directory
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% PC Health Check

(1) This PC doesn’t currently meet
Windows 11 system requirements

Check to see if there are things you can do, and if not, you'll keep
g

etting Windows 10 updates.

TPM 2.0 rnust be supported and enabled on this PC,
More about enabling TPM 2.0
TPM: TPM not detected

There must be at least 4 GB of system memory (RAM).
Learn more.

System memory: 2 GB
This PC supports Secure Boot

The processor is supported for Windows 11.

Hide all results Learn more
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- win1l-insider

Virtual machine

P o

| F Search

™ overview
F Activity log
Access control (IAM)

@ Tags

2 Diagnose and solve problems

| « 7 Connect D‘ Start
# Essentials
Resource group {(move) : virh
Status : Running
Location : West Europe
Subscription (move)

Settings
£ Networking
Connect

Disks

W gize

Microsoft Defender for Cloud

L
& Advisor recommendations
ICH

Extensions + applications

Continuous delivery
% Availability + scaling
# Configuration
Identity
I.I Properties
Locks
\ Operations
Bastion
© Auto-shutdown
& Backup
F

Micackar rarnuon:

Subsc

Tags (edit

£ Search resources, services, and docs (G+/)

: MVP - Microsoft Azure Sponsorship

i Delete

ription ID

: fsb2a44b-61bb-4bdd-b9d0-b097c0e028e0

: Click here to add tags

Operating system

Size

) Refresh || Openinmobile = CLI/PS £ Feedback

: Standard DS3 v2 (4 vcpus, 14 GiB memory)

Public IP address

Virtual network/subnet :

DNS name

Properties = Monitoring Capabilities (7} Recommendations Tutorials

L 4

Virtual machine
Computer name
Health state
Operating system
Publisher

Offer

Plan

VM generation

VM architecture

Agent status

Agent version

Host group

Host

Proximity placement group
Colocation status

Capacity reservation group

Availability + scaling

win11-insider

Windows (Windows 11 Enterprise)

microsoftwindowsdesktop

windows-11
win11-22h2-ent
V2

x64

Ready
27414911071

MNone

N/A

0

: Windows (Windows 11 Enterprise)

virtual-machines-vnet/default

Networking

Public IP address
Public IP address (IPv6)
Private |P address

Private |P address (IPv6)

Virtual network/subnet

DNS name

Size
Size
vCPUs
RAM

Disk

05 disk

Encryption at host
Azure disk encryption

Ephemeral OS disk

virtual-machines-vnet/default

Configure

Standard DS3 v2
4

14 GiB

win11-insider_OsDisk_1_bb476e1140c54dd1878efffab41bef0c
Disabled

Not enabled

N/A
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System Guard

Windows Sandbox

And so on....




Windows Security
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Home

Virus & threat protection
Account protection

Firewall & network protection
App & browser control
Device security

Device performance & health
Family options

Protection history

Settings

{} Security processor details

Information about the trusted platform module (TPM).

Specifications

Manufacturer Intel (INTC)
Manufacturer version 500.14.0.0
Specification version 20

PPI specification version 13
TPM specification sub-version 1.3
PC client spec version 1.0

{1/

)

Status

Attestation Ready
Storage Ready

Security processor troubleshooting

Learn more

TPM Chip
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O
Now you have to have a scanning electron microscope if you want to sniff that bus.
/3 - John Shock, Principal Software Engineer at Microsoft and lead for the UEFI firmware development on Surface.
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Microsoft Endpoint Manager admin center

« Home > Endpoint security > User Protection Policy = @ Oppgavebehandiing = O X
Home . 8 =
f 1k User Protection Policy | Properties - X
Dashboard - ' & Prosesser Ea Kjer ny oppgave @ Avslutt oppgave @ Effektivitetsmodus ese
EE All services I ,O Search (Ctr|+/) J « - 12 % 42 % 1 % O %
i . . ) Navn Status Prosessor Minne Disk Nettverk
[CH Devices Overview Basics Edit ) .
Windows-prosesser (117)
&2 Apps © Overview
Name < App for tjenester og kontroller 0% 5,6 MB 0 MB/s 0 Mbps
Endpoint securi
(i P y ) Mistiags Description s { [®] Credential Guard & VBS Key Isolation } 0% 3.0 MB OMB/s 0 Mbps
Reports Platform Desktop Window Manager 0 MB/s 0 Mbps
Properties .
& Users o= Kjeretidsprosess for klientserver 0% 2,4 MB 0 MB/s 0 Mbps
Monitor Assignments Edit o _
A& Groups I Kjoretidsprosess for klientserver 0% 1,0 MB 0 MB/s 0 Mbps
A2 Tenant administration Device status Included groups B Konsollvindusvert 0% 0,4 MB 0 MB/s 0 Mbps
Excluded groups > Local Security Authority P 4 0% 12,0 MB 0 MB, 0 Mb; I
#< Troubleshooting + support Usenstatus group ol PR e sl /> Ls
Per-setting status . . » > ﬂ LocalServiceNoNetworkFirewall (2) 0% 11,2 MB 0 MB/s 0 Mbps
cope tags tdit Oppstartsprogram for Windows 0% 0,7 MB 0 MB/s 0 Mbps
Default Péloggingsprogram for Windows 0% 1,5 MB 0 MB/s 0 Mbps
Configuration settings Edit Reghuy 0% 5.6 M8 0 MB/s 0 Mbps
Secure System 0% 102,1 MB 0 MB/s 0 Mbps
. — Shell Infrastructure Host 0% 11,6 MB 0 MB/s 0 Mbps
A Settings
| & System 0,1 MB 0,1 MB/s 0 Mbps
~ Account Protection \ Systemavbrudd 0 MB 0 MB/s OMbps
Block Windows Hello for Business @ I Not configured
Enable to use security keys for sign-in ( Yes Not configured )
®

Turn on Credential Guard @ \ Enable with UEFI lock
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® |Lsalso.exe - GPO

(O Disabled

& Turn On Virtualization Based Security

E Turn On Virtualization Based Security

\\5 DEMO — ENABLE CREDENTIAL GUARD

(O Not Configured Comment:

O Enabled

Supported on:

Options:

Select Platform Security Level:
Secure Boot and DMA Protection i
Virtualization Based Protection of Code Integrity:
Not Configured S
(J) Require UEFI Memory Attributes Table
Credential Guard Configuration:
Enabled with UEFI lock
Secure Launch Configuration:

Not Configured &

Kernel-mode Hardware-enforced Stack Protection:

Not Configured

Previous Setting

At least Windows Server 2016, Windows 10

Help:

Specifies whether Virtualization Based Security is enabled.

Virtualization Based Security uses the Windows Hypervisor to
provide support for security services. Virtualization Based Security
requires Secure Boot, and can optionally be enabled with the use
of DMA Protections. DMA protections require hardware support
and will only be enabled on correctly configured devices.

Virtualization Based Protection of Code Integrity

This setting enables virtualization based protection of Kernel
Mode Code Integrity. When this is enabled, kernel mode memory
protections are enforced and the Code Integrity validation path is
protected by the Virtualization Based Security feature.

The "Disabled"” option turns off Virtualization Based Protection of
Code Integrity remotely if it was previously turned on with the

"Enabled without lock" option.

The “Enabled with UEFI lock” option ensures that Virtualization
Based Protection of Code Integrity cannot be disabled remotely.

Cancel Apply
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Hardware isolation of Microsoft Edge & Microsoft Office
with Microsoft Defender Application Guard

d ¢

Microsoft Office Microsoft Edge

Windows platform Windows platform Windows platform Critical system
services services services processes

# #* # #

Kernel

Microsoft Defender
Application Guard
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Device hardware
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@ SparebankenVest

Azure Janitor

olavtwitt

https://www.linkedin.com /in /otvedt/

https:/ /olavivedt.blogspot.com/
https://github.com/OTvedt/Scripts-For-Sharing

https:/ /www.youtube.com /@bluescreenbrothers
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M365 Janitor

alexsolaat

https:/ /www.linkedin.com /in /alexsolaat/

https:/ /solaat.no/

https:/ /www.youtube.com /@bluescreenbrothers
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