Alexander Solaat Rgdland & Olav Tvedt
Amesto Fortytwo & Sparebanken Vest

Saving Your Butt

The many layers of Identity Protection
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Principal Cloud Architect
Amesto Fortytwo

 Geek for more than 20 years
« Microsoft MVP — Windows and Devices for IT
« Windows Insider MVVP

* Thistripis my honeymoon(!)

“It’s easier to stay out, than get out”

https://www.linkedin.com/in/alexsolaat/
https:;//solaat.no/

alexsolaat

https//www.youtube.com/@bluescreenbrothers
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Cloud Dude
Sparebanken Vest

e Jlox MVP Azure
e | know MS DOS!

o Alex did NOT bring me on his
glelal=\Viagleleln

“l never LOSE, | either WIN or LEARN”

https://www.linkedin.com/in/otvedt/
https://olavtvedt.blogspot.com/
olavtwitt

https;//github.com/OTvedt/Scripts-For-Sharing

https//www.youtube.com/@bluescreenbrothers
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Who are you?
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What are you accessing?
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Where is Waldo??

* Any calls from «Microsoft» Iately’?
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ABSI (Artificial Butt-Saving Intelligence)

» Block identity takeover in real-time
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40TB of butt-saving security signals

Signals Verify every access attempt Apps and data
—> \/ E—
Allow access
L. ﬁ |
Require MFA
Limit access
— O —
Password reset
Y /() —

Monitor access
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Azure AD Free

Microsoft Entra ID Free

Included in Microsoft 365 E3

ldentity P2 = Identity P1 + Identity Protection
Included in Microsoft 365 E5
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Microsoft Entra admin center F o @& 0@ & alexander@solaat.one (g
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FIDO? security key settings

% Favorites

Pilots

Identity

Enable and Target
Protection
GENERAL

Ids

Registration
campaign
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Demo: TAP
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Your PC ran into a problem that it couldn’t handle

Call the Bluesscreen brothers!
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TAP ,

For joined devices to Azure AD

Other user
* During the domain-join setup process, users can ‘ ¥ ﬁ-==;-- £ EV —
authenticate with a TAP to join the device and register
Windows Hello for Business. Q=&
* On already-joined devices, users must first authenticate
with another method such as a password, smartcard or = d oy
FIDO2 key, before using TAP to set up Windows Hello for
Business. - D
* If the Web sign-in feature on Windows is also enabled, ~
the user can use TAP to sign into the device. This is : o el o o] =] =] =] =] =]l .
intended only for completing initial device setup, or AREBRREFECC = i
recovery when the user doesn't know or have a password, i W M S (R S RS BN CT L i
Caps A S D E (c] H g K L
" el xfclv]leln
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Hello vs Hello for Business

The difference between Windows Hello and
Windows Hello for Business

e |Individuals can create a PIN or biometric gesture on their personal devices for convenient
sign-in. This use of Windows Hello is unique to the device on which it's set up, but can use
a password hash depending on an individual's account type. This configuration is referred
to as Windows Hello convenience PIN and it's not backed by asymmetric (public/private

key) or certificate-based authentication.

Windows Hello for Business, which is configured by group policy or mobile device
management (MDM) policy, always uses key-based or certificate-based authentication.

This behavior makes it more secure than Windows Hello convenience PIN.

e |Nn a nutshell: Windows Hello for Business = Windows Hello
+ the Asymmetric Authentication method
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Go passwordless

» https://aka.ms/passwordlesswizard

Microsoft 365 administrasjonssenter £ =

5 - @)

@ Overview

ch that all

cure, but

Status

Mi oft Authenticator app FIDO2
Off

Temporary Access Pass

What to expect

Cancel
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https://aka.ms/passwordlesswizard

Demo: Passwordless
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Your PC ran into a problem that it couldn't handle
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Call the Bluesscreen brothers!
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/ero
Trust

Verity
=xplicitly

JIT & J

Assume
Breach
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What?
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Some ‘uh-oh’s to avoid

e Global Admin

* Privileged Role Administrator
« User Administrator

e Security Administrator

« Compliance Administrator
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What about Azure?

i : . M‘/y.ﬂ roles

o oh o A A
Access Adm

(X

Azure roles ] Root
o

management group
Owner
Contributor
Reader

User Acc agement group a @ Account admin

Classic subscription

2 Subscription
admin roles

Service admin

Co-admins [’] Resource gro

. Resource
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Demo: JIT & JEA
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Your PC ran into a problem that it couldn't handle
Call the Bluesscreen brothers!
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The watchguar

Sign-ins logs

News in Threats

New features

Those who still haven't
enabled MFA
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Demo: MFA register and
Conditional Access |
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Your PC ran into a problem that it couldn't handle
Call the Bluesscreen brothers!
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ABSI in practice

*  Sign-in risk

User risk

Impossible travel

Trends

Threats
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Demo

User risk

@ Lean more
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Your PC ran into a problem that it couldn’t handle
Call the Bluesscreen brothers!
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Demo: Sign-in risk

Qck

Settings Q. Search setti D | NewtoTor rowsers TETEESH
Let's get started. View Changelog

Abo
c ijosoft Edge
Y Explore. Privately.

You're ready for the world's most private browsing experience.

Download Updates over metered connections

Tor is free to use because of donations from people like you. Donate Now »
Questions? Check our Tor Browser Manual »

Microsoft Edge Insider B Get the latest news from Tor straight to your inbox. Sign up for Tor News »

The Tor Prject . US 501(6¢3) nonpeofit arganizaton advancing hurman ighs and freedors by ceating and deploying ree and open source amonymity

. 3 and privacy fachnologies. upporing thel unessiced avalabilty and use, and urhering thes cintiic and popular undersianding. Gat Involved »
See what's coming up next! Download any Microsoft Edge preview channel today.

E Be one of the first to see what's new

Join the Microsoft Edge Insider community

Find tha riaht nrevi
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Your PC ran into a problem that it couldn’t handle
Call the Bluesscreen brothers!
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[Support Escalation][Conditional Access][2306120050001449]
@ Roberth Strand <roberth@: .no> © | © svar | © swardlalle | = Videresend

Til

We have a customer who has managed to block all users from signing in. We have had a ticket open Monday morning, and we

still haven't received any help from Microsoft support. From a partner standpoint, we have tried all other means to get around the
conditional access policy, but nothing has worked.

They have been locked out for a while now, can we please get this escalated ASAP?

Roberth Strand
Principal Cloud Engineer, Amesto Fortytwo

LinkedIn | Mastodon | Twitter | Blog | Certifications
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What is our score?

Things change, so do you!

FOTO: FREDRIK VARFJELL / NTB
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Demo: Secure score
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Your PC ran into a problem that it couldn't handle

Call the Bluesscreen brothers!




Wait - there is more!

WILIUSUIL Azune CONTOSO (CONTOSO.ONMICRO...
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“We rise by uplifting others”
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