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English Special - Ignite 2019 Interview with Mr Hyper-V Ben Armstrong

Nov 21st, 2019

Ben Armstrong Is the Principal Program Manager with the Hyper-V team. He has more than 20 years working with virtualization a 17
of them at Microsoft. But wait, didn’t Hyper-V first arrive in 2008?, yes and that's why he is not only known as Mr. Hyper-V but many
know him as the Virtual PC Guy from his old blog. His new blog is https://american-boffin.com/blog/. We cover both cool new features
and old history, many are not aware that how much virtualization means to security in Windows 10, and Xbox. Xbox you say? Yes
already in Xbox 365 virtualization was a key feature. And was Ben invited to go onstage at VMworld?
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Xbox 360 & Xbox One

nic



About Hyper-V and how it works

VM

Operating system

Hardware Abstraction Level (HAL)

Hardware (CPU)




Windows Defender Application Guarc

HARDWARE ISOLATION OF MICROSOFT EDGE \WITH
WINDOWS DEFENDER APPLICATION GUARD
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Standalone or Enterprise?

i Windows Features — a X
Turn Windows features on or off 7]
Standalone mode To turn a feature on, select its check box. To turn a feature off, clear its check box. A
filled box means that only part of the feature is turned on.
Windows 10 Enterprise, 1709 or higher [ ]1 Services for NFS ~
. . # ] Simple Network Management Protocol (SNMP)
WlndOWS 10 PI"O, 1803 or hlgher # [ ] Simple TCPIP services (i.e. echo, daytime etc)
# [v] | SMB 1.0/CIFS File Sharing Support
#[ ] SMB Direct
. # ] Telnet Client
Enterprise-managed mode 5 (17 TFTP Clent
. . . i Windows Defender Application Guard ]
Windows 10 Enterprise, 1709 or higher T Windows 1dentiy Foundation 35
¥ Windows PowerShell 2.0
#[ ] Windows Process Activation Service
#[ ] Windows Subsystem for Linux (Beta)
# ] Windows TIFF IFilter
+ [v] | Work Folders Client
+ [v] | XPS Services
XPS Viewer v

Enable-windowsOptionalFeature -online -FeatureName Windows-Defender-ApplicationGuard n I :



System Requirement

Second Level Address Translation (SLAT)
Intel VT-x or AMD-V e

A d File Edit View Favorites  Hel
n IComputer\HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Hvsi I

64- bit CPU w. 4 logical cores e o et o sz -
. L[} IMETC ] SpecRequiredMemoryinG8 REG_DWORD 0x00000001 (1)
8 G |ga byte RAM .| InPracLogger #4¥SpecRequiredProcessorCount | REG_DWORD (x00000001 (1)
...Unless
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Hvsi
SpecRequiredMemoryInGB = 1 n I :
SpecRequiredProcessorCount = 1

Set-VMProcessor -VMName wl0 -ExposeVirtualizationExtensions $true



System Requirement

{5 Windows Features = m} X

{5 Windows Features

Turn Windows features on or off ® Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

check box. A filled box means that only part of the feature is turned on.

[ | Telnet Client ~ [J' | Virtual Machine Platform A
[J | TFTP Client [0 Windows Defender Application Guard,
[J | Virtual Machine Platform [0 | Windows Hypervisor Platfom1 Offers & secure container for internet browsing
[J  Windows Defender Application Guard [/ | Windows Identity Foundation 375
[ Windows Hypervisor Platform Ik W!ndows PowerShell _2>° : :
[J | Windows Identity Foundation 3.5 Windows Defender Application Guard cannot be installed: The processor [ | Windows Process Activation Service
M | Windows PowerShell 2.0 does not have required virtualization capabilities. [0 | Windows Projected File System
< N 3 [0  Windows Sandbox
[0 Windows Process Activation Service % 4
1 5 : [0 | Windows Subsystem for Linux
[J | Windows Projected File System J ]
O Wind Ch [0 | Windows TIFF IFilter
indows Sandbox i
M | Work Folders Client
[ | Windows Subsystem for Linux
M1 Windows TIFF IFilter Y

0K I ‘ Cancel




Windows Defender Application Guard
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' £ -« Windows Defender Application ¢ X

S = 2 ® extension://mfjnknhkkiafjajicegabkbimfhplplj/html/interstitial. htm|?pageName=evaluate_wdag Y5

This webpage is trusted.

To help protect your device, Windows Defender Application Guard
is checking to see if this is a trusted website.
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Works with legacy Edge
Chromium plugin required

| B® Microsoft || Store Devices v Software «  Games

Windows Defender Application Guard
Companion

Microsoft Corporation * Security > PC protection
Q Wwish list

* ok Kk

Windows Defender Application Guard helps
websites in an isolated Microsoft Edge brows
Application Guard opens untrusted websites

g EVERYONE

window. Using a unique hardware-based isolation approac
ide a lightweight container that is separated from the

tect your device from advanced attacks by opening untrusted

Chromium

Free

A See System Requirements

£~ chrome nettmarked

Startside > Utvidelser > Application Guard-utvidelse

Application Guard-utvidelse

Selges av: Microsoft Corporation

w..

* % % 4 20 | Produktivitet 2 6980 brukere
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Standalone vs Managed mode

Welcome to Windows Defender Application Guard
Welcome to Windows Defender Application Guard Protect your

Protect your device from untrusted website

on Guard companion app is installed

separate Microsoft
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H Save >< Discard

*Name

&

Cloud Resources

Description

Platform

Windows 10 and late

Profile type

rk boundary

Settings

1 configured

Scope (Tags)

1 scope(s) selected

Applicability Rules
0 Rule(s) Configured

Network boundary O X

Windows 10 and later

The network boundary is the list of enterprise resources, such as cloud-hosted domain and IP
address ranges for computers that are on the enterprise network. Define network boundaries
to apply policies to protect data that resides in these locations.

Learn more @

Network boundary
==

Boundary type Value

Not configured v I [ Not ] e

Boundary type Ty Value T

Cloud resources .microsoft.com|.innofactor.com|.protal.a... ***
Auto detection of other enterprise proxy servers (0 Disable Not configured
Auto detection of other enterprise IP ranges ® Disable Not configured



Endpoint protection
Windows 10 and later

Select a category to configure settings.

Microsoft Defender Application G...
3 of 10 settings configured

Microsoft Defender Firewall

44 settings available

Microsoft Defender SmartScreen

2 settings available

Windows Encryption

39 settings available

Microsoft Defender Exploit Guard

21 settings available

Microsoft Defender Application C...

2 settings available

Microsoft Defender Credential Gu...

1 setting available

Microsoft Defender Security Center

18 settings available

Local device security options

46 settings available

Xbox services

5 settings available

Microsoft Defender Application Guard

Windows 10 and later

While using Microsoft Edge, Microsoft Defender Application Guard protects your
environment from sites that haven't been defined as trusted by your organization. When
users visit sites that aren't listed in your isolated network boundary, the sites will be opened
in a virtual browsing session in Hyper-V. Trusted sites are defined by a network boundary,
which can be configured in Device Configuration. Note this feature is only available for

Windows 10 (64-bit) devices.

This profile will install a Win32 component to activate Application Guard. End-
users will need to restart the targeted devices to complete the successful

installation and application of this profile.

Application Guard ©
Clipboard behavior ©
Clipboard content O
External content on enterprise sites (O
Print from virtual browser O
* Printing type(s) ©
Collect logs ©®
Retain user-generated browser data O
Graphics acceleration (O

Download files to host file system

| Enabled for Edge N ’

| Allow copy and paste fr... ’

| Text and images v ’

Block
C Allow Not configured )

Enable
CEnabIe
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| know, | know - how it’s like from Intune?
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Basic integrity protection
Secure boot

TPM2.0

BitLocker

Protection from kernel attacks
Virtualization Based Security (VBS)
Hypervisor protected Code Integrity (HVCI)
Kernel DMA protection

Protection from firmware attacks
System Guard Secure Launch
System Guard SMM Protections

Secured-core PC
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Secured-core PC

Start Up Unified Extensible Secure Launch Securely Operate
Firmware Interface Windows 10

Malicious Code
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Virtual Secure Mode

B

Kernel

Windows (Host OS)

Hypervisor

Hardware
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Windows Defender System Guard

WINDOWS DEFENDER SYSTEM GUARD

System Guard Integrity Validation and Measurements n I :




Task Manager

Eile Options View

Processes Performance App history Startup Users Details Services

Name PID Status Username C.. Memo... Description
B csrss.exe 464 Running SYSTEM 00 572 K Client Server Runtime Process
B csrss.exe 548 Running SYSTEM 00 1,124 K Client Server Runtime Process
B dwm.exe 960 Running DWM-1 02 67,632.. Desktop Window Manager
s explorer.exe 30... Running Arnaud 00 16,512.. Windows Explorer
8 Lsalso.exe 688 Running SYSTEM 00 584 K Credential Guard
B |sass.exe 696 Running SYSTEM 00 2,616 K Local Security Authority Proces
& msinfo32.exe 25... Running Arnaud 00 1,592 K System Information
8 MsMpEng.exe 20... Running SYSTEM 00 39,900.. Antimalware Service Executable
@ OneDrive.exe ... Running Arnaud 00 2,896 K Microsoft OneDrive
®_ RuntimeBroker.exe 21... Running Arnaud 00 3,780 K Runtime Broker
& Searchindexer.exe 31.. Running SYSTEM 00 9,168 K Microsoft Windows Search Ind
SearchUl.exe 38.. Suspended Arnaud 00 54,492.. Search and Cortana applicatior
'|Secure System Suspended SYSTEM 00 16 K
services.exe Running SYSTEM 00 1,920K Services and Controller app
ShellExperienceHost.exe 36... Suspended Arnaud 00 13,432.. Windows Shell Experience Hos
sihost.exe .. Running Arnaud 00 2,604 K Shell Infrastructure Host
smss.exe - Running SYSTEM 00 192 K Windows Session Manager
% SnippingTool.exe ... Running Arnaud 01 2,828 K Snipping Tool
s spoolsv.exe .. Running SYSTEM 00 4,064 K Spooler SubSystem App
sppsvc.exe ... Running NETWOR... 4,076 K Microsoft Software Protection

svchost.exe ... Running Arnaud 00 1,640 K Host Process for Windows Ser

b
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Defender Application Control
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Prerequisites for using the feature

Windows 10 Pro or Enterprise 1903 or later

AMDG64 architecture

Virtualization capabilities enabled in BIOS

At least 4GB of RAM (8GB recommended)

At least 1 GB of free disk space (SSD recommended)

At least 2 CPU cores (4 cores with hyperthreading recommended)

https://techcommunity. microsoft.com/t5/Windows—KerneI—InternaIs/Windows—Sandbox-Con!g-
Files/ba-p/354902



VM

Dynamic Image

Host File System

I:l Mutable file
File 1 link Il link Il link |:| Immutable file
‘ . ‘
File 1 File 2 File 3 File 4
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Memory

Host Physical Memory Traditional VM Host Physical Memory Windows Sandbox

Foo.dll Foo.dll Foo.dll - Foo.dll
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vGPU (virtualized GPU)

Enable or Disable the virtualized GPU. If vGPU is disabled, Sandbox will use WARP
(software rasterizer).

Networking
Enable or Disable network access to the Sandbox.
Shared folders

Share folders from the host with read or write permissions. Note that exposing host
directories may allow malicious software to affect your system or steal data.

Startup script
Logon action for the sandbox.
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https://docs.microsoft.com/en-us/windows/desktop/direct3darticles/directx-warp

DEMO:
- Original Sandbox
- Sandbox w/simple adjustments
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s | Simple

Home Share View

v 4 > This PC > Windows (C:) > Users > c624ot2 > OneDrive > Presentasjoner > 2019 > Ignite > Tools > Sandbox > Simple v O  Search Simple

A

Delt med alle A Name Date modified Type
Hokupmenter E SandBox-ShareConnected.wsb 31.10.2019 16:21 WSB File
Email attachments
Notebooks
Office Lens
Skrivebord
Temp
Tools
Vedlegg
{ Compliance Manager Toolkit 2019-07-02 0t
i Microsoft GDPR Discovery Toolkit v1.0 201¢

% This PC
-3 3D Objects
m Desktop
% Documents
4 Downloads
J Music
= Pictures
& Videos

£ 5 Windows (C:)

1item




DEMO:
Sandbox w/Chocolatey
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| s | Chocolatey

Home Share View

« v 4 > OneDrive - Personal * Presentasjoner > 2019 * Ignite * Tools * Sandbox * Chocolatey

Tools
o Chocolatey
e Pictures
o Podcaster

o Windows Sandbox - Ninite edition

# OneDrive - Personal
o ArrowBackup
o Attachments
e Backup
o Bilder
o Blogg og Podcaster
e CVer
o Delt
o Documents
e Fun
e Gammelt
o Kunder
o Lisenser og nakkler
o Logoetc

o Music
Sitems 1 item selected 410 bytes

#Ih

Name

s WallPaper

& Install-Choco.ps1

k" Prep.cmd
E SandBox-C|
4 Set-WallPay

D &

Open

Share

View online

View version history

Choose OneDrive folders to sync
7-Zip

CRC SHA

Edit with Notepad++

Share

Open with...

Give access to
Cisco AMP For Endpoints
PowerRename

Restore previous versions

Send to

Cut
Copy

v @
v O Search Chocolatey r
Date modified

31.10.2019 10:58
31.10.2019 11:03
04.11.2019 07:08
04.11.2019 06:29
21.10.2019 08:35




Windows Sandbox Links

https://github.com/OTvedt/Scripts-For-Sharing /tree/master/Sandbox

https://techcommunity.microsoft.com/t5/Windows-Kernel-
Internals/Windows-Sandbox/ba-p/301849

https://techcommunity.microsoft.com/t5/Windows-Kernel-
Internals/Windows-Sandbox-Config-Files/ba-p/354902

nic


https://github.com/OTvedt/Scripts-For-Sharing/tree/master/Sandbox

OneDrive for Business Malware Protection

* Recover versions of items that pre-date their encryption by ransomware.
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Restore your OneDrive

Are you sure you want to
restore your OneDrive?

- Cancel




Microsoft Cloud App Security

Policy type

Block / Lock users when multiple
files are edited




Olav Tvedt Alexander S. Rad|
IT Dude Not IT Dude

@ SparebankenVest

INNOFACTOR




Slides and demos from the conference will be available at

https://github.com/nordicinfrastructureconference/2020
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