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Xbox 360 & Xbox One



About Hyper-V and how it works
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Windows Defender Application Guard



Standalone or Enterprise?

Standalone mode

• Windows 10 Enterprise, 1709 or higher

• Windows 10 Pro, 1803 or higher

Enterprise-managed mode

• Windows 10 Enterprise, 1709 or higher

Enable-WindowsOptionalFeature -online -FeatureName Windows-Defender-ApplicationGuard



System Requirement

• Second Level Address Translation (SLAT)

• Intel VT-x or AMD-V

And

• 64- bit CPU w. 4 logical cores

• 8 Gigabyte RAM

…Unless

• HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Hvsi

SpecRequiredMemoryInGB = 1
SpecRequiredProcessorCount = 1

Set-VMProcessor -VMName w10 -ExposeVirtualizationExtensions $true



System Requirement



Windows Defender Application Guard





Chromium

• Works with legacy Edge

• Chromium plugin required



Standalone vs Managed mode







I know, I know - how it’s like from Intune?



Secured-core PC



Secured-core PC



Virtual Secure Mode



Windows Defender System Guard



Credential Guard



Device GuardDevice GuardDefender Application Control



Prerequisites for using the feature

• Windows 10 Pro or Enterprise 1903 or later
• AMD64 architecture
• Virtualization capabilities enabled in BIOS
• At least 4GB of RAM (8GB recommended)
• At least 1 GB of free disk space (SSD recommended)
• At least 2 CPU cores (4 cores with hyperthreading recommended)

https://techcommunity.microsoft.com/t5/Windows-Kernel-Internals/Windows-Sandbox-Config-
Files/ba-p/354902



VM



Memory



vGPU (virtualized GPU)

• Enable or Disable the virtualized GPU. If vGPU is disabled, Sandbox will use WARP
(software rasterizer).

Networking

• Enable or Disable network access to the Sandbox.

Shared folders

• Share folders from the host with read or write permissions. Note that exposing host 
directories may allow malicious software to affect your system or steal data.

Startup script

• Logon action for the sandbox.

https://docs.microsoft.com/en-us/windows/desktop/direct3darticles/directx-warp


DEMO:
- Original Sandbox
- Sandbox w/simple adjustments





DEMO:
Sandbox w/Chocolatey





Windows Sandbox Links
• https://github.com/OTvedt/Scripts-For-Sharing/tree/master/Sandbox

• https://techcommunity.microsoft.com/t5/Windows-Kernel-
Internals/Windows-Sandbox/ba-p/301849

• https://techcommunity.microsoft.com/t5/Windows-Kernel-
Internals/Windows-Sandbox-Config-Files/ba-p/354902

https://github.com/OTvedt/Scripts-For-Sharing/tree/master/Sandbox


OneDrive for Business Malware Protection

• Recover versions of items that pre-date their encryption by ransomware. 





Microsoft Cloud App Security

• Block / Lock users when multiple 
files are edited
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https://github.com/nordicinfrastructureconference/2020

Slides and demos from the conference will be available at 


