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INTRODUCTION TO AZURE INFORMATION PROTECTION



Azure Information Protection

The way out of trouble is never as simple as the way in



So, what is Azure Information Protection?

 Part of Microsoft’s Information Protection solution

 Classify, Label and Protect.

 Cloud based, but can secure data on-premises as well as in the 
cloud.



So, do I need Azure Information Protection?

 Hopefully not, but



Azure Information Protection



Microsoft Information Protection



Azure Information Protection 
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Data is shared more often 
and more widely than ever.



Protect data on-premises and in the cloud
with Azure Information Protection

Classification
and labeling
Classify data based on 
sensitivity and add labels—
manually or automatically.

Protection
Encrypt your sensitive 
data and define usage 
rights or add visual 
markings when 
needed.

Monitoring
Use detailed tracking and 
reporting to see what’s 
happening with your 
shared data and maintain 
control over it.



Protection

IT Admins can set policies to automatically control, 
protect, and watermark data.

Protection policies

Azure Information Protection encrypts files 
containing personal data according to policies.

File encryption



Protection

Safely share data with people inside and outside of 
your organization.

Define explicit permissions for recipients, e.g., allow 
people to view and edit, but not print or forward. 

Secure sharing



Monitoring

Analyze the flow of personal and sensitive 
data and detect risky behaviors.

Distribution visibility

Track who is accessing documents and 
from where.

Access logging

Prevent data leakage or misuse by changing 
or revoking document access remotely.

Access revocation



Richer collaboration

We can now include non-AAD domains in the template definition which would specifically assist 
in cross-company or non-AAD collaboration scenarios of Office 365 Message Encryption. 



Demo



Classification and labeling
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You can override a classification and optionally 
be required to provide a justification.

Manual reclassification

Policies can be set by IT Admins for automatically  
applying classification and protection to data.

Automatic classification

Based on the content you’re working on, you 
can be prompted with suggested classification.

Recommended classification

Users can choose to apply a sensitivity label to the 
email or file they are working on with a single click. 

User-specified classification



Protection on by default

http://pewinther.blogspot.com



Office Message Encryption on by default

For any new Office E3 or above subscription.

http://pewinther.blogspot.com



New policy – Encrypt-Only

http://pewinther.blogspot.com





1

Know your information flow. Who talks to who, 
and what information do they exchange?



2
Avoid frustrated users. Start small and do not 
try to implement everything at once.



3
Have a dedicated pilot group with users from 
different departments.



4

Training is vital.



5
Know your customers and users.
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