


Black belt modern devices troubleshooting

Ask Me Us (almost) Anything

#AMANICconf



Why are we here?



Common OSD issues

• Operating system deployment and OS management

• Power profiles and Connected standby

• Driver enrollment and updates

http://solaat.no/2017/01/use-powershell-generate-driver-batteryreport/



Modern Device Management

• AAD & Intune

• Low overhead

• High ROI



DEMO-time!

Device drivers & OOBE AAD Join & SCCM NIC & WSUS driver mgmt



Component related issues

• Drivers

• Firmware

$ScriptPath = Split-Path –parent $MyInvocation.MyCommand.Definition

$files = get-childitem -path $Scriptpath -recurse -filter *.inf

foreach ($file in $files)

{

Write-host "Injecting driver $file"

pnputil -i -a $file.FullName

}



Windows Key + Shift + Ctrl + B = ?

• That combination tells windows to reset input cards, and 

graphic cards. Basically it empties the video buffer and restart the 

driver, and does the same for the keyboard, the mouse and the 

soundcard. 

http://www.tomshardware.co.uk/forum/id-3162388/windows-key-shift-ctrl.html



Power analysis

• Powercfg

• powercfg /batteryreport

• powercfg /sleepstudy

• powercfg /energy

• powercfg /a

• powercfg /qh>power_settings.txt 



DEMO

Sleepstudy and (connected) standby



Hardware 

• DisplayPort

• USB-C?

• Modern storage

“If you’re not careful, you can neuter or even 
damage your devices by using the wrong cable. 
Seriously: Using the wrong cable can damage your 
machine! This should not be possible, but there it is.”

http://blog.fosketts.net/2016/10/29/total-nightmare-usb-c-thunderbolt-3

https://plus.google.com/u/0/+BensonLeung/posts/HakwCMmd346


Tools 

• Surface Eraser Tool

• Surface Dock Updater

• Surface Troubleshoot Tool

• Surface Deployment Accelerator

http://tiny.cc/managesurface



Surface Dock update

• Confirming that my Surface Dock is updated

• Surface dock that is not updated have the following PNPID’s:

• Hub1: USB\VID_045E&PID_0900&REV_4694

• Hub2: USB\VID_045E&PID_0902&REV_4695

The 4694 and 4695 are the firmware revisions 

• When you run the Surface Dock Updater tool it updates those PNPID’s to this new firmware revisions

• Hub1: USB\VID_045E&PID_0900&REV_4753

• Hub2: USB\VID_045E&PID_0902&REV_4754

• Surface Tools for IT:  https://www.microsoft.com/en-us/download/details.aspx?id=46703



DEMO

Firmware, driver and peripheral update



Recovery 

• Download a recovery image

• Refresh Windows Tool

http://tiny.cc/recoverysurface
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