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Cloud Related Case



CLOUD FORENSIC STAGES

LOUD FORENSIC STAGES



oArchitecture

oData Collection

oAnalysis

oAnti-Forensic

o Incident first responders

oRole Management

oLegal

oStandards

oTraining

CLOUD FORENSIC CHALLENGES (NIST 
IR 8006)

LOUD FORENSIC CHALLENGES (NIST 
IR 8006)



o Technical Factors
• Cloud Infrastructure
• Cloud Architecture
• Forensic Technologies
• Cloud Security

o Legal Factors
• SLA
• Regulatory
• Jurisdiction

o Organisational Factors
• Management Support
• Readiness strategy
• Governance
• Culture

CLOUD FORENSIC READINESS



FORENSIC READINESS MODELS 
COMPARISON



AZURE



oArchitecture

oLicensing

oTechnologies

MAIN POINTS / EXAMPLE



TECHNICAL FACTORS

o Security Center

o Defender for Cloud - $0.02/Server/hour

o Defender for Storage - $0.02/10K 
transactions 

o Network Watcher

o Monitor – Data Retention - $0.143 per 
GB/m

o Log Analytics - $3.28 per GB

o Sentinel

LICENSING

CURITY MONITORING EXAMPLE



AZURE SECURITY MONITORING 
EXAMPLE

CURITY MONITORING EXAMPLE



ALERT EXAMPLE

LERT EXAMPLE



EXAMPLE OF SUGGESTED 
SOLUTION



SNAPSHOTTING DISKS IN THE 
AZURE



AWS



o AWS Organisations allows you to create separate accounts along business lines or mission 
areas which also limits the “blast radius” should a breach occur; for governance, you can apply 
policies to each of those sub accounts from the AWS master account.

o Security Groups enables isolation of Amazon EC2 instances.

o AWS CloudTrail provides a history of AWS API calls that can assist in response and trigger 
automated detection and response systems.

o VPC Flow Logs enables you to capture information about the IP traffic going to and from 
network interfaces in your VPC.

o Amazon GuardDuty is a managed threat detection service that continuously monitors for 
malicious or unauthorised behaviour.

o Amazon CloudWatch Events triggers different automated actions from changes in AWS 
resources including CloudTrail.

o AWS Step Functions coordinates a sequence of steps to automate an incident response 
process.

o AWS Cloud Formation automates the creation of trusted environments for conducting deeper 
investigations.

o Amazon S3 stores snapshots and related incident artefacts.

AWS TOOLS



SNAPSHOTTING DISKS IN THE AWS



DISK FORENSIC AUTOMATION

https://aws.amazon.com/blogs/security/ho
w-to-automate-forensic-disk-collection-in-
aws/



EC2 AUTO CLEAN ROOM FORENSIC



oBlackEnergy

oLockerGoga

oNotPetya

o…

OUR TRAINERSUR EXPERIENCE

Dr. Anders Carlsson is an expert with more than 30-

years of experience in cybersecurity, forensic 

investigations, and network security.

Dr. Oleksii Baranovskyi is an experienced cyber security expert 

with a demonstrated history of working in the academic as well 

as the financial industry.


