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REvil delivery via Kaseya VSA server



Logs from the compromised system

Source: https://twitter.com/KyleHanslovan/status/1411356753720233987

https://twitter.com/KyleHanslovan/status/1411356753720233987


Disabling Windows Defender by ‘Kaseya’s’ script

Source: https://news.sophos.com/en-us/2021/07/04/independence-day-revil-uses-supply-chain-exploit-to-attack-hundreds-of-businesses/



Using digital signature

Source: https://news.sophos.com/en-us/2021/07/04/independence-day-revil-uses-supply-chain-exploit-to-attack-hundreds-of-businesses/



LockerGoga were supplied with the 

certificates issued to Alina Ltd, Kitty's Ltd., 

Mikl Limited, and AB Simba Limited.

LockerGoga - Feb 2019



Source: https://news.sophos.com/en-us/2019/05/10/megacortex-deconstructed-mysteries-mount-as-analysis-continues/

MegaCortex - May 2019

https://news.sophos.com/en-us/2019/05/10/megacortex-deconstructed-mysteries-mount-as-analysis-continues/


DLL Side-Loading Attack

Source: https://news.sophos.com/en-us/2021/07/04/independence-day-revil-uses-supply-chain-exploit-to-attack-hundreds-of-businesses/

https://news.sophos.com/en-us/2021/07/04/independence-day-revil-uses-supply-chain-exploit-to-attack-hundreds-of-businesses/


DLL Side-Loading Attack

Source: https://news.sophos.com/en-us/2021/07/04/independence-day-revil-uses-supply-chain-exploit-to-attack-hundreds-of-businesses/

https://news.sophos.com/en-us/2021/07/04/independence-day-revil-uses-supply-chain-exploit-to-attack-hundreds-of-businesses/


REvil Ransom note

Source; https://blog.malwarebytes.com/cybercrime/2021/07/shutdown-kaseya-vsa-servers-now-amidst-cascading-revil-attack-against-msps-clients/

https://blog.malwarebytes.com/cybercrime/2021/07/shutdown-kaseya-vsa-servers-now-amidst-cascading-revil-attack-against-msps-clients/


Kaseya phishing campaign

Source; https://blog.malwarebytes.com/cybercrime/2021/07/shutdown-kaseya-vsa-servers-now-amidst-cascading-revil-attack-against-msps-clients/

https://blog.malwarebytes.com/cybercrime/2021/07/shutdown-kaseya-vsa-servers-now-amidst-cascading-revil-attack-against-msps-clients/


NotPetya - 27 June 2017

Source: https://www.virusbulletin.com/conference/vb2017/abstracts/last-minute-paper-battlefield-ukraine-finding-patterns-behind-summer-cyber-attacks

https://www.virusbulletin.com/conference/vb2017/abstracts/last-minute-paper-battlefield-ukraine-finding-patterns-behind-summer-cyber-attacks


● Operated by the Evil Corp group

● Attacked at least 31 US-based 

corporations since May 2020 

including Garmin on July 23, 2020

● The ransom varies from $500,000 to 

$10 million in Bitcoin

● Defense Evasion techniques that 

includes Digital Signing, Alternate 

Data Streams, and Lazy Writing

WastedLocker overview



Russian Evil Corp



Defense evasion: Digital signing

Self-signed certificate

● Issued to: YZCKUEONYQSURZWORG

● Issued by: YZCKUEONYQSURZWORG

● Valid: June 2, 2020  - 31 December, 2039

● Signing time: Wednesday, June 10, 2020



Defense evasion: Alternate Data Stream

WastedLocker drops its payload to 

<random word>:bin stream that is 

not visible in the File Explorer.



Defense evasion: Lazy Writing

Regular flow

1.CreateFile() - open file

2.GetFileSize()

3.CreateFileMapping()

4.MapViewOfFile()

5.Modify mapped data

6.UnmapViewOfFile()

7.CloseHandle(file map) 

8.CloseHandle(file)

WastedLocker way

1.CreateFile() - open file

2.GetFileSize()

3.CreateFileMapping()

4.MapViewOfFile()

5.CloseHandle(file)

6.Encrypt mapped data

7.UnmapViewOfFile()

8.CloseHandle(file map)



Demo: WastedLocker’s Lazy Writing

http://drive.google.com/file/d/1Ib4oYB0aAIQJlA8J6ufduEjb7-CBWcAL/view


Delivery mechanism

Source: https://www.proofpoint.com/us/blog/threat-insight/first-step-initial-access-leads-ransomware

https://www.proofpoint.com/us/blog/threat-insight/first-step-initial-access-leads-ransomware


1. Initial access and delivery
a. Supply-chain and trusted partnership

b. Using first-stage trojans

2. Defense evasion
a. Digital signatures

b. Disabling Windows Defender

c. DLL Side-Loading

d. Alternate Data Streams

e. Lazy writing

3. and many more ...
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Advanced Digital Forensics 7,5 credits

Malware Analysis 7,5 credits

Machine Learning Security 6 credits

Data-Driven Security 3 credits

Quality Assurance of Security Aware Applications 6 credits

Upcoming Courses Spring 2022

All courses are designed for professionals 
All courses are given Online and flexible 
App 25% Study Pace (January 17th – 5th June, 2022)
Free of charge, University credits

Visit promisedu.se 
for more info

https://www.bth.se/eng/education/courses/20221/D5857/
https://www.bth.se/eng/education/courses/20221/D5854/
https://www.bth.se/eng/education/courses/20221/D5856/
https://www.bth.se/eng/education/courses/20221/D5853/
https://www.bth.se/eng/education/courses/20221/D5855/


Advanced Digital Forensics 7,5 credits – Oleksii Baranovskyi & Anders Carlsson
Companies and their IT systems are affected by advanced intrusions, various ransomware
attacks and or thefts of both sensitive and secret information. In case of being compromised
companies need to understand their weak points, ways of intrusion and attackers attributes.

The course focuses on developing the student's skills to investigate and analyze complex cyber
attacks (Cyber Kill Chain) and to track the threat actor, discover exploited vulnerabilities so that
companies can restore data and system integrity.

Malware Analysis 7,5 credits – Alexander Adamov

Companies and their IT systems are affected by advanced intrusions, various ransomware attacks and or thefts of
both sensitive and secret information. In case of being compromised companies need to understand their weak
points, ways of intrusion and attackers attributes.

The course focuses on developing the student's skills to investigate and analyze complex cyber attacks (Cyber Kill
Chain) and to track the threat actor, discover exploited vulnerabilities so that companies can restore data and
system integrity.

Machine Learning Security 6 credits – Vlad Tkach

This course is divided into the following two parts. First, it covers security problems in Machine Learning (ML)
systems, e.g., showing various types of attacks on ML systems in an applied fashion -adversarial ML.
Secondly, available methods, tools and other safeguards that could be used against the different types of
attacks are covered.

The course includes both theoretical introductions to the different attack types and security-enhancing
methods and tools, as well as more practical hands-on assignments in Python. After the course the student
will have obtained basic knowledge about security-enhancing approaches, and how to use them in order to
protect against various risks in ML systems and how to use ML to detect cyber attacks.



Data-Driven Security 3 credits – Vlad Tkach

Organisations today produce a large amount of data. This course covers how to utilize 
that data for cybersecurity purposes. It covers topics such as how to acquire (e.g., 
through SIEM) and prepare security data, from collection and storage to management 
and analysis as well as visualization and presentation, predicting rouge behaviours, and 
correlate security events. How to use data science to understand and communicate 
security problems.

Quality Assurance of Security Aware Applications – Davide Fucci & Emil Alégroth

The purpose of this course is to show how fundamental testing practices are applied in the context of secure
software development. The student will learn to integrate automated software testing with different
approaches to verify software security, leveraging theories from continuous quality assurance in software
development, as well as security best practices.

The course is adapted to give a solid introduction to non-testing experts with an interest in software security,
and addresses both how professionals (developers, managers, decision-makers) can incorporate security
into the quality assurance process of their products/service

Visit promisedu.se for more info


