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m for myths

There are several delusions inherent to nowadays web developers:
- Frameworks do everything
- REST is a miracle
- MEAN (MongoDB, Express.js, Angular.js, Node.js) prevails
- Cryptography is easy
- Security is nothing



e for errors

For modern Web applications inherent next errors:
- Logical prevails Technical

- Exceptions catching
- Parameters tampering
- Technology Complexity lose Stack Lock-In 
- Developers are people

- But shit sometimes happens



e for examples. example 1.

Security: You need a CSRF token.

Developers: Take by beer!

Security:

A2:2017-Broken Authentication



e for examples. example 2.

Developers: MEAN is Fast, Secure and Resilient!

Security:

A10:2017-Insufficient Logging & Monitoring



e for examples. example 3.

[OTG-IDENT-003] Account Provisioning Process
[OTG-AUTHZ-002] Authorization schema bypass
[OTG-AUTHZ-003] Privilege Escalation

JWT
A5:2017-Broken Access Control



e for examples. example 3.1.
[OTG-IDENT-003] Account Provisioning Process



e for examples. example 3.2.
[OTG-AUTHZ-002] Authorization schema bypass



e for examples. example 3.2.
[OTG-AUTHZ-003] Privilege Escalation



e for examples. example 4.

A8:2017-Insecure Deserialization

Developers: One language for everything!

Security:



e for examples. example 5.

HTTP Request Smuggling

DevOps: Multi-component, caching, load balancing make our 
product resilient!

Security:



Does this sound interesting?



PROMIS (Professional Master in Information Security)
GENERAL FORMAT Active industrials studying and working at the same time

- University grade COURSES for professionals!
- Extend current competence in an area (“security”) 
- Case-based pedagogy (bring your own problems!)
- On-line collaborative didactics 
- Distance capability overall incl. lab and tools

Courses under development with input from companies
- Keep relevant and right level (companies advise us)
- DO YOU want to be part of the companies advising on courses?

- CONTACT: XXX@bth.se

more to come



Courses (3 thus far)
PROMIS (Professional Master 
in Information Security)

more to come

Security in Software-intensive products and service
development (PA2582)
https://www.bth.se/eng/courses/D5818/20202/
Course responsible: tony.gorschek@bth.se

https://promisedu.se/
• The ability to understand the technology, operational aspects, and

engineering aspects of security - albeit the focus on the course is on
"engineering security”

• The ability to plan for "pre-emptive" security in the planning and
development of products and services

• The ability to do a risk assessment and take ROI into account
• The ability to develop and use secure architectures that allows for

a more stable base for products and services
• The ability to compare and weigh the benefits and costs of

non-functional aspects in combination to security
• The ability to estimate how security aspects impact, and are

impacted on quality-/non-functional aspects such as usability,
performance and maintainability of a product

https://www.bth.se/eng/courses/D5818/20202/
https://promisedu.se/


Courses (3 thus far)
PROMIS (Professional Master 
in Information Security)

more to come

Software Security (DV2595)
https://www.bth.se/eng/courses/D5816/20202/

Course responsible: dragos.ilie@bth.se

https://promisedu.se/ • The ability to understand how attackers exploit risky
programming practices

• The ability to detect risky programming practices
• The ability to understand and reason about efficiency and 

limitations in existing software security mechanisms
• The ability to to compare and weight the benefits and costs

associated with binary analysis and instrumentation techniques

https://www.bth.se/eng/courses/D5816/20202/
https://promisedu.se/


Courses (3 thus far)
PROMIS (Professional Master 
in Information Security)

more to come

Web System Security (DV2596)
https://www.bth.se/eng/courses/D5816/20202/

Course responsible: anders.carlsson@bth.se

https://promisedu.se/
- be able to explain web protocols based on known vulnerabilities and weaknesses
- be able to describe the Common Vulnerability Scoring System (CVSS)
- be able to explain web protocols based on known vulnerabilities and weaknesses
- be able to explain the security aspects when using languages and framework, eg.

PHP, JavaScript, and SQL
- be able to explain authentication mechanisms and counter techniques to bypass 

authentication
- understand Cross-site scripting (XSS) attacks and SQL injections
- be able to explain impacts of one or more combined vulnerabilities that limit or 

extend the damage given
- be able to install and configure the web server for high security independently
- be able to use and search open vulnerability databases (Common Vulnerability 

databases CV -DB)
to prevent and find security problems

- be able to use best practice of known design patterns for secure web applications
- be able to utilize OWASP where applicable
- be able to conduct internal and external penetration testing of web applications 

and related infrastructure

https://www.bth.se/eng/courses/D5816/20202/
https://promisedu.se/


PROMIS
HOW TO APPLY

Spread information about courses @ your company

Entry Requirements
PROMIS courses requires at least 120 credits, of which at least 90 credits are in a technical area, and a minimum 
of 2 years professional experience within an area related to software-intensive product and/or service 
development (shown by, for example, a work certificate from an employer).

Even if you don’t have the formal academic merits, you might be qualified for the 
course through validation (reell kompetens)!

Apply for course:

1. Create a user account at antagning.se / universityadmission.se
2. Search for PROMIS courses by the name Fill in and send in your application
3. Upload your required documents (employer’s certificate)
4. Reply to any offers of admission

Questions about the course: contact course responsible
Questions about applying and validation (reell kompetens): : anna.eriksson@bth.se 
Visit promisedu.se for more info about courses, application and template for employer’s 
certificate

https://promisedu.se/

https://promisedu.se/
https://promisedu.se/


Oleksii Baranovskyi(oleksii.baranovskyi@bth.se)

(Professional Master in Information Security)
Advanced Web Application Vulnerabilities

Any questions?
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