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Pretext
Scenario

NA

E ndpoint
� Deny / log VRY requests
� Deny / log EXPN requests
� Log RCPT commands executed 

sequen�ally
� Large numbers of HTTP NTLM 

requests

Network
� User awareness training
� Track company’s point of 

presence and employee 
exposure.

� Monitor domain expira�ons

Process

NA

� Email filters, thresholds, and spam 
rules

� Email source verifica�on
� Blacklist checks
� SPF record checks
� Logs / SEIM / Alerts

� User awareness training
� Incident response procedures

� Asset / config / patch mgmt.
� An�-virus / HIDs / HIPs
� Secure group policy
� Mail client configura�ons
� MS Office Security Se�ngs
� Web browser configura�ons
� Logs / SEIM / Alerts

� Email filters, thresholds, and spam 
rules

� Deny / log relay requests
� Secure caching provider
� Web filtering / white lis�ng
� Authen�cated HTTP proxies
� Logs / SEIM / Alerts

� User awareness training
� Incident response procedures

� Asset / config / patch mgmt.
� An�-virus / HIDs / HIPs
� Secure group policy se�ngs
� Applica�on white lis�ng
� Least privilege enforcement
� Logs / SEIM / Alerts

NA � User awareness training
� Incident response procedures

� An�-virus / HIDs / HIPs
� Secure group policy se�ngs
� Applica�on white lis�ng
� Least privilege enforcement
� Logs / SEIM / Alerts
� DEP / ASLR / SEH
� Micro virtualizing / sandboxes

� Logs / SEIM / Alerts � Admin awareness training
� Incident response procedures

� HIDs / HIPs
� Host DLP
� Large file upload detec�on 
� Mail client/server se�ngs
� Logs / SEIM / Alerts

� Firewall Rules / Segmenta�on
� Email Server Configura�on
� Network DLP
� Fix Up Protocols
� Web Filtering / Auth Proxy
� Canary Data Samples
� Logs / SEIM / Alerts

� User awareness training
� Incident response procedures

� Asset / config / patch mgmt.
� An�-virus / HIDs / HIPs
� Secure group policy se�ngs
� Applica�on white lis�ng
� Least privilege enforcement
� Logs / SEIM / Alerts
� Host-based Firewall

� Firewall Rules / Segmenta�on
� NIDs / NIPs
� Honey Pots
� Tarpits
� Canary networks, systems, & accounts
� Logs / SEIM / Alerts

� Don’t use shared local accounts
� Use a separate domain user and 

server admin accounts
� Maintain secure configs
� Incident response procedures

� Asset / config / patch mgmt.
� An�-virus / HIDs / HIPs
� Secure group policy se�ngs
� Applica�on white lis�ng
� Least privilege enforcement
� Logs / SEIM / Alerts
� FIM / WMI event triggers

NA � User awareness training
� Incident response procedures

� Asset / config / patch mgmt.
� An�-virus / HIDs / HIPs
� Secure group policy se�ngs
� Applica�on white lis�ng
� Least privilege enforcement
� Logs / SEIM / Alerts

� Firewall Rules / Segmenta�on
� NIDs / NIPs
� Fix Up Protocols
� Web Filtering / White Lis�ng
� Authen�cated HTTP Proxies
� Logs / SEIM / Alerts

� User awareness training
� Incident response procedures

� Asset / config / patch mgmt.
� An�-virus / HIDs / HIPs
� Secure group policy se�ngs
� Applica�on white lis�ng
� Least privilege enforcement
� Logs / SEIM / Alerts

� Logs / SEIM / Alerts � Admin awareness training
� Incident response procedures

� Asset / config / patch mgmt.
� An�-virus / HIDs / HIPs
� Secure group policy se�ngs
� Applica�on white lis�ng
� Least privilege enforcement
� Logs / SEIM / Alerts
� Host-based Firewall

� Firewall Rules / Segmenta�on
� NIDs / NIPs
� Honey Pots
� Tarpits
� Canary networks, systems, & accounts
� Logs / SEIM / Alerts

� Don’t use shared local accounts
� Use a separate domain user and 

server admin accounts
� Maintain secure configs
� Incident response procedures

� HIDs / HIPs
� Logs / SEIM / Alerts
� Canaries 
        - Local & Domain User Accounts
        - Domain Computer Accounts
        - Local and Network Files 
� File Audi�ng

� Firewall rules / segmenta�on
� NIDs / NIPs
� Honey pots
� Tarpits
� Canary networks, systems, & accounts
� Logs / SEIM / Alerts

� Admin awareness training
� Incident response procedures

� Enforce Two-factor authen�ca�on on 
all external interfaces

� Limit Terminal Service, Citrix, and 
VDE access to specific groups during 
specific hours

� Geo / IP limi�ng

� Firewall rules / segmenta�on
� NIDs / NIPs
� Canary networks, systems, 

applica�ons, and accounts
� Logged events / SEIM / alerts

� Admin awareness training
� Incident response procedures
� Enforce strong account policies

� Least Privilege Enforcement
� Two-Factor Authen�ca�on
� Data Encryp�on and Secure Key 

Management
� File, Applica�on, and Database 

Audi�ng
� Host DLP / Logs / SEIM / Alerts

� Firewall Rules / Segmenta�on
� NIDs / NIPs
� Honey Pots
� Tarpits
� Canary networks, systems, & accounts
� Logs / SEIM / Alerts

� User awareness training
� Incident response procedures
� Manage keys securely
� Consolidate and isolate sensi�ve 

data stores
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