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1. New Name

ISO/IEC 27001:2013 ISO/IEC 27001:2022
Information technology — Information security, cybersecurity
Security techniques — and privacy protection —

Information security management Information security management
systems — Requirements systems — Requirements




2. Abstract

INTERNATIONAL ISO/IEC
STANDARD 27001

Third edition

Information security, cybersecurity
and privacy protection — Information
security management systems —
Requirements

Sécurité de l'information, cybersécurité et protection de la vie
privée — Systémes de management de la sécurité de I'information —
Exigences

This document specifies the requirements for establishing,
implementing, maintaining and continually improving an
information security management system within the context
of the organization.

This document also includes requirements for the assessment
and treatment of information security risks tailored to the
needs of the organization.

The requirements set out in this document are generic and
are intended to be applicable to all organizations, regardless
of type, size or nature.

Excluding any of the requirements specified in Clauses 4 to 10
is not acceptable when an organization claims conformity to
this document. [New 2022]



3. Number of pages

ISO/IEC 27001:2013 ISO/IEC 27001:2022
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4. New terminology databases

ISO/IEC 27001:2013

3 Terms and definitions

For the purposes of this document, the
terms and definitions given in ISO/IEC
27000 apply.

ISO/IEC 27001:2022

3 Terms and definitions

For the purposes of this document, the
terms and definitions given in ISO/IEC
27000 apply.

ISO and IEC maintain terminology databases
for use in standardization at the following
addresses:

— ISO Online browsing platform: available
at https://www.iso.org/obp

— IEC Electropedia: available at
https://www.electropedia.org




5. New relevant requirements, 4.2

ISO/IEC 27001:2013 ISO/IEC 27001:2022
4.2 Understanding the needs and 4.2 Understanding the needs and
expectations of interested parties expectations of interested parties
The organization shall determine: The organization shall determine:

a) interested parties that are relevant to the a) interested parties that are relevant to the

information security management system; information security management system;

and b) the relevant requirements of these
b) the requirements of these interested interested parties;
parties relevant to information security.



6. More focus on processses, 4.4 ISMS

ISO/IEC 27001:2013

4.4 Information security management
system

The organization shall establish, implement,
maintain and continually improve an
information security management system, in
accordance with the requirements of this
International Standard.

ISO/IEC 27001:2022

4.4 Information security management
system

The organization shall establish, implement,
maintain and continually improve an
information security management system,

, in accordance with the
requirements of this document.



/. New requirements for 6.2 IS objectives

ISO/IEC 27001:2013

6.2 Information security objectives and
planning to achieve them

The organization shall establish information
security objectives at relevant functions and
levels.

The information security objectives shall:

a) be consistent with the information security
policy;

b) be measurable (if practicable);
c) take into account applicable
security requirements, and results from
assessment and risk treatment;

d) be communicated; and

e) be updated as appropriate.

information
risk

ISO/IEC 27001:2022

6.2 Information security objectives and
planning to achieve them

The organization shall establish information
security objectives at relevant functions and
levels.

The information security objectives shall:
a) be consistent with the information security
policy;

b) be measurable (if practicable);

c) take into account applicable
security requirements, and results from
assessment and risk treatment;

information
risk

e) be communicated;
f) be updated as appropriate;



8. Planning for changes (NEW)

ISO/IEC 27001:2013

ISO/IEC 27001:2022

6.3 Planning of changes

When the organization determines the need
for changes to the information security
management system, the changes shall be
carried out in a planned manner.



9. New requirements for 7.4 Communication

ISO/IEC 27001:2013 ISO/IEC 27001:2022

7.4 Communication 7.4 Communication

The organization shall determine the need The organization shall determine the need
for internal and external communications for internal and external communications
relevant to the information security relevant to the information security

management system including: management system including:
a) on what to communicate; a) on what to communicate;
b) when to communicate; b) when to communicate;

c) with whom to communicate; c) with whom to communicate;



10. New requirements for 8.1 Planning

ISO/IEC 27001:2013

8.1 Operational planning and control
The organization shall plan, implement and control
the processes needed to meet information security
requirements, and to implement the actions
determined in 6.1. The organization shall also
implement plans to achieve information security
objectives determined in 6.2.

The organization shall keep documented information
to the extent necessary to have confidence that the
processes have been carried out as planned.

The organization shall control planned changes and
review the consequences of unintended changes,
taking action to mitigate any adverse effects, as
necessary.

The organization
processes  are

shall ensure that outsourced
determined and controlled.

ISO/IEC 27001:2022

8.1 Operational planning and control

The organization shall plan, implement and control
the processes needed to meet requirements, and to
implement the actions determined in Clause 6, by:

Documented information shall be available to the
extent necessary to have confidence that the
processes have been carried out as planned.

The organization shall control planned changes and
review the consequences of unintended changes,
taking action to mitigate any adverse effects, as
necessary.

The organization shall ensure that



11. New requirements for 9.1 Monitoring

ISO/IEC 27001:2013 ISO/IEC 27001:2022
9.1 Monitoring, measurement, analysis 9.1 Monitoring, measurement, analysis
and evaluation and evaluation

The organization shall retain appropriate Documented information shall be available
documented information as evidence of the as evidence of the results.
monitoring and measurement results.



12. New structure of 9.2 and 9.3

ISO/IEC 27001:2013

9.2 Internal audit
9.3 Management review

ISO/IEC 27001:2022

9.2 Internal audit

9.2.1 General

9.2.2 Internal audit programme
9.3 Management review

9.3.1 General

9.3.2 Management review inputs
9.3.3 Management review results

+new input for Management review:



13. New structure of 10 Improvement

ISO/IEC 27001:2013 ISO/IEC 27001:2022

10.1 Nonconformity and corrective action 10.1 Continual improvement

10.2 Continual improvement 10.2 Nonconformity and corrective action



14. NEW Annex A. IS Controls

Annex A
(normative)

Information security controls reference

The information security controls listed in Table A.1 are directly derived from and aligned with those
listed in ISO/IEC 27002:2022[1], Clauses 5 to 8, and shall be used in context with 6.1.3.

Table A.1 — Information security controls

Organizational controls

Policies for information secu-
rity

Control

Information security policy and topic-specific policies shall be de-
fined, approved by management, published, communicated to and
acknowledged by relevant personnel and relevant interested parties,
and reviewed at planned intervals and if significant changes occur.

5.2

Information security roles and
responsibilities

Control

Information security roles and responsibilities shall be defined and
allocated according to the organization needs.

18



Information security controls reference (Annex A)

ISO/IEC 27001:2013 ISO/IEC 27001:2022
Total number of controls — 114 Total number of controls — 93, 11 new
Domains: Controls are categorized as:

A.5 Information security policies a) People, if they concern individual people

A.6 Organisation of information security b) Physical, if they concern physical objects

A.7 Human resource security c) Technological, if they concern technology

A.8 Asset management d) otherwise they are categorized as Organizational

A.9 Access control
A.10 Cryptography

A.11 Physical and environmental security 1. Control type (Preventive, Detective, Corrective)
A.12 Operations security 2. Information security properties (CIA)

A.13 Communications security 3. Cybersecurity concepts (ldentify, Protect, Detect,
A.14 System acquisition, development, and maintenance Respond and Recover)

A.15 Supplier relationships 4. Operational capabilities

A.16 Information security incident management 5. Security domains

A.17 Information security aspects of business continuity

management

A.18 Compliance



5. Organizational controls

6. People controls

8. Technological controls

5.1.
5.2.
5.3.
5:4;
55:.
5.6.
S
5.8.
5:9.
5:10.
511,
5:12.
5.13
8.14.
5.15:
5.16
551 7Z:
5.18.
5:19:
5.20.
5:21
5.22
5:23
5.24

5:25.
5:26.
527
5.28.
5:29.
5.30.
5.31
D:82
5:33.
5.34.
5:35.
5.36.

537

Policies for information security

Information security roles and responsibilities
Segregation of duties

Management responsibilities

Contact with authorities

Contact with special interest groups

Threat intelligence

Information security in project management
Inventory of information and other associated assets
Acceptable use of information and other associated assets
Return of assets

Classification of information

. Labelling of information

Information transfer
Access control

. Identity management

Authentication information

Access rights

Information security in supplier relationships

Addressing information security within supplier agreements

. Managing information security in the ICT supply chain

. Monitoring, review and change management of supplier services
. Information security for use of cloud services

. Information security incident management planning and

preparation

Assessment and decision on information security events
Response to information security incidents

Learning from information security incidents

Collection of evidence

Information security during disruption

ICT readiness for business continuity

. Legal, statutory, regulatory and contractual requirements
. Intellectual property rights

Protection of records

Privacy and protection of PII

Independent review of information security

Compliance with policies, rules and standards for information
security

Documented operating procedures

6.1.
6.2.
6.3.

6.4.
6.5;

6.6.
6.7.
6.8.

Screening

Terms and conditions of employment
Information security awareness, education and
training

Disciplinary process

Responsibilities after termination or change of
employment

Confidentiality or non-disclosure agreements
Remote working

Information security event reporting

7. Physical controls

7:1.
7.2,
7.3.
7.4
7.5.

7.6.
74
7:8:
749,
7.10.
7.11..
7.12.
7:13.
7.14.

Physical security perimeter

Physical entry

Securing offices, rooms and facilities
Physical security monitoring

Protecting against physical and environmental
threats

Working in secure areas

Clear desk and clear screen

Equipment siting and protection
Security of assets off-premises

Storage media

Supporting utilities

Cabling security

Equipment maintenance

Secure disposal or re-use of equipment

8.1.
8.2.
8.3.
8.4.
8.5.
8.6.
8.7.
8.8.
8.9.

8.10.
8.11:

8.12
8.13

8.16

8.21
8.22
8.23
8.24
8.25

8.28.
8.29.
8.30.

8.31

8.32.
8.33.
8.34.

User endpoint devices
Privileged access rights
Information access restriction
Access to source code

Secure authentication
Capacity management
Protection against malware
Management of technical vulnerabilities
Configuration management
Information deletion

Data masking

. Data leakage prevention
. Information backup

8.14.
8.15.

Redundancy of information processing facilities
Logging

. Monitoring activities
8.17.
8.18.
8.19.
8.20.

Clock synchronization

Use of privileged utility programs

Installation of software on operational systems
Network security

. Security of network services

. Segregation of networks

. Web filtering

. Use of cryptography

. Secure development life cycle
8.26.
8.27.

Application security requirements

Secure system architecture and engineering
principles

Secure coding

Security testing in development and acceptance
Outsourced development

. Separation of development, test and production

environments

Change management

Test information

Protection of information systems during audit
testing

*New control, 2022




ISMS. Information Security Controls. Mapping

ISMS. Information Security Controls. Mapping

ISMS. Information Security Controls. Mapping

NEW 2022:

£ | A.10.1.1 Policy on the use of cryptographic controls A.8.24 Use of cryptography A14.1.1 ation security analysis and ification A.5.8 Information security in project
é 3 A.5.1.1 Policies for Information Security A.5.1 Policies for information security § A.14.1.2 Securing application services on public networks | A.8.26 Application security requirements
g
§§ - — - - - — - - - 2 A.10.1.2 Key Management A.8.24 Use of cryptography é A.14.1.3 Protecting application services transactions A.8.26 Application security requirements
§§ A.5.1.2 Review of the policies for information security A.5.1 Policies for information security < i i i i 2 [A14.2.1 Secure policy A.8.25 Secure lifecycle
ALl — Tty ol 3 52 — fty roles and A.11.1.1 Physical security A.7.1 Physical security g A.14.2.2 System change control procedures A.8.32 Change
1. security roles an 5. security roles al i i
- - - : A.11.1.2 Physical entry controls A7.2 Physical entry controls £ | A14.2.3 Technical review of applications after operating | A.8.32 Change management
5 g | A6.1.2 Segregation of duties A.5.3 Segregation of duties A.11.1.3 Securing offices, rooms and facilities A.7.3 Securing offices, rooms and facilities £ | platform changes
5 - . -
g g | A6.1.3 Contact with authorities A.5.5 Contact with » | A11.1.4 Protecting against external and environmental | A.7.5 Protecting against physical and environmental g A.14.2.4 Restrictions on changes to software ges | A.8.32 Change
§§ A.6.1.4 Contact with special interest groups A.5.6 Contact with special interest groups ‘g: threats threats 2 | A.14.2.5 Secure system engineering principles A.8.27 Secure system architecture and engineering
E g A6.1.5 ion security in project A5.8 ion security in project p A.11.1.5 Working in secure areas A.7.6 Working in secure areas § principles
<= A.6.2.1 Mobile device policy A.8.1 User endpoint devices g A.11.1.6 Delivery and loading areas A.7.2 Physical entry controls g A.14.2.6 Secure development environment A.8.31 ion of test, and
A6.2.2 T { A.6.7 Remote Working _5 A11.2.1 i siting and A.7.8 Equipment siting and protection § environments
s
i A7.1.1 Screening A6.1 Screening g A.11.2.2 Supporting utilities A.7.11 Supporting utilities § A.14.2.7 Outsourced d-e'veloprnent A.8.30 Ou!so.urced c.ievt?lopment
g A7.1.2 Terms and itions of A6.2 Terms and conditions of g A.11.2.3 Cabling security A.7.12 Cabling security 3 A.14.2.8 System security testing A.8.29 Security testing in and acceptance
H A721 T AS54 e E Al124 " A7.13 N " o A.14.2.9 System acceptance testing A.8.29 Security testing in development and acceptance
§ | A722 fon security ionand | A6.3 jon security ion, and 5 [ A11.2.5 Removal of assets AA7.10 A.14.3.1 Protection of test data _ i A.8.33 Test information
E training training < A.11.2.6 Security of and assets off- premises | A.7.9 Security of assets off-premises A.15:141 I_nformahon security policy for supplier A.5.19 Information security policy for supplier relationships
5 | A7.2.3 Disciplinary Process A.6.4 Disciplinary process A.11.2.7 Secure disposal or re-use of A.7.14 Secure disposal or reuse of % A15.1.2 Addressing securlty within supplier A5.20A
% | A7.3.1 Termination or change of employment A.6.5 Responsibilities after termination or change of A11.2.8 L user equij A.8.1 User endpoint devices £ e g w o
ibiliti -g A.15.1.3 Information and communication supply chain A.5.21 Managing information security in the ICT supply
- - A.11.2.9 Clear desk and clear screen policy A.7.7 Clear desk and clear screen policy 5 chain
A.8.1.1 Inventory of assets A.5.9 Inventory of and other associated assets Alil tod Operating Proced A5.37D od G 2
.12.1.1 Documen ing Procedures .5.37 Documented operating procedures itori i i i itori i
A8.1.20 hip of A.5.9 Inventory of i ‘and other associated assets perating perating pi 3 A.15.2.1 Monitoring and review of supplier services A.S.Z? Momtf)nng, review, and change management of
A8.1.3 Acceptable use of assets A5.10 Acceptable Use of assets and other associated A12.1.2 Change A832 Change = Suppler sovices
o eptable use of as: ir‘fa‘rmat;f?:se; use of a and other associa A.12.1.3 Capacity A.8.6 Capacity < | A.15.2.2 Managing changes to supplier services A.5.22 Monitoring, review, and change management of
i 'A.12.1.4 Separation of development, testing and A831 ion of test, and supplier services
% :z;: ;eturrﬁl ofﬁasse\fs- 2:2 Eletur':;ftasse;s o;aer.ational environments ! environments ! - A.16.1.1 Responsibilities and procedures A.i.24 Inforrnpation security incident management planning
.8.2.1 Classification of .5.12 Classification of
g ~oon - z [A122.1 Controls against malware 'A.8.7 Protection against malware 3 and preparation
g A.8.2.2 Labelling of A.5.13 Labelling of g A2l jon back-up ALD jon backup = A.16.1.2 Reporting i security events A.6.8 Information security event reporting
A.8.2.3 Handling of assets A.5.10 Acceptable use of assets and other associated —= . — - 5 | A.16.1.3 Reporting i fon security A.6.8 Information security event reporting
2 information assets % [A12.4.1 Event logging A8.15 Logging i P s
- - £ — — - — 5% A.16.1.4 Assessment of and decisions on information A.5.25 and decision on security
A.8.3.1 Management of removable media A.7.10 Storage media g A.12.4.2 Protection of log information A.8.15 Logging 2§ | security events events
A.8.3.2 Disposal of media A.7.10 Storage media 8 | A12:4.3 Admin and operator logs A.8.15 Logging & [Al6.15 to i security incidents A.5.26 Response to i security incidents
A.8.3.3 Physical media transfer A.7.10 Storage media = | A12.4.4 Clock synchronisation A.8.17 Clock synchronization 2 | A16.1.6 Learning from information security incidents A.5.27 Learning from i security incidents
A.9.1.1 Access control policy A.5.15 Access control A125.1 ion of software on ional systems | A.8.19 ion of software on fonal systems = ['A16.1.7 Collection of evidence A.5.28 Collection of evidence
A.9.1.2 Access to network and network services A.5.15 Access control A126.1 of technical ti A88 of technical ti > .| A17.1.1 Planning i on security A.5.29 Information security during disruption
A.9.2.1 User registration and d A.5.16 Identity A12.6.2 on software A8.19 of software on systems Egg A17.1.2 ing i ion security A.5.29 Information security during disruption
A.9.2.2 User access provisioning A.5.18 Access rights A.12.7.1 Information system audit controls tAe.:t.'M Protection of information systems during audit 222 | A.17.1.3 Verify, review and evaluate information security | A.5.29 Information security during disruption
iny o
A9.2.3 of privileged access rights A.8.2 Privileged access rights 9 §§§ continuity
o [h924 of Secret N YT P — z [Al1311 Neth?rk controls . A8.20 Netwt?rk controls . < [ 17.2.1 Availability of information processing facilities A8.14 of information processing facilities
£ | of users § | A13.1.2 Security of network services A.8.21 Security of network services A18.1.1 ification of appli islation and A5.31 ification of applicable legislation and
% A.9.2.5 Review of user access rights A.5.18 Access rights § A.13.1.3 Segregation in networks A.8.23 Segregation in networks contractual requirements contractual requirements
% [ A.9.2.6 Removal or of access rights A.5.18 Access rights 8 |A1321 ion transfer policies and procedures A5.14 ion transfer A.18.1.2 Intellectual property rights A.5.32 Intellectual property rights
2 A.9.3.1 Use of secret authentication i A.5.17 Authentication of information E A13.22 oni ation transfer A5.14 ion transfer A.18.1.3 Protection of records A.5.33 Protection of records
A9.41 fon access restriction A3 fon access restriction g A.13.2.3 Electronic A.5.14 jon transfer g A.ls.lA_Priva:.y and protection of personally identifiable | A.5.34 Privacy and protection of PII
A9.42 S log~ ced A85S thenticati < | A13.24C or non-disclosure A.6.6C iali i g
SIS J00-ONIPIOCECIES ere al_j e-n s -on - = 8 | A.18.1.5 Regulation of cryptographic controls A.5.31 ification of i islation and
A.9.4.3 Password system A.5.17 Authentication of information 3 contractual requirements
A.9.4.4 Use of utility programs A.8.18 Use of privil utility programs A18.2.1 dent review of i ion security A.5.35 Indep review of information security
A.9.4.5 Access control to program source code A.8.4 Access to source code A.18.2.2 Compliance with security policies and A.5.36 Compliance with security policies and standards
A.18.2.3 Technical compliance review A.5.36 Compliance with security policies and standards
A.8.8 of technical iliti

A.8.11 Data masking

A.8.23 Web filtering
A.8.28 Secure coding

A.5.7 Threat intelligence
A.5.23 Information security for use of cloud services
A.5.30 ICT readiness for business continuity

A.7.4 Physical security monitoring
A.8.9 Configuration management A.8.12 Data leakage prevention
A.8.10 Information deletion A.8.16 Monitoring activities
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ISO 27002:2022. Example of Attributes

5.1 Policies for information security

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #1dentify #Governance #Governance_and_Eco-
#Integrity system #Resilience
#Availability
Control

Information security policy and topic-specific policies should be defined, approved by management,
published, communicated to and acknowledged by relevant personnel and relevant interested parties,
and reviewed at planned intervals and if significant changes occur.

Purpose

To ensure continuing suitability, adequacy, effectiveness of management direction and support
for information security in accordance with business, legal, statutory, regulatory and contractual
requirements.




If you have the ISMS, you will need to do:

1. Review the Risk Treatment Plan (RTP), align it with the new structure and numbering of
controls.

2. Review and update the Statement of Applicability (SoA). I recommend using 2 spreadsheets
(2013 and 2022) in the next 1-2 years.

3. Review and update the ISMS Management review procedure (inputs).

4. Review and update IS objectives and the Monitoring, measurement, analysis and evaluation
procedure.

5. Review and update the ISMS Communication Plan.
6. Review and update other policies, standards and procedures (if necessary).

7. Review and update checklists and questionnaires used for audits (internal and external).

8. Evaluate and possibly adapt third-party security tools (e.g., GRC, SIEM, VM) to ensure the
records you are using to demonstrate compliance support the new requirements.

23
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My ISMS Implementation Toolkit (ISO 27001)

ISMS Implementation Toolkit (ISO 27001) ISMS Implementation Toolkit (ISO 27001) ISMS Implementation Toolkit (ISO 27001) ISMS Implementation Toolkit (ISO 27001)
Revision 4.2, 17.10.2022 Revision 4.2, 17.10.2022 Revision 4.2, 17.10.2022 Revision 4.2, 17.10.2022
1 Intro Context Risk 4.7. | Security Levels of Shredders review | pdf, docx 27.05.2022
1.1. | 150 Survey 2021: IS0 27001 certificates | review | _pdf, xisx 04.10.2021 2.6. | 1SMS Pain Points and Trigger Events example | pdf, doox 20.02.2020 38. | Listof assets template | xisx 10.10.2019 Auditor's toolkit
1.2. | The IS0 27000 Family of Standards review | pdf, doox | upd.06.07.2022 2.7. | Information Security and Data Protection | review | pdf,xmind |  24.09.2020 3.9. | Information Asset Categories by SoGP review | pdf,xmind |  04.06.2022 4.8. | Request documents for GAP analysis checklist | pef, docx 27.09.2022
context, mindmap 2022 (ISMS and PIMS)
1.3. | IS0 27001:2013 (2022), mindmap review | pdf, xmind | upd.02.03.2022 25 | it of Lieracod o T T TR — - | - FTRTET
14| 150 27002:2022 Information securty review | pct xmind | 18022022 8. of Interested Parties example | pdf, doox 07. 0. | st of common nfermtion secaty example | pdf, docx 10, 4.9. | List of documents template | pdf, docx 17.10.2022
controls, mindmap 2.9. | List of Requirements template | pdf, docx 19.01.2022 4.10. | Sanity checkist for ISMS/PIMS checkist | pef, docx 01.11.2021
L5, | 150 27001, New information secrity review | pf, doox | upd.05.02.2022 2.10. | 55 Scope tempiate | pef, doox | 19.01.2022 BAL | My et ofinformation security threat eample | pdf,xmind | - 14.10.2022
controls, 2022, mindmap Governance 4.11. | Intemal Audit Plan template | pdf, docx 14.10.2020
16. | 10 27003:2017 ISMS Guidance, mindmap | review | pdf, xmind | 22.03.2022 - 3.12. | Risk Register Template by ISACA template | pdf, doc 18.05.2021 4.12. | Intemal Audit Report ‘template | pdF, docx 10.11.2020
2.11. | IT and IS Governance. Terms review pdf, docx 12.09.2022 N =
" - ; " 3.13. | Risk Register Template by NIST template | _template 31.05.2021 .
1.7. | ISO 27005:2018 Information security risk review pdf, xmind 01.10.2020 N " i " 4.13. Report template | pdf, docx 19.11.2020
1 antorm 2.12. | Information Security Governance, review | pdf,xmind |  11.03.2021 3,14, | 1SMS Maturly Levels and Statementof | tempiate | s a71020
18. | ISO 27014:2020 Governance of review | pdf, xmind 22.09.2021 mindnp Applicabilty (Soh), 2013 and 2022 414, | Audt Moctings Checist checkist | pdf,dox 5112020
8. |1 14:2020 Govern d .09, 2.13. | Benefits Realization Management (BRM), | review | pdf,xmind |  02.08.2021 - P 4.15. | Intemal ISMS Audit. Mapping to 1SO review | pdf, docx 06.07.2022
security, mindmap mindmap 3.15. | Incident Severity Matrix example pdf, docx 29.06.2021 19011 and 1SO 27007
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My ISMS Implemantation Plan

IS0 27001: ISMS Implementation Plan ISO 27001: ISMS Implementation Plan ISO 27001: ISMS Implementation Plan
4.1, 25.10.2022 4.1, 25.10.2022 4.1, 25.10.2022
ISMS Implementation Toolkit - www.patreon.com/posts/47806655 7. Take an inventory | e List of information assets (template) o List of information assets 14.Plan, prepare and | Comp e for ISMS « Information security awareness
of the assets o Information Asset Categories by SoGP conduct o Information Security and Data Protection |  Programme and plans
awareness eness i
0. Read ISO 27001 | e SO Survey 2021: ISO 27001 certificates | » Purchased standards 2022 trainings avar . ) 5 : Am./areness materias and records
and additional « IS0 27001, 27002, 27003 mindmaps (IS0 27001, 27002, 27003, 8. Define a Method | e Lists of common information security « Information security risk o Information Security and Data Protection | « Evidence of competence
materials « 150 27001, New Information securty 27005) of Risk threats management procedure Awareness Topics
y Assessment, o My list of information security threat « Information security risk « Information Security and Data Protection
onncles, identify and events assessment methodology culture
« IS Controls Mapping (2013 and 2022) assess ] ) ) _
 ISMS Reaquired activities R * Risk Register Template by ISACA « Information security risk 15.Operate the ISMS | e N/A « Records (all procedures)
s 27;3;’/_”, sl security risks | * Risk Register Template by NIST assessment report / register « IS Committee meetings
(opraaches) a « IS Risk Register (template) ® fons and MoMs)
o Recommendations* 9. Prepare o ISMS Maturity Levels and Statement of | e Statement of Applicability, SoA 16. Monitor the ISMS |« Objective and Key Results (OKRs) o List of metrics and KPIs
. = Statement of Applicability (SoA) template, 2013 and (draft) « ISMS monitoring, measurement,
1. g:’r;e:is e SO 27001 Intro Presentation  Presentation and MoM Agp:\imbi‘l‘;% ) 2022 « Risk Treatment Plan, RTP analysis and evaiuation report
training for the (Somand Rk |« Risk Treatment Plan (template) 17.Audit the ISMS | » Guidelines for ISMS audlting ( « Intemal information security
top management (RTP) « Internal Audit Plan (template) audit programme
i i Internal information securi
2. Conduct GAP « Request documents for GAP analysis « ISMS GAP assessment report 10.Define o+ ISMS Doct jon Policy ( ) |« 1SMS Doc on Policy o Internal Audit Report (template) ¢ audit plans ity
assessment (ISMS and PIMS) o List of ISMS documents (draft) requirements for « Templates + Nonconformity Report (template) I p| infi ti i
« ISMS GAP assessment Template documentation « Audit Meetings Checklist . nt:ja_ma information security
i o t o » audit reports
« ISMS Required activities managemen o IS0 19011:2018 Gwdelm_es for auditing | | List of Nonconformities (NCs)
« Requirements for documented 11.Develop ISMS o ISMS RACI Chart (example) « ISMS Framework management systems, Mindmap
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6. Establish o Checkiist for Information Security Policy | « Information Security Policy implement « SoA (updated) Tn progress
Information and GDPR Policy « Presentation and MoM ERLIE
Security Policy . jon Security Policy ( ) information
and Information ¢ B g security measures
Security « Information Security Principles
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