
How to become a cyber 
security expert



The Future of Cybersecurity

• https://www.infosecinstitute.
com/



Becoming a Cybersecurity Professional

• https://www.infosecinstitute.
com/



Getting your first Security Certification

• https://www.infosecinstitute.
com/



Train When, Where and How you want

• https://www.infosecinstitute.
com/



Training with InfoSec



5 cybersecurity roles
Cyber Operator



2. Cyber Defense Incident Responder



3. Cyber Security Engineer



4. Cyber Forensics Expert



5. Vulnerability Assessment Analyst



Free Cyber Resources



Security + course



Comptia + Certificate Path



CompTia Security+ Exam Syllabus 



CompTia Security+ Exam Syllabus 



Cyber Security Tools - Fortinet

https://www.fortinet.com/



Kali Penetration testing tool 

• https://www.kali.org/



Hack the Box - tool

• https://www.hackthebox.eu/



CISSP



CISSP



CISSP Salary



Useful Links

• https://www.youtube.com/watch?v=xzDKM7eEweI

• https://www.youtube.com/watch?v=iW5UitULXLY

• https://www.youtube.com/watch?v=EwpcwMz1c0Qv

• https://www.youtube.com/watch?v=2H9_I3yXhcw

• https://www.youtube.com/watch?v=EtVTPonfm6Q

•

• https://danielmiessler.com/study/infosec_interview_questions/

• https://www.itjobswatch.co.uk/contracts/uk/cyber%20security.do

• https://www.itjobswatch.co.uk/contracts/uk/it%20strategy.do

• https://www.itjobswatch.co.uk/contracts/uk/itsm.do



Cyber Job titles

• Internet management

• Stock Analyst

• IT audit role

• SOC analyst

• SOC analyst one

• Risk assessment specialist analyst

• Vulnerability analyst

• Policy and standard specialist



Buzz words

• Management skills using Nexpose, Qualys and Nexus 

• Good understanding of Firewall: Cisco ASA and Palo Alto 

• Knowledge of IPS/IDS: Checkpoint, Snort and security onion, Disk 
Encryption i.e Bitlocker/MBAM 

• Good knowledge of GRC frameworks - ISO27001, PCI-DSS, ISO27002, 
GDPR and NIST 

• Networking Skills (TCP IP, DNS, DHCP,VPN) 

• Good communication and documentation skills 

• Knowledge of Antivirus: Sophos and Symantec



Powershell Tool

https://www.pdq.com/powershell/



Amazon AWS 

https://aws.amazon.com/



Python

https://edube.org/?gclid=Cj0KCQjwlMaGBhD3ARIsAPvWd6iejH
XfXWKrqy1GdeagH8dG0mOJYbqVbHzq0U8V3rAQU52oF4ay1eY
aAo5OEALw_wcB



Security information and event management 
(SIEM)
• Datadog Security Monitoring EDITOR’S CHOICE A cloud-native 

network monitoring and management system that includes real-time 
security monitoring and log management. 

• SolarWinds Security Event Manager (FREE TRIAL) One of the most 
competitive

• ManageEngine EventLog Analyzer (FREE TRIAL) A SIEM tool that 
manages, protects, and mines log files. This system installs on 
Windows, Windows Server, and Linux.

https://www.comparitech.com/go/datadog-siem-tools-learn-more-siem-tools/l/list_dd_d__post__67137/
https://www.comparitech.com/go/solarwinds-security-event-manager-free-trial/l/list_dd_d__post__67137/d/67137/d/67137/
https://www.comparitech.com/go/manageengine-eventlog-analyzer-learn-more-siem-tools/l/list_dd_d__post__67137/


Security information and event management 
(SIEM)
• Splunk Enterprise Security This tool for Windows and Linux is a world 

leader because it combines network analysis with log management 
together with an excellent analysis tool.

• OSSEC The Open-source HIDS Security system that is free to use and 
acts as a Security Information Management service.

• LogRhythm NextGen SIEM Platform Cutting-edge AI-based technology 
underpins this traffic and log analysis tool for Windows and Linux.

https://www.splunk.com/en_us/form/splunk-enterprise-security-guided-product-tour.html?utm_campaign=google_emea_tier1_en_search_brand&utm_source=google&utm_medium=cpc&utm_content=ES_Interactive_Demo&utm_term=splunk%20enterprise%20security&_bk=splunk%20enterprise%20security&_bt=505717294273&_bm=e&_bn=g&_bg=102287781738&device=c&gclid=CjwKCAjww-CGBhALEiwAQzWxOlVnCpj_UvDC922_YMZHjLZp7olFM0wMHsFT4X6fXuuGshCAr0Q0wxoCu9IQAvD_BwE
https://www.ossec.net/
https://logrhythm.com/uk-critical-infrastructure-cybersecurity-siem-demo/?utm_source=google&utm_medium=cpc&utm_campaign=LogRhythm_-_UKIE_-_Brand_Extension&utm_adgroup=Brand_Extension_-_SIEM&utm_term=logrhythm%20siem&matchtype=p&utm_region=EMEA&utm_language=en&utm_program=EMEAcpc1&gclid=CjwKCAjww-CGBhALEiwAQzWxOmUowbQqrsrvKGjWt3MiWBf4RyqanOP2BSbhBug8pG9osh0rwalY6hoChpEQAvD_BwE


Security information and event management 
(SIEM)

• AT&T Cybersecurity AlienVault Unified Security Management Great value SIEM that runs on Mac 
OS as well as Windows.

• RSA NetWitness Extremely comprehensive and tailored towards large organizations but a bit too 
much for small and medium-sized enterprises.  Runs on Windows.

• IBM QRadar Market-leading SIEM tool that runs on Windows environments.

• McAfee Enterprise Security Manager Popular SIEM tool that runs through your Active Directory 
records to confirm system security. Runs on Mac OS as well as Windows.

• ArcSight Intelligence - World-Class Threat Hunting Combine endpoint data with UEBA to unlock 
world-class threat intelligence. Request a demo. Detect insider threats & bad actors faster using 
ArcSight Intelligence UEBA. Get started. Detect Insider Threats. Use Behavior Analytics. Prioritize 
Threat Leads.

https://cybersecurity.att.com/products
https://go.rsa.com/sansreviewnetwitness?utm_source=Google&utm_medium=Digital+Advertising&utm_content=Detect+and+Track+Security+Attacks+with+NetWitness+by+RSA&utm_campaign=GEN22DA-NetWitness+-+SANS+Product+Review-PS&gclid=CjwKCAjww-CGBhALEiwAQzWxOgy33rR4X0lEhqPgUGvwRS05W5_y28a4iFzSX_e1h4XsTXI7B1bGEBoCh3IQAvD_BwE
https://www.ibm.com/uk-en/products/qradar-siem
https://www.mcafee.com/enterprise/en-gb/products/enterprise-security-manager.html
https://www.microfocus.com/en-us/integrations-interset-crowdstrike?utm_campaign=7014J000000deYlQAI&utm_content=Search-Brand-SEC-ArcSight-INTL&gclid=CjwKCAjww-CGBhALEiwAQzWxOtZRfBWegJWOhEFoqdY7UTNBramf8gpFgakgMh9jOxPm6lJo6h1N5xoCvhsQAvD_BwE


Network Security

• Palo Alto Networks - Leader in Global Cybersecurity

• https://www.paloaltonetworks.com/

• Palo Alto Networks Protects Millions of Remote Workers with Next-Generation Cybersecurity. 
Rapidly Onboard Remote Users at Scale with Prisma Access & Next-Generation Firewall.

• BlueCoat system Symantec

• Blue Coat Systems was a company that provided hardware, software, and services designed for 
cybersecurity and network management. In 2016, it was acquired by and folded into Symantec.

• The appliance sat behind corporate firewalls to filter website traffic for viruses, worms and other 
harmful software. 

• It had a custom operating system called Security Gateway and provided many of its security 
features through partners, like Symantec and Trend Micro.

• The Blue Coat Secure Web Gateway solution provides a layered defense system that includes 
next-generation URL filtering, central policy management and the WebPulse cloud defense that 
provides 24/7 security against the latest malware attacks.

https://www.paloaltonetworks.com/?utm_source=google-search&utm_medium=paid-search&utm_term=palo%20alto%20networks&utm_campaign=CXO-EMEA-EN-Search-Awareness-UK-Branded&utm_content=490040426362-c&sfdcid=7010g000001dKD0AAM&_bt=490040426362&_bm=e&_bn=g&gclid=CjwKCAjww-CGBhALEiwAQzWxOoSTMLxA0XuWlGSCjYw2hSp0OQoUtzqzk0vPlJzuvgIJB9pfSg9N_xoCcXQQAvD_BwE
https://securitycloud.symantec.com/cc/


SonarQube LTS - https://www.sonarqube.org/



NMAP Tool

• 1. Nmap

• The Network Mapper (Nmap) is a tool for exploring a target network or system. Nmap has a great deal of 
built-in knowledge in the form of a wide variety of different scan types. These different types of scans are 
designed to evade defenses or detect unique features that can be used to identify particular operating 
systems or applications.

• Nmap balances usability and configurability. For novice users, the Zenmap GUI provides a point-and-click 
interface for performing simple scans. However, both Nmap and Zenmap also allow more advanced users to 
apply a range of flags to precisely configure the details of their network scan.

• Nmap and Zenmap both provide a running commentary on the state of the scan and the tests performed. At 
the end, both a text-based and visual (in Zenmap) result is presented that outlines the detected systems, 
ports and protocols identified by the scan.

• Nmap and Zenmap are available here.

https://nmap.org/


NESSUS  Tool

• Nessus
• Nessus is the only commercial tool on this list. It is available from Tenable 

under multiple different licensing models. A free version limits the number 
of IPs that can be scanned, while paid licenses allow unlimited scans and 
deployment of multiple scanners.

• Nessus is the most popular vulnerability scanner due to its extensive library 
of vulnerability signatures. A Nessus scan will examine the target machine, 
identify running services and provide a list of detected vulnerabilities along 
with additional information for exploitation and remediation. These scans 
provide a penetration tester with a list of potential attack vectors for 
gaining access to a target network or system.

• Nessus is available from Tenable’s website here

https://www.tenable.com/products/nessus


Wireshark Tool

• Wireshark

• For network sniffing, Wireshark is by far the best tool available. Wireshark provides a 
large number of built-in protocol dissectors, enabling it to identify a range of different 
types of network traffic and break them down into an easily readable format. The 
Wireshark GUI labels each field of a network packet and provides built-in traffic coloring, 
filtering and connection following to help with identifying packets of interest.

• Under the hood, Wireshark is much more than just a pretty packet dissector. It includes a 
great deal of built-in functionality for network traffic analysis and is extensible to allow 
analysis of custom traffic. This makes it invaluable for penetration testing, since it allows 
testers to easily and rapidly extract features of interest from a network traffic capture.

• Wireshark can be downloaded here.

https://www.wireshark.org/download.html


Burp Suite Tool

• Burp Suite

• Burp Suite is a collection of application security testing tools 
developed by Portswigger. Of these tools, the most famous is likely 
Burp Proxy, their web proxy.

• Burp Proxy makes it possible for a penetration tester to perform a 
man-in-the-middle (MitM) attack, sitting between a webserver and a 
browser (their own or someone else’s). This enables them to examine 
and modify network traffic en route, making it possible to detect and 
exploit vulnerabilities or data leakages within a web application.

• Burp Proxy — and the rest of Burp Suite — can be 
found here.

https://portswigger.net/burp


John the Ripper Tool

• John the Ripper
• John the Ripper is a well-known and widely-used password cracking tool. It 

is designed primarily for use on CPUs, but it also supports GPUs for faster 
cracking.

• John the Ripper supports all of the most common cracking techniques 
(brute-force, dictionary and hybrid) and has a large library of supported 
hash formats. It is also a highly-flexible and configurable tool, allowing 
users to specify unique combinations of hash functions and generate 
custom candidate password formats for dictionary attacks.

• To learn more about and download John the Ripper, visit here.

https://www.openwall.com/john/


More useful Links

• https://www.brighttalk.com/webcast/18576/452328 

• Top Considerations When Auditing Cloud Computing Systems

• Understanding Modern Software Development with i3 Secure & Veracode

• https://www.brighttalk.com/webcast/12807/452288?utm_source=i3Secure&utm_medium=brighttalk&utm_campaign=452288

• https://www.youtube.com/c/knowledgeindia

• https://www.the-center.org/Blog/October-2020/ISO-9001-%E2%80%93-A-Key-to-Cybersecurity-(Part-1)

• https://www.the-center.org/Blog/November-2020-(1)/ISO-9001-%E2%80%93-A-Key-to-Cybersecurity-(Part-2)

• https://www.youtube.com/watch?v=_nVq7f26-Uo&feature=youtu.be



Other things to know

• Email security , PGP

• Email Phishing

• Data security

• Vendor security


