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Battery manufacturer
OT environment
Patented technologies
Intellectual property
Trusted partner for 
automotive industry
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Dropped some 
documents onlineExtortionData stolen
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Sophisticated undetected Criminal/Nation
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Individuals
Groups
Governments

Ideologies 
Political / Espionage
Financial
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Reported 13 December 2020
Sunburst malware: March 26, 2020
Solarwinds network breach September 2019

Aka Orion hack
Supply chain attack

Dwell time

Supply 
chain attack

SUNSPOT 
implant

Orion 
hacked 

software 
update

SUNBURST 
backdoor 

DLL

TEARDROP 
Cobalt 
Strike 

Loader
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The Cyber Kill Chain (2011)  provides a 30.000ft view of an attack 

Good for a general overview…
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Framework
Track attackers
stages

Adversarial Tactics 
Techniques
& Common 
Knowledge

v13
Evolving
Never ending? 
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“The industry standard for classyfing adversary activity” [Red Canary Threat Report 2023]
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Golden circle by 
Simon Sinek

Technique
Dump credentials

Tactics
Achieve credential access

Procedure
Dump lsass memory to 
scrape credentials out of it
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Help us find the APT group

Reconnaissance Credential 
access

Lateral 
movementExecution

Initial access

Privilege 
escalation

Command and 
control

Exfiltration/
Impact

Persistence
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Tactics Recon 
Initial 

Access 
Execution Persistence 

Privilege 
Escalation 

Credential 
Access 

Lateral 
Movement 

Command 
& Control 

Exfiltration/ 
impact 

APT29 Cozy bear 
Phishing for 

info 

External 
Remote 
services 

WMI 
Scheduled 

Task 
Valid 

Accounts 
MFA request 
generation 

RDP 
Encrypted 
Channel 

Data 
destruction 

APT28 Fancy bear 
Vulnerability 

scanning 

External 
Remote 
services 

Powershell 
logon/ 

autostart 
Com hijack Brute force SMB 

Encrypted 
Channel 

Alternative 
protocol 

APT38 Lazarus 
Active 

scanning 
Spear 

Phishing 
Scheduled 

Task 
Scheduled 

Task 
Scheduled 

Task 
keylogger SSH 

Web 
protocols 

Web 
protocols 

Lapsus$ Credentials 
Cloud 

account 
User 

execution 
Cloud roles 

Valid 
accounts 

MFA request 
generation 

Pass the 
hash 

Proxy 
Data 

destruction 

Wizar Spider 
Phishing for 

info 

External 
Remote 
services 

WMI 
Scheduled 

Task 
Valid 

Accounts 
Kerberoasting RDP 

Encrypted 
Channel 

Exfil over C2 

APT18 Dynamite Panda 
Active 

scanning 

External 
Remote 
services 

command 
shell 

logon/ 
autostart 

Valid 
Accounts 

Brute force SMB DNS DNS 

FIN6  
Phishing for 

info 
Spear 

Phishing 
Powershell 

Scheduled 
Task 

Exploitation LSASS RDP 
Encrypted 
Channel 

Alternative 
protocol 

Sandworm Team 
Phishing for 

info 
Spear 

Phishing 
WMI 

Domain 
Accounts 

Domain 
Accounts 

LSASS SMB Proxy 
Data 

Encryption 
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Help us find the APT group

Reconnaissance Credential 
access

Lateral 
movementExecution

Initial access

Privilege 
escalation

Command and 
control

Exfiltration/
Impact

Persistence
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CIO business contact 
via Whatsapp

CIO

T1566

Phishing
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CIO
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T1111

MFA Authentication
Interception
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Dear Michael,
I am writing this email to request your assistance in 
reviewing a specific pdf document that I have attached.
The document contains updated information from the 
executive team highlighting the changes to be made to the 
server configurations in order to lessen costs to manage 
and maintain the server. I would appreciate it if you could 
review this document at your earliest convenience.
To review this document, please download it from this email 
and open it using Adobe Acrobat Reader. Once you have 
reviewed it, please send me your feedback by replying to this 
email.
Thank you for your time and assistance.
Best regards
CIO

ChatGPT: 
“write an email from the CIO to server administrator Michael to 

review a specific pdf document attached with instructions”

CIO

Michael
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CIO

Michael
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CIO
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CIO

Michael
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T1555

Credentials from 
Password StoresT1003

OS Credential 
Dumping
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T1133

External Remote 
Services: VPN
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“No limit is placed on the amount of calls that can be 
made. Call the employee 100 times at 1 am while he is 
trying to sleep, and he will more than likely accept it. Once 
the employee accepts the initial call, you can access the 

MFA enrollment portal and enroll another device.”
LAPSUS$

T1621

MFA Request 
Generation
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T1589

Gather Victim 
Identity Information

Azure Application Name
Microsoft Office 365 portal
Office 365 Exchange Online
Microsoft Exchange REST API based powershell
Microsoft Office

T1078

Cloud accounts
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Reconnaissance Credential 
access

Lateral 
movementExecution

Initial access

Privilege 
escalation

Command and 
control

Exfiltration/
Impact

Persistence
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SMB

DCOM

SSH

VNC

WinRM

WMI RDP
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Discovery of network resources

Bloodhound: Lateral movement paths
T1078

Valid 
Accounts

T1046

Network Service 
Discovery
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RDP lateral movement
RDP Hijacking using Tscon, Mimikatz, nc, SharpRDP

Jump servers, embedded systems and file servers

T1021

Remote services
RDP
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T1053

Scheduled 
Task

T1218

System Binary
Proxy Execution
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Handoff initial 
compromise

Large window of 
opportunity

Multiple APT 
groups
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TA0011

Command and 
Control
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T1048

Exfiltration Over 
Alternative Protocol
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T1485

Data Destruction
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APT?
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APT29 / Cozy Bear
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Lessons 
learned
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MFA everywhere
FIDO

Behaviour Analysis Least privileges access
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Visibility on Network, Devices, Identity, Apps and Data
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Asset management
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Behaviour analytics
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Automated enrichment and responses
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Integrations cross-solution
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Call
To
Action
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