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[bookmark: _Toc8335084][bookmark: _Toc8335234]DATA PROCESSING AGREEMENT

[bookmark: _Toc8335235][bookmark: _Toc8335085]For the Data Processor’s processing of personal data related to the parties’ agreement concerning The Intensive Care Platform Trial (INCEPT) (”Principal Agreement”)

 
Between

[bookmark: _Toc8335236][bookmark: _Toc8335086]The Capital Region Of Denmark

Kongens Vænge 2
	Anders Perner
MD, PhD, senior staff specialist, and professor,  
Tel. +45 3545 8333
contact@incept.dk




3400 Hillerød

[bookmark: _Toc8335239][bookmark: _Toc8335089]CVR-no: 29190623]

(”Data Controller”)


and

Company Name

Address

Country

Department (if relevant)

Contact person

VAT / EIN /Company reg. number

(”Data Processor”)
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1. [bookmark: _Toc172806513]Background to The Data Processing Agreement
1.1. [bookmark: _Hlk8335554]This data processing agreement, including appendixes and any supplements (”Data Processing Agreement”), concerns the Data Processor’s obligation to act in accordance with the EU Parliament and Council’s regulation 2016/679 of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (“General Data Protection Regulation”), as well as legislation on supplementary provisions to the regulation on the protection of natural persons with regard to the processing of personal data and on the free movement of such data (“General Data Protection Law”).

1.2. The Data Processing Agreement is an integral part of the Principal Agreement. 
 
1.3. In case of discrepancies between the provisions in the Data Processing Agreement and any corresponding provisions in other agreements between the Data Controller and the Data Processor, including the Principal Agreement, in relation to processing of personal data, the provisions in the Data Processing Agreement take precedence. This applies regardless of anything agreed about precedence elsewhere.  If, however, the Data Processor is bound by more stringent obligations in other agreements between the Data Controller and the Data Processor, including the Principal Agreement, the Data Processor must fulfil those more stringent obligations.

2. [bookmark: _Toc172806514][bookmark: _Hlk8335556]Data Processor’s responsibility
2.1. [bookmark: _Hlk8335557]The Data Processor must only process personal data according to documented instructions from the Data Controller, and only to the extent that is necessary for the Data Processor to fulfil the obligations of the Principal Agreement and the Data Processing Agreement, unless processing is required under EU or Member State law to which the Data Processor is subject.  In this case, the Data Processor must inform the Data Controller of that legal requirement before processing, unless that law prohibits this notification on important grounds of public interest, see General Data Protection Regulation article 28, section 3, paragraph a. 

The Data Processing Agreement is part of the Data Controller’s instructions to the Data Processor.  The Data Processor processes personal data on behalf of the Data Controller, and must not process personal data covered by the Data Processing Agreement for own purposes.

2.2. If the Data Processor is subject to the legislation of a third country, the Data Processor must immediately inform the Data Controller in writing if this legislation prevents the Data Processor from complying with the Data Processing Agreement and associated instructions.

2.3. The Data Processor must immediately inform the Data Controller if an instruction is, in the Data Processor’s opinion, in contravention of the General Data Protection Regulation, the General Data Protection Law or the data protection provisions of EU or Member State law (combined, “General Data Protection Legislation”)

2.4. The Data Protection Agreement does not release the Data Processor from obligations directly imposed by the General Data Protection Regulation or any other current legislation. 

3. [bookmark: _Toc172806515]Data Processor’s task
3.1. The Data Processor’s processing of personal data takes place in order to fulfil the Principal Agreement.

3.2. The purpose of the Data Processor’s processing is execution of the clinical trial INCEPT.  The processing is necessary to ensure valid data from INCEPT trial participants enrolled at Data Processors site as per the per the latest approved version of INCEPT protocol, including any relevant appendices.

3.3. The Data Processor’s task is to collect personal data as required for the execution of the clinical trial and research project e.g. via eCRF, questionnaires, interviews, or observations, and to process such data for the purpose of the research project as instructed by the Data Controller (Sponsor) and as per the latest approved version of INCEPT protocol, including any relevant appendices.

For the avoidance of doubt data may be recorded in the patient’s medical record or other clinical systems under the Data Processors control according to national applicable law. In that case the site is considered data controller for said data.

3.4. The Data Processor processes the following types of personal data: 
Contact information (telephone number and address).
Identification (name and personal registration number).
Family relations (name, type of relation, telephone number, address).
Health information (vital status, quality of life, and cognitive function).

3.5. The Data Processor processes personal data regarding the following categories of data subjects:
· Site staff
· Site staff (other sites) according to follow-up procedures
· Trial participants/Patients enrolled in the trial according to in- and exclusion criteria

3.6. The personal data covered by the Data Processing Agreement is processed (e.g. stored, hosted, backed up) at the following location(s), including ad hoc work premises: 
Personal data are transferred from Data Processor to Data Controller by entering data in the eCRF in a secure and logged system hosted at Copenhagen University Hospital, Rigshospitalet in the Capital Region of Denmark. If it becomes necessary to send the 180-days follow-up questionnaires by post, the patient will return it directly to the Data Controller by post.


4. [bookmark: _Toc172806516][bookmark: _Hlk26784248]Technical and organisational precautions
4.1. The Data Processor must take all necessary measures required under article 32 of the General Data Protection Regulation. This article stipulates, among other things, taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, the controller and the processor shall implement appropriate technical and organisational measures to ensure a level of security appropriate to the risk.
 
4.2. Appendix 1 (Data Processor’s instructions) stipulates the minimum requirements for the necessary technical and organisational security measures. 

4.3. The principles and recommendations in ISO 27001, with later amendments, should be used as a framework guideline for fulfilling the Data Processing Agreement requirements. 
5. [bookmark: _Toc8334844][bookmark: _Toc8334994][bookmark: _Toc8335144][bookmark: _Toc8335294][bookmark: _Toc8372101][bookmark: _Toc8372277][bookmark: _Toc8372797][bookmark: _Toc8372949][bookmark: _Toc8373083][bookmark: _Toc8374367][bookmark: _Toc8374543][bookmark: _Toc8374572][bookmark: _Toc8374618][bookmark: _Toc8374667][bookmark: _Toc8374687][bookmark: _Toc8374707][bookmark: _Toc8374756][bookmark: _Toc172806517]Data Processor’s use of sub-processors
5.1. [bookmark: _Toc8373085][bookmark: _Toc8335296][bookmark: _Toc8335146]The Data Processor must not use another data processor (sub-processor) to process personal data covered by the Data Processing Agreement without the Data Controller’s prior written consent. Appendix 2 of the Data Processing Agreement lists the sub-processors approved by the Data Controller.

5.2. [bookmark: _Toc8373086][bookmark: _Toc8335297][bookmark: _Toc8335147]The Data Processor must notify the Data Controller and obtain specific written approval from the Data Controller if the Data Processor wishes to bring into use a new sub-processor.  The notification must be received at least 3 months before the Data Processor wishes to bring into use the new sub-processor.  The notification must take place by editing appendix 2 and sending it to RH-FP-forskningsjura@regionh.dk. 

5.3. [bookmark: _Hlk18916133]In addition, at the request of the Data Controller, the Data Processor must provide a systemised overview of the entire chain of sub-processors mentioned in appendix 2, clearly indicating how the sub-processors are interrelated. 

5.4. [bookmark: _Toc8373088][bookmark: _Toc8335299][bookmark: _Toc8335149]The Data Processor must enter into an agreement with a sub-processor which, as a minimum, complies with the data processing obligations undertaken by the Data Processor in the Data Processing Agreement. The sub-processor must have at least the same security level as undertaken by the Data Processor in the Data Processing Agreement.

5.5. [bookmark: _Toc8373087][bookmark: _Toc8335298][bookmark: _Toc8335148]If a sub-processor is used, the Data Processor must provide the relevant data processing agreement between the Data Processor and the sub-processor at the request of the Data Controller.  The Data Processor must be able to document that the sub-processor has been instructed on the security requirements outlined in appendix 1 (Data Processor’s instructions). 

5.6. [bookmark: _Toc8373089][bookmark: _Toc8335300][bookmark: _Toc8335150]The Data Processor is responsible for the contractual and legal requirements of the sub-processor’s processing of personal data.   The fact that the Data Processor enters into an agreement with a sub-processor does not release the Data Processor from the obligation to comply with the Data Processing Agreement. 

5.7. [bookmark: _Toc8373090][bookmark: _Toc8335301][bookmark: _Toc8335151]The Data Processor must inform the Data Controller of termination of an agreement with a sub-processor on processing of personal data covered by the Data Processing Agreement. In this case, the Data Processor must ensure that the sub-processor properly deletes all personal data in accordance with clause 10.

5.8. [bookmark: _Toc8373091][bookmark: _Toc8335302][bookmark: _Toc8335152]In the agreement with the sub-processor, the Data Processor must, when possible, include the Data Controller as preferred third party in the event of the Data Processor’s insolvency so that the Data Controller can assume the Data Processor’s rights regarding data processing and enforce them on the sub-processor. For example, so that the Data Controller can instruct the sub-processor to delete or hand back personal data.

6. [bookmark: _Toc172806518]Transfer of personal data to third countries or international organisations
6.1. [bookmark: _Toc8373093][bookmark: _Toc8335304][bookmark: _Toc8335154]The Data Processor must ensure that documented written approval is obtained from the Data Controller prior to the carrying out of transfers (e.g. assignment, disclosure or internal use) of personal data to third countries or international organisations unless the Data Processor is subject to other requirements under EU or Member State law.  In such a case, the Data Processor must notify the Data Controller of this legal requirement before the transfer, unless the law prohibits this notification on important grounds of public interest.  See General Data Protection Regulation article 28, section 3, paragraph a. 

6.2. [bookmark: _Toc8373094][bookmark: _Toc8335305][bookmark: _Toc8335155]The limitations outlined in clause 6.1 mean, among other things, that the Data Processor must obtain prior written approval from the Data Controller to:

i. [bookmark: _Toc8373095][bookmark: _Toc8335306][bookmark: _Toc8335156]Disclose personal data to a Data Controller in a third country or an international organisation.
ii. [bookmark: _Toc8373096][bookmark: _Toc8335307][bookmark: _Toc8335157]Assign the processing of personal data to a sub-processor in a third country or an international organisation. 
iii. [bookmark: _Toc8373097][bookmark: _Toc8335308][bookmark: _Toc8335158]Allow personal data to be processed by another of the Data Processor’s departments located in a third country.


6.3. [bookmark: _Toc8334859][bookmark: _Toc8335009][bookmark: _Toc8335159][bookmark: _Toc8335309][bookmark: _Toc8372116][bookmark: _Toc8372292][bookmark: _Toc8372812][bookmark: _Toc8372964][bookmark: _Toc8373098][bookmark: _Toc8334860][bookmark: _Toc8335010][bookmark: _Toc8335160][bookmark: _Toc8335310][bookmark: _Toc8372117][bookmark: _Toc8372293][bookmark: _Toc8372813][bookmark: _Toc8372965][bookmark: _Toc8373099][bookmark: _Toc8334861][bookmark: _Toc8335011][bookmark: _Toc8335161][bookmark: _Toc8335311][bookmark: _Toc8372118][bookmark: _Toc8372294][bookmark: _Toc8372814][bookmark: _Toc8372966][bookmark: _Toc8373100][bookmark: _Toc8334862][bookmark: _Toc8335012][bookmark: _Toc8335162][bookmark: _Toc8335312][bookmark: _Toc8372119][bookmark: _Toc8372295][bookmark: _Toc8372815][bookmark: _Toc8372967][bookmark: _Toc8373101][bookmark: _Toc8334864][bookmark: _Toc8335014][bookmark: _Toc8335164][bookmark: _Toc8335314][bookmark: _Toc8372121][bookmark: _Toc8372297][bookmark: _Toc8372817][bookmark: _Toc8372969][bookmark: _Toc8373103][bookmark: _Toc8334865][bookmark: _Toc8335015][bookmark: _Toc8335165][bookmark: _Toc8335315][bookmark: _Toc8372122][bookmark: _Toc8372298][bookmark: _Toc8372818][bookmark: _Toc8372970][bookmark: _Toc8373104][bookmark: _Toc8334866][bookmark: _Toc8335016][bookmark: _Toc8335166][bookmark: _Toc8335316][bookmark: _Toc8372123][bookmark: _Toc8372299][bookmark: _Toc8372819][bookmark: _Toc8372971][bookmark: _Toc8373105][bookmark: _Toc8373107][bookmark: _Toc8335318][bookmark: _Toc8335168]Providing that the Data Controller gives the Data Processor written consent to transfer personal data to a sub-processor in a third country, the Data Processor is responsible for ensuring that the personal data is not transferred unless there is a legal basis for transfer of personal data to the country in question.  If a sub-processor in a third country is used, this must be stipulated in appendix 2 of the Data Processing Agreement.

6.4.  If a transfer of personal data to a sub-processor in a third country, as outlined in clause 6.3, is based on the EU Commission’s Standard Contractual Clauses, the EU Commission’s Standard Contractual Clauses take precedence over the terms in the Data Processing Agreement for that specific transfer of personal data to the sub-processor. However, any requirements or obligations imposed on the Data Processor by the Data Processing Agreement and which are more onerous or which put the data subjects in a better position will still apply.

6.5. The Data Processor must, upon request from the Data Controller, provide any data transfer agreements entered into under the EU Commission’s Standard Contractual Clauses between the Data Processor and sub-processors.


7. [bookmark: _Toc172806519]Inspection and audit
7.1. [bookmark: _Toc8373109][bookmark: _Toc8335320][bookmark: _Toc8335170]The Data Processor must make available to the Data Controller all information necessary to demonstrate compliance with the General Data Protection Legislation and the Data Processing Agreement, and must allow for and contribute to audits and inspections carried out by the Data Controller or another auditor authorised by the Data Controller.

7.2. [bookmark: _Toc8335171][bookmark: _Toc8335321]The following audits are in the Data Processing Agreement
The Data Processor shall at the request from the Data Controller complete a questionnaire regarding the compliance of the Data Processing Agreement. The questionnaire will contain approximately 15 questions, drawn up by the Data Controller.
[bookmark: _Toc8373112][bookmark: _Toc8335324][bookmark: _Toc8335174]The agreed audit level does not prevent the Data Controller from carrying out a separate audit in accordance with the Data Processing Agreement clause 7.1.

7.3. The Data Processor is obliged to provide the supervisory authorities which, under applicable legislation, have access to the Data Controller’s and Data Processor’s facilities, or representatives acting on behalf of the supervisory authorities, with access to the Data Processor’s physical facilities on presentation of appropriate identification.  The Data Processor is similarly obliged to ensure that this type of inspection can also take place at any sub-processors.  

7.4. [bookmark: _Toc8373114][bookmark: _Toc8335326][bookmark: _Toc8335176]The Data Processor is obliged to inspect sub-processors. The Data Processor’s inspection of sub-processors must follow the agreed inspection procedure.  The Data Processor must document on request that inspections of sub-processors have been carried out. Although the Data Processor is responsible for carrying out inspections of sub-processors, the Data Controller or a representative must have access to carry out inspections of sub-processors when necessary in the Data Controller’s professional opinion.

8. [bookmark: _Toc172806520]Notification obligation and assistance
8.1. [bookmark: _Toc8373116][bookmark: _Toc8335328][bookmark: _Toc8335178][bookmark: _Toc8373117][bookmark: _Toc8335329][bookmark: _Toc8335179]The Data Processor is obliged to inform the Data Controller in writing and without unnecessary delay in case of any deviation from the Data Processing Agreement, for example:

i. Any deviation from the instructions received
ii. [bookmark: _Toc8334880][bookmark: _Toc8335030][bookmark: _Toc8335180][bookmark: _Toc8335330][bookmark: _Toc8372136][bookmark: _Toc8372312][bookmark: _Toc8372832][bookmark: _Toc8372984][bookmark: _Toc8373118][bookmark: _Toc8334881][bookmark: _Toc8335031][bookmark: _Toc8335181][bookmark: _Toc8335331][bookmark: _Toc8372137][bookmark: _Toc8372313][bookmark: _Toc8372833][bookmark: _Toc8372985][bookmark: _Toc8373119][bookmark: _Toc8334882][bookmark: _Toc8335032][bookmark: _Toc8335182][bookmark: _Toc8335332][bookmark: _Toc8372138][bookmark: _Toc8372314][bookmark: _Toc8372834][bookmark: _Toc8372986][bookmark: _Toc8373120][bookmark: _Toc8373121][bookmark: _Toc8335333][bookmark: _Toc8335183]Any deviation from agreed access to personal data covered by the Data Processing Agreement. 
iii. [bookmark: _Toc8373122][bookmark: _Toc8335334][bookmark: _Toc8335184]Any deviation from planned releases, upgrades, tests etc. which are relevant for the processing of personal data covered by the Data Processing Agreement.  
iv. [bookmark: _Toc8373123][bookmark: _Toc8335335][bookmark: _Toc8335185]Any reasonable suspicion of confidentiality breach, misuse, loss or deterioration of personal data etc.

8.2. [bookmark: _Toc8373124][bookmark: _Toc8335336][bookmark: _Toc8335186]The Data Processor must inform the Data Controller without unnecessary delay when made aware of a personal data breach connected to the Data Processing Agreement at the Data Processor’s or at any sub-processors’ premises. 

A notification of a personal data breach must include the following information:

i. [bookmark: _Toc8373128][bookmark: _Toc8335340][bookmark: _Toc8335190]The nature of the personal data breach and, if possible, who is affected, the number of affected data subjects, and the number of affected personal data records.
ii. [bookmark: _Toc8373129][bookmark: _Toc8335341][bookmark: _Toc8335191]Description of the likely consequences of the breach.
iii. [bookmark: _Toc8373130][bookmark: _Toc8335342][bookmark: _Toc8335192]Description of the measures the Data Processor has taken or suggests in order to manage the personal data breach, and what can be done to limit its possible adverse effects. 

8.3. [bookmark: _Toc8373132][bookmark: _Toc8335344][bookmark: _Toc8335194]The Data Processor must assist the Data Controller as much as possible with the fulfilment of the Data Controller’s obligation to respond to requests for the exercise of the data subjects’ rights under chapter 3 of the General Data Protection Regulation, by providing appropriate technical and organisational assistance without unnecessary delay, and taking into account the nature of the processing.

8.4. The Data Processor must assist the Data Controller in fulfilling obligations for which the Data Controller is responsible under relevant legislation or when assistance is necessary in order for the Data Controller to fulfil these obligations, including the obligation to carry out a data protection impact assessment.

9. [bookmark: _Toc172806521]Agreement’s commencement and duration
9.1. [bookmark: _Toc8373134][bookmark: _Toc8335346][bookmark: _Toc8335196]The Data Processing Agreement enters into effect when signed by both parties. 

9.2. [bookmark: _Toc8373136][bookmark: _Toc8335348][bookmark: _Toc8335198]The Data Processing Agreement is in force for as long as the processing of personal data is carried out and must remain in force until processing ceases. 

9.3. [bookmark: _Toc8373137][bookmark: _Toc8335349][bookmark: _Toc8335199]The Data Processor and any sub-processors are obliged to hand back or delete personal data when data processing under the Principal Agreement ceases or at the written request of the Data Controller. The Data Controller must inform the Data Processor of the time at which data processing must cease.  After this, it is the Data Processor’s responsibility to hand back or delete personal data at the request of the Data Controller, and also to delete existing copies at the reported time, unless EU or Member State law requires storage of the personal data. 

10. [bookmark: _Toc8335201][bookmark: _Toc8335351][bookmark: _Toc8373139][bookmark: _Toc172806522]Processing personal data after the agreement’s termination
10.1. The Data Processor is responsible for deleting personal data in such a way that it is not possible to recover the personal data.  The Data Processor is responsible for deleting personal data from any backups and any sub-processors.

10.2. When data has been deleted, the Data Processor must send a written declaration that personal data has been deleted as agreed.

10.3. If the Data Processor or any sub-processors experience insolvency, liquidation or similar and therefore cease to process personal data for the Data Controller, all personal data must be immediately handed back to the Data Controller in a way which enables the Data Controller to continue making use of it.  Following this, the Data Processor, the insolvent estate or similar is obliged to delete the personal data from own systems in accordance with the above. 

11. [bookmark: _Toc172806523]Termination assistance 
11.1. In the case of termination, cancellation or rescission of the Principal Agreement or the Data Processing Agreement, the Data Processor is obliged, at the request of the Data Controller, to provide termination assistance to the Data Controller until (i) all personal data has been transferred to the Data Controller in an ordinary, recognised electronic format, and (ii) the services described in the Principal Agreement have been satisfactorily handed over to the Data Controller or a new supplier selected by the Data Controller.  The Data Processor must continue to process personal data and to deliver the services in accordance with the Principal Agreement until a satisfactory handover has taken place.

11.2. The Data Processor is obliged, at the request of the Data Controller, to inform the Data Controller in writing of how the Data Processor will transfer personal data and the services covered by the Principal Agreement to the Data Controller or a new supplier, including any technical requirements and conditions, so that the Data Controller or the new supplier can take over the services described in the Principal Agreement as well as the processing of personal data. The Data Processor must at the request of the Data Controller at any time be able to document and demonstrate to the Data Controller that the transfer of personal data and services can take place within the timeframe stated by the Data Processor. 

12. [bookmark: _Toc172806524]Personal data covered by this agreement is confidential
12.1. The Data Processor must ensure and, at the request of the Data Controller, be able to demonstrate that all colleagues, sub-processors, business partners, external consultants and temporary workers etc. authorised to process the personal data covered by the Data Processing Agreement are bound by professional confidentiality or are subject to a relevant statutory duty of confidentiality.  

12.2. The Data Processor is responsible for informing employees, sub-processors, business partners, external consultants and temporary workers etc. about the duty of confidentiality.

12.3. The Data Processor must ensure that access to personal data covered by the Data Processing Agreement is limited to employees who are required to process personal data in order for the Data Processor’s obligations to the Data Controller to be fulfilled. Access to personal data must therefore be blocked if authorisation is removed or expires.

12.4. The Data Processing Agreement’s obligations on confidentiality also apply after the Principal Agreement has terminated. 

13. [bookmark: _Toc172806525]Transfer
13.1. [bookmark: _Toc8373143][bookmark: _Toc8335355][bookmark: _Toc8335205]The Data Processor must not transfer the rights and obligations of the Data Processing Agreement without the Data Controller’s prior consent. 

14. [bookmark: _Toc172806526]Breach
14.1. In addition to the information in this clause (14), the Data Controller may invoke the usual remedies for breach provided by Danish law if the Data Processor breaches the Data Processing Agreement.
 
14.2. The Data Processing Agreement is part of the Principal Agreement, and therefore a breach of the Data Processing Agreement is also a breach of the Principal Agreement.  In the case of material breach of the Data Processing Agreement, the Data Controller is entitled to cancel the Data Processing Agreement and the Principal Agreement. 

14.3. The Data Controller’s cancellation of the Principal Agreement and the Data Processing Agreement does not mean that the Data Controller waives the right to compensation if the conditions for compensation are met.

14.4. Even if the Data Controller chooses not to cancel the Principal Agreement and the Data Processing Agreement on one or more occasions when entitled to do so, the Data Controller retains the right to cancel the Principal Agreement and the Data Processing Agreement on other occasions. 

14.5. The Data Controller and the Data Processor are liable in accordance with the ordinary rules of Danish law in the event of breach of the Data Processing Agreement or violation of current General Data Protection Legislation. 

If the Data Controller becomes liable to a third party, due to inter alia a claim of compensation, including a claim of compensation from the data subject(s) as a result of the Data Processor’s or any sub-processor’s breach of the Data Processing Agreement or violation of the current General Data Protection Legislation, the Data Processor must indemnify the Data Controller for all costs and losses. This is including cost and losses relating to injury caused to third party’s freedom, peace, honour or reputation. 

Any liability or compensation limits determined in the Principal Agreement or elsewhere are not applicable in the case of the Data Processor’s breach of the Data Processing Agreement or violation of the current General Data Protection Legislation. 

Article 82 of the General Data Protection Regulation is used to calculate compensation and other amounts payable to the data subjects as a result of a violation of General Data Protection Legislation.

The Data Processor’s obligation to indemnify the Data Controller in accordance with this section does not apply to fines or sanctions imposed on the Data Controller under article 83 or 84 of the General Data Protection Regulation. 

14.6. The Data Controller is entitled to require the Data Processor to assist in protecting the Data Controller’s interests in any court or arbitration case, regardless of any objections the Data Processor may have about any alleged breach, as long as the Data Processor’s assistance is significant in the protection of the Data Controller’s interests, and as long as it does not harm the Data Processor’s position.  

15. [bookmark: _Toc172806527]Applicable law and jurisdiction
15.1. [bookmark: _Toc8373146][bookmark: _Toc8335358][bookmark: _Toc8335208]The provisions in this section are not applicable if the applicable law and jurisdiction are regulated separately in the Principal Agreement. 

15.2. [bookmark: _Toc8373147][bookmark: _Toc8335359][bookmark: _Toc8335209]The Data Processing Agreement and any questions about its validity are subject to Danish law.
 
15.3. [bookmark: _Toc8373148][bookmark: _Toc8335360][bookmark: _Toc8335210]Negotiation
[bookmark: _Toc8373149][bookmark: _Toc8335361][bookmark: _Toc8335211]If there is a dispute between the Parties concerning the Data Processing Agreement, the Parties must enter into negotiations with a positive, collaborative and responsible approach in order to resolve the dispute.

15.4. Court proceedings
If agreement cannot be reached by negotiation or otherwise, the dispute must be settled by the Danish court at the Data Controller’s domicile.

16. [bookmark: _Toc172806528]Changes to clauses 1 - 15
16.1. [bookmark: _Toc8373158][bookmark: _Toc8335370][bookmark: _Toc8335220]It has been necessary to make the following changes to the Data Processing Agreement [insert clause number]
16.2. Changes: [INSERT]
17. [bookmark: _Toc172806529]Appendixes
[bookmark: _Toc8335372][bookmark: _Toc8335222]Appendix 1: Data Processor’s instructions

[bookmark: _Toc8335373][bookmark: _Toc8335223]Appendix 2: Sub-processors to the Data Processor

Any other appendixes
18. [bookmark: _Toc172806530]Signatures 

On behalf of the Data Controller:
Name:   Berit Schwartz      
Job title: Head of Legal Department 
Address: Blegdamsvej 9, 2100 København Ø 

[bookmark: _Toc8335375][bookmark: _Toc8335225]Date:      

[bookmark: _Toc8335376][bookmark: _Toc8335226]Signature:

The Data Controller’s project manager:
Name: Anders Perner         
Job title:  MD, Professor         

Date:            
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Ref. 2. Data Processor’s responsibility

2.2 Data processing covered by the Data Processing Agreement must take place in accordance with these instructions.

Ref. 3. Data Processor’s task

3.6 Ad hoc work premises

3.6.1 2-factor authentication must be used. The authentication method can be, for example, Nem-id, SMS token, RFID or similar.

3.6.2 External IT communication connections may only be established if agreed steps are taken to ensure that unauthorised persons cannot access personal data through these connections.

3.6.3 The Data Processor must comply with the Data Controller’s guidelines for use of ad hoc work premises.

Ref. 4. Technical and organisational precautions

4.1 The Data Processor must, as a minimum, take the technical and organisational steps described below in connection with the processing of personal data covered by the Data Processing Agreement. 

4.1.1 If more detailed technical and organisational steps are necessary to ensure compliance with clause 4 of the Data Processing Agreement, these steps must always be taken.

4.2 Security risk

4.2.1 The Data Processor must take the measures necessary to identify, evaluate and limit any reasonably foreseeable internal and external risks to the availability, confidentiality or integrity of all personal data covered by the Data Processing Agreement.
 
4.2.2 The Data Processor must take appropriate technical steps to limit the risk of any unauthorised access. The Data Processor must evaluate and improve the effectiveness of these precautions when necessary.

4.2.3 The Data Processor must document identified risks, as well as when a risk is reduced to an acceptable level.


The above obligation involves the Data Processor carrying out a risk evaluation followed by measures to counter identified risks.  This could include any relevant measures from the following list:

a. Pseudonymisation and encryption of personal data
b. Capability to ensure continued confidentiality, integrity, availability and resilience of processing systems and services
c. Capability to correctly re-establish availability of and access to personal data in the case of a physical or technical incident
d. A procedure for regular trial, assessment and evaluation of the effectiveness of the technical and organisational measures for ensuring security of processing.

4.2.4 The Data Processor must have formal procedures for handling security incidents.

4.3. Authorisation and access control

4.3 [bookmark: _Toc19179564][bookmark: _Toc27736670][bookmark: _Toc36651234][bookmark: _Toc36651264][bookmark: _Toc101872972][bookmark: _Toc172806500][bookmark: _Toc172806533]
4.3.1 Authorisations must state to which extent users may request, input or delete personal data.

4.3.2 Only authorised persons may access personal data processed under the Data Processing Agreement.

4.3.3 The Data Processor must be able to document which employees are authorised to access personal data processed under the Data Processing Agreement.

4.3.4 Authorised persons must carry picture ID when processing data on-site at the Data Controller’s premises.

4.3.5 Only persons engaged in purposes for which the personal data is being processed may be authorised. Individual users must not be authorised for uses they do not require.
 
4.3.6 Authorisation may also be given to persons who require access to personal data for auditing, operational or systems tasks.

4.3.7 Each authorised user is provided with a personal user ID and a personal password, which must be used every time the user accesses the data processing. Passwords must be changed every 6 months. Passwords must be sufficiently long and complex.  Generally, 2-factor authentication must be used to access systems with sensitive personal data by internet or unsecured network. The authentication method can be, for example, Nem-id, SMS token, RFID or similar. 

4.3.8 The Data Processor must take steps to ensure that authorised users can only access the specific personal data they have authorisation to access.

4.3.9 The Data Processor must have reasonable restrictions regarding physical access.  Areas where personal data covered by the Principal Agreement is processed must be properly separated from general access areas.  

4.3.10 The Data Processor must have formal procedures for dealing with resetting passwords, and other situations in which the normal, logical access controls are not in force. 

4.3.11 There must be ongoing checks – at least once every 6 months – to ensure that users have the access and authorisation they should have. This check can include, for example, statistics created by the systems showing the individual users’ use of the systems so that it can be determined whether issued accesses and authorisations are still being used.  

4.3.12 The Data Processor must, without unnecessary delay, cancel access and authorisation for users who, according to a concrete evaluation, no longer require them. 

4.4. Training and instruction
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4.4.1 The Data Processor must make sure that colleagues receive adequate training and instruction to ensure that personal data is processed in accordance with relevant legislation as well as with the Data Processor’s policies and procedures. 
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4.5.1 All processing of personal data must be logged on hardware. The log must contain, as a minimum, information on the time, user, type of use, and identity of the data subject the data concerned, or the search criteria used. The log must be saved for 6 months and then it must be deleted unless the log’s purpose requires a longer storage period in order to use it as a tool in later investigation. 

4.5. Input data materials
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4.6.1 Input data materials can only be used by persons who are engaged in inputting. Input data materials must be stored so that unauthorised persons cannot access the personal data within the materials.

4.6.2 When it is no longer necessary to save input data materials, the Data Processor must delete or destroy the input data materials. The method for this must follow best practice.

4.6.3 The provision regarding deletion or destruction does not apply if the material is covered by storage/discarding provisions related to other legislation, or if journalised materials are processed in accordance with the ordinary archiving provisions on storage, including the delivery of materials to the National Archives

4.6. Output data materials
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4.7.1 Output data materials are covered by the same instructions as input data materials, with the following addition: 

4.7.2 Output data may only be used by persons who are engaged in purposes for which the personal data is being processed, as well as for auditing, technical maintenance, operational monitoring and corrective measures etc.

4.7. Mobile storage media
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4.8.1 Mobile storage media with personal data must be clearly marked, and must be stored with an adequately strong encryption as well as under surveillance or locked up when not in use.
 
4.8.2 Mobile storage media with personal data may only be supplied to authorised persons for auditing or operational and systems tasks.

4.8.3 There must be a register of the mobile storage units used in connection with data processing.

4.8.4 There must be written instructions for use and storage of removable mobile storage media.
 
4.8.5 There must be sufficient necessary precautions taken in connection with repair and servicing of data equipment with personal data, as well as with the sale and discarding of used data media to ensure that personal data is not accidentally or deliberately destroyed, lost or deteriorated, and that personal data is not accessed by unauthorised persons, misused or otherwise processed in contravention of current legislation. This must happen following best practice. 

4.8. Backups 
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4.9.1 The same guidelines apply for backups as for all other processing of personal data described in this agreement.

4.9.2 The Data Processor must ensure that systems and personal data are backed up regularly.

4.9.3 Backups must be stored separately from the server in a non-adjacent room to ensure that they are not lost, for example in the case of fire or flood.  Storage of backups must always be sufficient to avoid their loss.
 
4.9.4 The Data Processor must regularly check that backups are readable.  This must include a perspective of preparedness – for example, for significant changes in a system’s technical set-up.

4.9. Updates and changes
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4.10.1 The Data Processor must have formal procedures to ensure that updates to operating systems, data bases, applications and other software are evaluated and implemented within a reasonable time.

4.10.2 The Data Processor must have formal procedures for processing changes to ensure that every change is properly authorised, tested and approved before being implemented.  The procedure must be supported by an effective separation of duties or management follow-up to ensure that no single person can implement a change alone.

4.10. Interruption in operations
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4.11.1 The Data Processor must have documented contingency procedures to ensure the re-establishment of services within a reasonable time in the case of an interruption in operations.

4.11. Disposal of equipment
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4.12.1 The Data Processor must have formal procedures in accordance with best practice as well as the Data Controller’s requirements to ensure that personal data is deleted effectively before disposal of electronic equipment.
 
4.12.2 When disposing of equipment, the Data Processor must document the methods used, and be able to produce this documentation upon request.

4.13 Inspection

4.13.1 The Data Processor must carry out and document an inspection of the Data Processor’s organisation’s compliance with legal requirement, policies, procedures and this Data Processing Agreement with appendixes. 

Ref. 8. Notification obligation and assistance

8.2     	In the case of a breach of personal data security, the Data Controller must be informed in writing at the email address below without unnecessary delay so that the Data Controller can report the breach to The Danish Data Protection Agency and, if necessary, to the data subjects. The notification must be sent to:

	The Capital Region of Denmark
	informationssikkerhed@regionh.dk
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[bookmark: _Toc172806543]Appendix 2 – Data Processor’s sub-processors

[bookmark: _Hlk7788048]The Data Processor uses the following sup-processor(s) in connection with the tasks which the Data Processor carries out for the Data Controller.  By entering into the Data Processing Agreement, the Data Controller approves the use of this sub-processor. 

One appendix per sub-processor.
	Sub-processor
	

	Company’s full name
	

	Company reg. number (or equivalent)
	

	Company address (incl. country)
	

	Other addresses which process personal   data
	

	Contact person at sub-processor
	

	Does the Data Processor have an agreement with the sub-processor which fulfils the requirements of the Data Processing Agreement?
	

	Data processing which the sub-processor participates in
	

	Categories of personal data processed by the sub-processor
	



	Transfer of personal data to third countries
	

	Does the sub-processor process personal data in a third country? 
	

	If so, list the third countries
	

	If so, provide the legal basis for the transfer (e.g. a standard EU contract or Binding Corporate Rules)
	

	If the basis for the transfer is a standard EU contract, state which transfer model was used
	☐ Data Controller to Data Processor (with the Data Controller’s agreement)

☐ Data Processor to Data Controller
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