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Introduction

This document gives details of the AT Commands usage for embedded
CoAP stack supported by the ST87MXX NB-loT module.
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1 General information

1.1 Acronyms and terms

Table 1. Definitions of terms

COAP Constrained Application Protocol
UbDP User Datagram Protocol
REST Representational State Transfer
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1.2 Reference documents

The documents listed in Table 2 provide further information.

Table 2. Document references

Reference Document

[1] RFC7232 The Constrained Application Protocol (CoAP)
2] RFC7959 Block-Wise Transfers in the Constrained Application Protocol
(CoAP)
[3] ST87MXX UM AT commands description
1.3 Revision history

Table 3. Document revision history

2024-06-05 V1.0 - First release

2025-09-22 V2.0 - Update for release
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Overview

The Constrained Application Protocol (CoAP) [1] is a specialised web transfer protocol designed for
nodes and networks with limited resources on the Internet of Things (loT). It enables straightforward
mapping to HTTP for seamless web integration while maintaining simplicity suitable for implementation
on devices with limited battery power and memory.

CoAP is lightweight and specifically optimized for Machine-to-Machine (M2M) communication. It
adheres to RESTful principles like HTTP, supporting standard methods such as GET, POST, PUT,
and DELETE for resource manipulation. Additionally, CoAP supports multicast communication,
enhancing efficiency in loT deployments.

A defining characteristic of CoAP is its minimal protocol overhead, making it ideal for constrained
environments. Utilizing UDP as its transport protocol reduces communication overhead compared to
TCP, while built-in features ensure reliable message delivery, basic congestion control, and low-
latency operation.

In summary, CoAP offers an efficient, scalable, and lightweight communication solution tailored for loT
applications, enabling devices with limited resources to communicate effectively over constrained
networks.

The Error! Reference source not found. ilustrates the integration of the CoAP protocol stack into the
ST87MXX.

AT command App

oAP

Figure 1. CoAP protocol stack

For a complete description of the AT commands and parameters, refer to the AT command user
manual Error! Reference source not found..
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3 CoAP scenarios

3.1 CoAP configuration

To send CoAP requests to a server, the ST87MXX module should be properly configured. This chapter
explains the steps the Host should perform:

- Socket creation

- CoAP stack initialization

- CoAP connection setup

3.1.1 Parameters
To create the socket, the Host should send the following command:

AT#SOCKETCREATE=<context_id>,<ip_version>,<socket_type>,[<local_port>],<send_timeout>,<r
eceive_timeout>[,<frame_received_urc>,<security_profile_id>]

Example of IPv4 UDP Socket creation:
- AT#SOCKETCREATE=5,0,UDP,0,1,1

Where:
- 5:is the context ID used for IP connection - 5 is the one used by default.
0: for IPv4, 1: for IPv6 — it should be the same chosen during IP configuration.
UDP: is the type of socket used to create it.
0: is the automatic local port number configuration, set the value greater than 0 to specify
port number.
1: is the send timeout. Note: it is ignored by CoAP.
1: is the receive timeout. Note: it is ignored by CoAP.

To start the CoAP protocol, the Host should send the command to initialize the CoAP stack:
-  AT#COAPSTART
The Host should establish the connection with the endpoint by sending the following command:

- AT#COAPCONNECT
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3.1.2 MSC
IP Configration done
CoAP Socket Create
AT#SOCKETCREATE=&&UDHDJJ o
Host has to create the socket ) #SOCKETCREATE: 0
4l OK
CoAP Configration
AT#COAPSTART R
|Start the CoAP stack oK
| CoAP Connect
Specify CoAP sewer:l_l ATHCONNECT R
- |IP address — 7|
- port number OK
CoAP configuration completed
http://ms c-gener stor.sourceforge.net v 2
3.1.3 Terminal

Below is the sequence obtained in the UART terminal when executing the scenario (in Bold the
commands sent to the module):

AT#SOCKETCREATE=5,0,UDP,0,1,1
#SOCKETCREATE: 0
OK

AT#COAPSTART;
OK

AT#CONNECT=5,0, , ,
OK
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3.2 GET Request

This chapter provides an example of a CoAP GET request.

3.21 Parameters

To send a CoAP GET request, the Host should use the AT#COAPSEND command, specifying
the <method> parameter with the value 1.

3.2.2 MSC

ST87MXX CoAP Server
Eastablished

GET Request Transmission
AT#COAPSEND=0,1,, /test/rest

#COAPSEND: 0

Header: GET {T=COM, Code=0.01, MID=0x0)
Uri-Path: testirest’

GET

OK

Respaonse Reception
Header: 205 (T=ACK, Code=2.05, MID=0x0)
Fayload: “Initial content of Test Block™

2.05

d
e B

#COAPRECV: packet,(,2,205,,0,30

#COAPRECV: payload.0
o Initial content of Test Block

3.2.3 Terminal

Below is the sequence obtained in the UART terminal when executing the scenario (in Bold the
commands sent to the module):

AT#COAPSEND=0,1,,,/test/rest
#COAPSEND: 0
OK

#COAPRECV: packet,0,2,205,,0,30
#COAPRECV: payload, 0
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3.3 POST Request
This chapter provides an example of a CoAP POST request.

3.3.1 Parameters

To send a CoAP POST request, the Host must send the AT#COAPSEND command with the <method>
parameter set to 2.

3.3.2 MSC

CoAP Server

Connection
Eastablished

FOST Reque'sl Transmission
ATH#COAPSEND=0,2,, /test/rest,0,ASCIl_POST

P #COAPSEND: 7
Header: POST (T=CON, Code=0.02, MID=0xT)
Uri-Path: testiresf’

POST -
OK
4
Response Reception
Hesder: 201 (T=ACK, Code=2.01, MID=0xT7)
Fayload: "ASCII_PCST"
2.01

4

#COAPRECV: packet,7,2,201,,0,10

P

#COAPRECV: payload,7

ASCI_POST

3.3.3 Terminal

Below is the sequence obtained in the UART terminal when executing the scenario (in Bold the
commands sent to the module):

AT#COAPSEND=0,2,,,/test/rest,0,ASCII_POST
#COAPSEND: 7
OK

#COAPRECV: packet,7,2,201,,0,10
#COAPRECV: payload, 7
ASCII POST
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3.4 PUT Request

This chapter provides an example of a CoAP PUT request.

3.4.1 Parameters

To send a CoAP POST request, the Host must send the AT#COAPSEND command with the <method>
parameter set to 3.

3.4.2 MSC

CoAP Server

Connection established

PUT RequesilTransmission
AT#COAPSEND=0,3,,./test/rest,0,ASCI|_PUT

o~

#COAPSEND: 4

Header: FUT (T=CON, Code=0.02, MID=0e4)
Uri-Fath: testiresf’

PUT

OK

4
-

Response Reception

Header: 204 (T=ACK, Code=2.04, MID=0x4)
Fayload: “ASCI_FUT"

2.04

d

#COAPRECV: packet,4,2,204,,0,9

#COAPRECV: payload.4
N ASCIl_PUT

343 Terminal

Below is the sequence obtained in the UART terminal when executing the scenario (in Bold the
commands sent to the module):

AT#COAPSEND=0,3,,,/test/rest,0,ASCII_PUT
#COAPSEND: 4
OK

#COAPRECV: packet,4,2,204,,0,9
#COAPRECV: payload, 4
ASCII_ PUT
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3.5 DEL Request

This chapter provides an example of a CoAP DEL request.

3.5.1 Parameters

To send a CoAP POST request, the Host must send the AT#COAPSEND command with the <method>
parameter set to 4.

3.5.2 MSC

Host ST87TMXX CoAP Server

Connection Established

DEL Request' Transmission
ATECOAPSEND=04,, /test/rest

#COAPSEND: 5

Header: DEL(T=CON, Code=0.04, MID=0x5)
Uri-Path: testirest’

DEL

OK

4

Response Reception
Header: 202 (T=ACK, Code=2.02, MID=0x5)

2.02

4

#COAPRECV: packet,5,2,202,,0,0

3.5.3 Terminal

Below is the sequence obtained in the UART terminal when executing the scenario (in Bold the
commands sent to the module):

AT#COAPSEND=0,4,,,/test/rest
COAPSEND: 5
OK

#COAPRECV: packet,5,2,202,,0,0
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3.6 CoAP GET request with BLOCK2 option

This example shows a GET t using the Block2 option, which allows retrieving a resource block by
block. For a detailed description of the Block2 option, please refer to [2].

3.6.1 Parameters

To use the Block2 option, the Host should set it by sending the AT#COAPOPT command with the
<opt> parameter set to 23.
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3.6.2 MSC

CoAP Server

Set SizeZ opfion 1o query resouce size to GET| Optional)

ATRCOAPCPT=1,73,6

Transmissicn 0:0/0VG4

ATREOAPOPT=1.23,0,0,64

HCOAPSEND. O

et ] 1, e I W]
T T wsri_zmn

s ZUEL TR Gt 06, Ml
2z anm

irac: e
208
e

#COAPRECY: packel, 012,705, 0,61
#COAPRECY. option 0,23,0/ /84, 26,250
BCOAPRECY: paycad.0
ToEvAUTH - SWEA A§Tpo AqRZCE ETAT xIeds

(GFT Request Transmission 11074

SRcCy dCRFE

ATHCOAPOP1=1,73,1, 0,64

oK =
i ATFCOAPSENU=0,1, flebintle 250
— ATCOAPSENU-U.1, Michinfie 256 |
HEAARSEND: * =
|
|
: X,
: e
i [
[T
205
e e nsl

#COAPRECY: packel, ", 2,205, 0, &1

#COAPRECV: option, 1.23,1/71/64, 2R,258
o FCOAPRECY. option. 1,23 1108 PR

#COAMRECY: payoad. !
CaYADTRC THRA T C445-TTp-2

Syl ReFE qf'? E E7AC xCé0C

E | Hequest |ransmission 2 A0HS

ATRCOAPE 171.23,7,0,684

(s].8
l— i
HLOAPEEND-0,1 ﬂc.l'binﬁl: 2456
HCOAPSEND: 2
i
baade COT(TeC 3, Cxaml D, MDeT:T]
WSt s e
BE 1
—
oK

| encar 208 (TaACH, Cotendi2, ME=Z]
Han3 2w

205

HCONPRECY: parke, 7. 7,208.0, 4

HCOAPRECY: option, 225,20 1/64, 2R24E
HCOAPRECY: payrad.2
Ju=_TYiPela' m) 4R CAVIdOA - 30T ARV AL Rl =T

BILE]

TransmsEsion

ATHCOAPOPT=1,23,3,0,64

O

i I ATHCOAPSEND0,1,, filghinfile_756
#OOAPSEND: 5

Hndar CET{TeC T, Sasam D MATe0Y
i Bl % e e_368

ACOAPRECY. packef, 33,208 0,64
HCOAPRECY: option, 5.25,3/0154, 2A.256

HCOAPRECY: e, 3
JCDo: cwECATE eo-BUFGKOEL  CErwadZifeds o
f
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3.6.3 Terminal

Below is the sequence obtained in the UART terminal when executing the scenario (in Bold the
commands sent to the module):

AT#COAPOPT=1, 28,0
OK

AT#COAPOPT=1,23,0,0,64
OK

AT#COAPSEND=0,1,,,/file/binfile 256
#COAPSEND: 0
OK

#COAPRECV: packet,0,2,205,,0,64

#COAPRECV: option,0,23,0/1/64,28,256

#COAPRECV: payload, 0

$S0y -#R+FEJ uULsYAU?4 ) "U?1RA " 0445-0Tp-UAq6°2E ©7al x[1&0

AT#COAPOPT=1,23,1,0,64
OK

AT#COAPSEND=0,1,,,/file/binfile 256
#COAPSEND: 1
OK

#COAPRECV: packet,1,2,205,,0,64

#COAPRECV: option,1,23,1/1/64,28,256

#COAPRECV: payload,1

$S$[y -#R+F® ] UL&YAU?4 ! "[1?1BA " [1445-ITp-[1Ag6°2E ©74al] x[1&0

AT#COAPOPT=1,23,2,0, 64
OK

AT#COAPSEND=0,1,,,/file/binfile 256
#COAPSEND: 2
OK

#COAPRECV: packet,2,2,205,,0,64

#COAPRECV: option,2,23,2/1/64,28,256

#COAPRECV: payload,?2

3u=0TY¢P¢1a ' 0m) P42 Be"JAy1d0r\ }0apdakwhati “a; 1100 DYMXXvYVE

AT#COAPOPT=1,23,3,0,64
OK

AT#COAPSEND=0,1,,,/file/binfile 256
#COAPSEND: 3
OK

#COAPRECV: packet,3,2,205,,0,64

#COAPRECV: option,3,23,3/0/64,28,256

#COAPRECV: payload, 3

100Dl [=x&AYc e[ I~Bi3"C ‘KOLE[IEhwau2lfsav] #A660wV¥sEA]
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IMPORTANT NOTICE — PLEASE READ CAREFULLY

STMicroelectronics NV and its subsidiaries (“ST”) reserve the right to make changes, corrections,
enhancements, modifications, and improvements to ST products and/or to this document at any time
without notice. Purchasers should obtain the latest relevant information on ST products before placing
orders. ST products are sold pursuant to ST’s terms and conditions of sale in place at the time of
order acknowledgement.

Purchasers are solely responsible for the choice, selection, and use of ST products and ST assumes
no liability for application assistance or the design of

Purchasers’ products.

No license, express or implied, to any intellectual property right is granted by ST herein.

Resale of ST products with provisions different from the information set forth herein shall void any
warranty granted by ST for such product.

ST and the ST logo are trademarks of ST. For additional information about ST trademarks, please
refer to www.st.com/trademarks. All other product or service names are the property of their
respective owners.

Information in this document supersedes and replaces information previously supplied in any prior
versions of this document.

© 2024 STMicroelectronics — All rights reserved
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