
Basic CTFs on DevOps and Pipeline 
Deployment
Welcome to our Capture the Flag (CTF) challenges focused on exploring pipeline 
security in DevOps!

DevOps is a set of practices that combines software development (Dev) and IT 
operations (Ops) to shorten the development lifecycle and deliver high-quality 
software continuously. Central to DevOps is the concept of a pipeline, which 
automates the process of building, testing, and deploying code, ensuring that 
software is always in a deployable state.

To make these basic challenges easily accessible, we've developed them within a 
Virtual Machine (VM) environment that you can run locally. This setup allows you to 
dive into real-world scenarios of pipeline security without the need for complex 
cloud configurations. This hands-on exercise will give you practical experience with 
the tools and concepts used in DevOps.

Steps to Get Started
The steps needed to execute are:

 Download the VM: Please download the VM from the following link: 
https://nextcloud.sdu.dk/index.php/s/xMpnNCBExmfMt77. The VM file is 
approximately 3GB, so ensure you have sufficient bandwidth and disk space.

 Import the VM into VirtualBox: Once downloaded, import the VM into 
VirtualBox. The username for the VM is "user", and the password is also 
"user".

 Initialize the VM and DevOps Pipeline: Start the VM and open the terminal in 
the VM (a shortcut for the terminal is available on the left bar). To create and 
initialize the DevOps pipeline, execute the command "start" in the terminal. 
The setup process will begin, and you’ll be guided through deploying the 
pipeline. You will be prompted two questions in which you should answer 
with “y”. This process requires to download other container images and can 



require various minutes. Please be patient and wait until the prompt will 
give you the fist flag to complete the first challenge of deploying the CTF 😊

When the set up is ended you will be given in the terminal the URL of the 
following servers:
  1. Gitea Server: https://git.devops.hkn
  2. Drone Server: https://drone.devops.hkn
  3. Registry Server: https://registry.devops.hkn

You can close the terminal now.

Remember, this is a didactical challenge designed for learning. You are not 
required to inspect the VM and its files. Your task is to interact with the system 
solely through the provided interfaces:

 Gitea: The Git server.
 Drone: The CI/CD server.

After solving the first challenge of installing the CTF, you will encounter 4 
challenges: 2 of reconnaissance and 2 security challenges on DevOps pipelines. 

For those interested in diving deeper into pipeline security, we offer 5 more 
technically advanced challenges that focus on complex scenarios within DevOps 
pipelines. These challenges are available upon request and can be accessed 
through the Haaukins platform, providing a more in-depth exploration of pipeline 
vulnerabilities and security practices.

Good luck, and enjoy!
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