
EDUCATIONAL MATERIAL IN CYBER SECURITY



WHO IS THE MATERIAL FOR?

This material gives you a deep understanding of how information flows 
through software. This insight helps you avoid introducing information 
leaks into software and helps you reason about software security in 
general. It is suitable for professionals such as

● software developers,
● system administrators,
● operations engineers,
● security professionals.



WHO MADE THIS MATERIAL?

Willard Rafnsson

Associate Professor at the Department of 
Computer Science at the IT University of 
Denmark (ITU)

wilr@itu.dk



WHAT ARE THE MAIN TAKEAWAYS 
FOR THIS CONTENT? 

● We have an obligation to control the flow of information through 

software, to protect customer- and company-assets.

● Information flows through software in a myriad of ways.

● A principled understanding of information flow helps us write 

more secure software.



let us begin… with a motivating example.









who has learned what about you?

(you haven’t clicked next yet)

(consider remote origins only; disregard 
on-device insecurities, 

and network-level observers)
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site’s origin knows 
date & time of page request,

IP addr, browser fingerprint, …

?⇒ where you are from (possibly 
who you are)

who has learned what about you?

(you haven’t clicked next yet)

(consider remote origins only; disregard 
on-device insecurities, 

and network-level observers)

?⇒ you know Alice (who shared 
this URL on FB)

?⇒ you are interested in animals 
(or surveys)





we have an interest in 
animals.

date & time of page request,
IP addr, browser fingerprint, …



we have an interest in 
animals.

date & time of page request,
IP addr, browser fingerprint, …

let’s look at this
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content delivery network

date & time of page request,
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knowyourmeme.com  ‘s 
content delivery network

date & time of page request,
IP addr, browser fingerprint, …

which animal we are interested 
in

(downloads one image or other, 
depending on choice)
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IP addr, browser fingerprint, …
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time spent, …)



date & time of page request,
IP addr, browser fingerprint, …

… and all our UI behavior
(scrolling, highlighting, clicking, 

time spent, …)

it’s just animal preference;
who cares?















video (6 min) at:
https://www.vox.com/open-sourced/2020/2/3/21116801/ads-internet-sites-cookies

data collection

(you are constantly 
tracked)

https://www.vox.com/open-sourced/2020/2/3/21116801/ads-internet-sites-cookies


data brokers

(you are constantly 
profiled)



data buyers

(businesses use your 
data against you)



GDPR's goals are to enhance individuals' 
control and rights over their personal 

information

you must control the flow of 
customer information.

as in check, regulate



this category is discouraged today for 
being too broad. but see children here:

you must control the flow of 
company assets.



OWASP testing guide has examples of 
information leaks



WHO IS SECURE INFORMATION FLOW FOR?

software developers - you already put thought into this when writing software.

a principled understanding of secure information-flow equips you to do information-flow 

control systematically, which helps you write more secure software. 

this grows the kit with which you can solve programming challenges.

in this module:

• information flow,

• secure information flow,

• writing software with secure information flow.

conceptually
part 1

in practice
part 2



information flow security complements existing 
security mechanisms.

here’s how.



firewall?
(& other isolation/hardening approaches)



firewall?
(& other isolation/hardening approaches)

reduces attack surface, but
does not secure running services 

(listening on open ports).



antivirus?



antivirus?
only known vulnerabilities.

(does not enforce 
confidentiality or integrity)



network monitoring,
intrusion detection, …



network monitoring,
intrusion detection, …

attacks patterns can imitate
benign behavior



cryptography?



cryptography?
does not secure

attacks through encrypted connection,
traffic analysis, etc.



access control?



access control?
does not secure

● what service does w/ data it has 
accessed,

● data accessed outside access 
requests



information flow



who has learned what about you?

site’s origin knows 
date & time of page request,

IP addr, browser fingerprint, …

which animal we are 
interested in

… and all our UI behavior
(scrolling, highlighting, 
clicking, time spent, …)

Recall:

How does that happen?



program



program



program



program



program

privacy concerns only local attackers

remote attackerspotentially very sensitive



When does information flow?



When does information flow?

information flows from secret input to public output

note that 
secret does not 

need to be “copied” 
to public for 

information to flow.

rather, information 
flows when any 

information about 
secret input 
manifests in 
public output



Information Flow Terminology

information source where information comes from (source of input)

information sink where information ends (destination of output)

endpoints on the 
spaghetti slide.
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Information Flow Terminology

information source where information comes from (source of input)

information sink where information ends (destination of output)

information flow information transferred from one point to another

information leak unintended information flow

side-channel information flows as a side-effect of how medium is used (unintended)

circumvents logical protection measures in computer systems

covert channel side-channel intentionally utilized to leak information

leak circumvents protection measures

endpoints on the 
spaghetti slide.

examples at the 
beginning

we’ll see examples 
momentarily



side channels

● explicit & implicit flows

● termination & progress flows

● timing flows



Explicit Flows

explicit: public := secret + 4;

implicit: if (secret mod 2 == 1) {

public := 1;

} else {

public := 0;

}



Explicit & implicit flows

explicit: public := secret + 4;

implicit: if (secret mod 2 == 1) {

public := 1;

} else {

public := 0;

}



Termination flows

termination: public := 0;
 (& implicit) while (secret mod 2 == 1)  {public := 1};

leak: “whether or not the program terminates”.

1 bit leaked.



Termination flows

termination: while (secret mod 2 == 1) {};
public := 0;

leak: “whether or not the program terminates”.

1 bit leaked.

common assumption 
in program analysis:
“all loops terminate”

no implicit flow



Progress flows

progress: while (secret mod 2 == 1) {};
 (& termination) output public 0;

leak: “whether or not the program makes progress 
      on its output.”

1 bit leaked.

no implicit flow



Progress flows

progress: k := 0;
 (& implicit) while (k <= secret) {

output public k;
k := k+1;

};

all of secret leaked.



Progress flows

progress: k := 0;
while (k <= MAX) {

output public k;
if (secret <= k) {while True {};}
k := k+1;

};

all of secret leaked.

no implicit flow



Timing flows

timing: sleep secret;
output public 1;

all of secret leaked.

no explicit flow
no implicit flow

no termination flow
no progress flow

time the output



Information Flow, Summary

we saw various kinds of information flows (some over side-channels):
● explicit & implicit flows
● termination & progress flows
● timing flows

(there are other kinds of flows, out of scope of this module; see very end of slides).

with this, you can already now look for information leaks in your programs
(by means of manual inspection)

next:how do we write programs that exhibit secure information flow?
how do we write tools to check this for us?



secure information flow



Policy Specification (Multi-Level Security, aka. MLS)

Bell-LaPadula (+ Biba)

label sources and sinks with security levels.

levels constrain access: ensures information does not 
flow to those not cleared for that level.

enforces confidentiality and integrity. how:

levels form a lattice.
lattice dictates which flows are permitted:

● “no read up”   (only read from below)
● “no write down”   (only write upwards)

"Secure Computer Systems", by DE Bell, LJ LaPadula, 1974

begin with domain modeling;
who is permitted to observe what

widely adopted in the 
corporate sector

i.e. that data is protected from 
unauthorized disclosure

i.e. that data is protected from 
unauthorized modification
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Policy Specification (Multi-Level Security, aka. MLS)

Bell-LaPadula (+ Biba)

label sources and sinks with security levels.

levels constrain access: ensures information does not 
flow to those not cleared for that level.

enforces confidentiality and integrity. how:

levels form a lattice.
lattice dictates which flows are permitted:

● “no read up”   (only read from below)
● “no write down”   (only write upwards)

"Secure Computer Systems", by DE Bell, LJ LaPadula, 1974

Lattice (examples; you make your own)

High

Low

high level of 
confidentiality;

secret

low level of 
confidentiality;

public



Policy Specification (Multi-Level Security, aka. MLS)

Bell-LaPadula (+ Biba)

label sources and sinks with security levels.

levels constrain access: ensures information does not 
flow to those not cleared for that level.

enforces confidentiality and integrity. how:

levels form a lattice.
lattice dictates which flows are permitted:

● “no read up”   (only read from below)
● “no write down”   (only write upwards)

"Secure Computer Systems", by DE Bell, LJ LaPadula, 1974

Lattice (examples; you make your own)

High

Low

high level of 
confidentiality;

secret

low level of 
confidentiality;

public
for simplicity, we will use this lattice in 

explanations and examples



Secure Information Flow  Information-Flow Control

A program that has secure information flow

has no information leaks. 

This property is known as noninterference.

checking whether a program has secure 
information flow, is information-flow control.

prove absence of undesired flows 
of information in programs.

• [ app ]  does not leak 
[ credit card nr ]  to  [ ad provider ] 

confidentiality & integrity (duality)

program analysis & transformation

H L
H

L

H

L

noninterference:
“H inputs do not interfere with L outputs.”

sidenote: noninterference not a property of individual executions; rather, noninterference is a property of all pairs of executions (at 
least) (a so-called hyperproperty). consequence: we cannot use testing to gain any significant assurance that a program is noninterfering.

next 
slide



Analysis       Transformation

Detect
explicit: avg := (height_a + height_b)/2;

implicit: if (cpr_nr_a mod 2 == 1) {
is_male := 1;

} else {
is_male := 0;

}
detected “statically”, at compile time

Repair
rewritten program: rejects leaks on run-time.

H
L

H
L

H
L

H
L

ways to do information-flow control



Analysis: Denning's Certification Method

”check":

● whilst within a branch on “eB”  (“if”, ”while”):

raise pc by lev( eB )

● when "x := eA“ is encountered:

lev( eA )  ⊑ lev( x ) ←explicit flow

lev( pc ) ⊑ lev( x ) ←implicit flow

"Certification of programs for secure information flow.", by Dorothy E. Denning & Peter J. Denning, 1977



check

sample implementation of compile-time information-flow control



syntax of programs
(first, here, expressions)



standard 
imperative constructs



pc is a security level

(g!) x means look up the 
security level of x in g

theorem (soundness): given a g, it holds that, for any program p, check L g p ⇒ p is noninterfering

wrt. explicit & implicit flows
(does not address 

termination, progress, timing)



Transformation: Fenton's Data mark Machine

”check":

● whilst within a branch on “eB”  (“if”, ”while”):

raise pc by lev( eB )

● when "x := eA“ is encountered:

lev( eA )  ⊑ lev( x ) ←explicit flow

lev( pc ) ⊑ lev( x ) ←implicit flow

“monitor”: will do exactly the same thing, just on run-time (change “eval”).

"Memoryless Subsystems", by Jeffrey S. Fenton, 1974



monitor

sample implementation of run-time information-flow control



semantics of a program:
function that maps an 

initial memory, to a final 
memory

memory is a
function from

variables to values



like previous semantics,
but bookkeeps current pc, takes labeling of 

variables as argument, and
generates error on infomration flow violation

“if” and “while” on
next slide



theorem (soundness): given a g, it holds that, for any program p, (monitor L g p) is noninterfering

wrt. explicit & implicit flows
(does not address 

termination, progress, timing)



a program with secure information flow, is one that has no information leaks.
I.e. that is noninterfering.

to do information-flow control, you first model domain knowledge, 
as a lattice of of security levels.

two kinds of tools that do information flow control:
● check: compile-time
● monitor: run-time, or source-to-source transformation

you now know the inner workings of such tools. Can write your own.

next: example of such a tool.

Secure Information Flow, Summary

for code you write

for 3rd party code



writing software with secure information flow
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m
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es

Flow Examples

explicit flow:
x := a;

secure?
depends on security levels 
the variables are labeled with.
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Flow Examples

explicit flow:
x := a;

H

L

if
a : H
x : H

then
|- p.

H
L

H
L

levels of confidentiality

a “math” way to write 
check L g p
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Flow Examples

explicit flow:
x := a;

H

L

if
a : L
x : H

then
|- p

H
L

H
L

taking something public
and classifying it

levels of confidentiality
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m
pl

es

Flow Examples

explicit flow:
x := a;

H

L

if
a : H
x : L

then
p leaks information!

H
L

H
L

taking something secret
and publishing it

levels of confidentiality



Fl
ow

 E
xa

m
pl

es

Flow Examples

explicit flow:
x := a;

implicit flow:
if a {
  x := 1;
} else {
  x := 0;
}

H

L

H
L

H
L

levels of confidentiality



Fl
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m
pl

es

Flow Examples

explicit flow:
x := a;

implicit flow:
if a {
  x := 1;
} else {
  x := 0;
}

H

L

levels of confidentiality

if
a : H
x : L

then
p leaks information!

H
L

H
L



and we have tools with which to
statically or dynamically ensure security of programs.

all is well...



… except darkness lurks in these 
lands.
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Slightly Larger Example

if |a-b| <= a/2 + 7 {
  x := 1;
} else {
  x := 0;
}
y := c >= a & c >= b;

https://xkcd.com/314/

age range for dating
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Slightly Larger Example

if |a-b| <= a/2 + 7 {
  x := 1;
} else {
  x := 0;
}
y := c >= a & c >= b;

A B C

x intended for A,
y intended for C.
how to proceed?

actors
(principals, users)
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if |a-b| <= a/2 + 7 {
  x := 1;
} else {
  x := 0;
}
y := c >= a & c >= b;

Slightly Larger Example

A B C

AB AC BC

ABC

∅

x intended for A,
y intended for C.
“push down” level of x.

actors
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if |a-b| <= a/2 + 7 {
  x := 1;
} else {
  x := 0;
}
y := c >= a & c >= b;

Slightly Larger Example

A B C

AB AC BC

ABC

∅

x intended for A,
y intended for C.

spot the leak?

actors
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if |a-b| <= a/2 + 7 {
  x := 1;
} else {
  x := 0;
}
y := c >= a & c >= b;

Slightly Larger Example

A B C

AB AC BC

ABC

∅

x intended for A,
y intended for C.

leak!
actors
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if |a-b| <= a/2 + 7 {
  x := 1;
} else {
  x := 0;
}
y := c >= a & c >= b;

Slightly Larger Example

A B C

AB AC BC

ABC

∅

x intended for A,
y intended for C.
“push down” level of y.

OK

actors
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if |a-b| <= a/2 + 7 {
  x := 1;
} else {
  x := 0;
}
y := c >= a & c >= b;

Slightly Larger Example

A B C

AB AC BC

ABC

∅

leak!

x intended for A,
y intended for C.

actors
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if |a-b| <= a/2 + 7 {
  x := 1;
} else {
  x := 0;
}
y := c >= a & c >= b;

Slightly Larger Example

A B C

AB AC BC

ABC

∅

OK

actors
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if |a-b| <= a/2 + 7 {
  x := 1;
} else {
  x := 0;
}
y := c >= a & c >= b;

Slightly Larger Example

A B C

AB AC BC

ABC

∅

actors

but a program, checked or 
monitored with this labeling,
can leak all of b, anywhere!!!
(the labeling alone thus doesn’t reassure us much…)

every program can be 
securely labeled.
but we may not like those labelings.
we only want to reveal
whether certain birthdays are within 
certain intervals...
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enforcements too coarse/restrictive (all/nothing)
some programs leak by design.
● login interface (success/failure of attempt)
● average salary of workers
● online shopping (ratings, suggested items)
some programs have a dynamic security policy
● social network (view/post permissions)
● (un)shared files, ...

0-bit Leakage Policy IsRarely Reasonable

how do you
secure such
programs?



“0
-b

it 
Le

ak
” 

po
lic

y 
ra

re
ly

 r
ea

so
na

bl
e

enforcements too coarse/restrictive (all/nothing)
some programs leak by design.
● login interface (success/failure of attempt)
● average salary of workers
● online shopping (ratings, suggested items)
some programs have a dynamic security policy
● social network (view/post permissions)
● (un)shared files, ...

0-bit Leakage Policy IsRarely Reasonable

how do you
secure such
programs?

How to conditionally allow leaks? And,
How to specify a policy that changes, 
to e.g.

● declare leakage intent, or
● add/remove users?

How is such a policy enforced statically?



Paragon

Paragon



Paragon

Paragon





Confidentiality
import static HighLow.*; // Importing defs of high and low
public class MyClass {

?high boolean mySecret;
?low  boolean myPublic;
public void m() {

mySecret = myPublic;
}

}

H
levels of confidentiality

L

C
on

fi
de

nt
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lit
y
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Confidentiality
import static HighLow.*; // Importing defs of high and low
public class MyClass {

?high boolean mySecret;
?low  boolean myPublic;
public void m() {

mySecret = myPublic;
}

}
reading this 
yields value of 
confidentiality 
level high.
writing to it has no other 
side-effects.

(should really be
?!high, or just high)

H
levels of confidentiality

L
each method has a:
? : read effect; [default: “L”]
     (highest) confidentiality level
     of value returned
! : write effect; [default: “H”]
     (lowest) confidentiality level 
     written to as a side-effect during invocation.
treat field read/write as get/set method call.
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Confidentiality
import static HighLow.*; // Importing defs of high and low
public class MyClass {

?high boolean mySecret;
?low  boolean myPublic;
public void m() {

mySecret = myPublic;
}

}

H
levels of confidentiality

L

OK

each method has a:
? : read effect; [default: “L”]
     (highest) confidentiality level
     of value returned
! : write effect; [default: “H”]
     (lowest) confidentiality level 
     written to as a side-effect during invocation.
treat field read/write as get/set method call.

reading this 
yields value of 
confidentiality 
level high.
writing to it has no other 
side-effects.

(should really be
?!high, or just high)
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Confidentiality
import static HighLow.*; // Importing defs of high and low
public class MyClass {

?high boolean mySecret;
?low  boolean myPublic;
public void m() {

myPublic = false;
}

}

NOT OK

H
levels of confidentiality

L
Why is this program 
rejected?

each method has a:
? : read effect; [default: “L”]
     (highest) confidentiality level
     of value returned
! : write effect; [default: “H”]
     (lowest) confidentiality level 
     written to as a side-effect during invocation.
treat field read/write as get/set method call.
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Confidentiality
import static HighLow.*; // Importing defs of high and low
public class MyClass {

?high boolean mySecret;
?low  boolean myPublic;
public void m() {

myPublic = false;
}

}

NOT OK

write effect mismatch.

H
levels of confidentiality

L
This is the technical reason; why 
needed? (hint: pc)

each method has a:
? : read effect; [default: “L”]
     (highest) confidentiality level
     of value returned
! : write effect; [default: “H”]
     (lowest) confidentiality level 
     written to as a side-effect during invocation.
treat field read/write as get/set method call.
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Confidentiality
import static HighLow.*; // Importing defs of high and low
public class MyClass {

?high boolean mySecret;
?low  boolean myPublic;
public void m() {

myPublic = false;
}

}

NOT OK

write effect mismatch.

H
levels of confidentiality

L
What is the fix? each method has a:

? : read effect; [default: “L”]
     (highest) confidentiality level
     of value returned
! : write effect; [default: “H”]
     (lowest) confidentiality level 
     written to as a side-effect during invocation.
treat field read/write as get/set method call.

calling this method
in a high branch 
leaks otherwise
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Confidentiality
import static HighLow.*; // Importing defs of high and low
public class MyClass {

?high boolean mySecret;
?low  boolean myPublic;
!low public void m() {

myPublic = false;
}

}

OK

H
levels of confidentiality

L
each method has a:
? : read effect; [default: “L”]
     (highest) confidentiality level
     of value returned
! : write effect; [default: “H”]
     (lowest) confidentiality level 
     written to as a side-effect during invocation.
treat field read/write as get/set method call.
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Confidentiality
import static HighLow.*; // Importing defs of high and low
public class MyClass {

?high boolean mySecret;
?low  boolean myPublic;
!low public void m() {

myPublic = mySecret;
}

}

NOT OK

H
levels of confidentiality

L
each method has a:
? : read effect; [default: “L”]
     (highest) confidentiality level
     of value returned
! : write effect; [default: “H”]
     (lowest) confidentiality level 
     written to as a side-effect during invocation.
treat field read/write as get/set method call.

explicit flow
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Confidentiality
import static HighLow.*; // Importing defs of high and low
public class MyClass {

?high boolean mySecret;
?low  boolean myPublic;
!low public void m() {

if (mySecret) {
myPublic = true;

} else {
myPublic = false;

}
}

}

NOT OK

H
levels of confidentiality

L
implicit flow each method has a:

? : read effect; [default: “L”]
     (highest) confidentiality level
     of value returned
! : write effect; [default: “H”]
     (lowest) confidentiality level 
     written to as a side-effect during invocation.
treat field read/write as get/set method call.
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Integrity
import tutorial.HighLow.*;
import tutorial.UntrustedTrusted.*;

public class MyClass {
    ?(high + untrusted) String myDiary;
    ?(high + trusted)   String myPassword;

    public !(high + untrusted) void savePassword(){
       myDiary += myPassword; 
    }
} each method has a:

? : read effect; [default: “L”]
     (highest) confidentiality level
     of value returned
! : write effect; [default: “H”]
     (lowest) confidentiality level 
     written to as a side-effect during invocation.
treat field read/write as get/set method call.

greatest lower bound;
easily build new policies
from old ones.

U
levels of integrity

T



In
te

gr
ity

Integrity
import tutorial.HighLow.*;
import tutorial.UntrustedTrusted.*;

public class MyClass {
    ?(high + untrusted) String myDiary;
    ?(high + trusted)   String myPassword;

    public !(high + untrusted) void savePassword(){
       myDiary += myPassword; 
    }
} each method has a:

? : read effect; [default: “L”]
     (highest) confidentiality level
     of value returned
! : write effect; [default: “H”]
     (lowest) confidentiality level 
     written to as a side-effect during invocation.
treat field read/write as get/set method call.

OK

U

T

U T

H

L H

L
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Integrity
import tutorial.HighLow.*;
import tutorial.UntrustedTrusted.*;

public class MyClass {
    ?(high + trusted)   String myDiary;
    ?(high + trusted)   String myPassword;
    ?(low  + untrusted) String fire;

    public !(high + trusted) void savePassword(){
       myDiary += myPassword; 
    }
    public !(high + trusted) void burnDiary(){
       myDiary =  fire; 
    }
} NOT OK policy prevents diary 

from being burned.

U

U T

H

L H

LT
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Static Policies

public class HighLow {
    private static final Object lowObserver;
    private static final Object highObserver;
   
    public static final policy high = { highObserver : }; 
    public static final policy low  = { lowObserver : 
                                       ; highObserver : };
}

actor; just an object, representing an 
observer of information.
a basic building block of policies.

high can be observed by
highObserver,
under all circumstances.

We can define our own policy from scratch.



Dynamic Policies

public class KeySeller {

    public static lock Paid;
    public final Object customer = new Object();
    ?{customer: }     String customerData;
    ?{customer: Paid} String softwareKey;

    public void processPayment() {

        // customer pays for item

        if (paymentSuccessful) { open Paid; } else {...}

    }
    public !{customer: Paid} void buyKey(){

        processPayment(); 

        if (Paid) { customerData = softwareKey; } else {...}

    }

}

customer can read 
softwareKey when
Paid is 
open.

flow lock; just a boolean.
a basic building block
of dynamics in policies, 
defining policy state.

runtime testing
of a lock!D
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Dynamic Policies

public class KeySeller {

    public static lock Paid;
    public final Object customer = new Object();
    ?{customer: }     String customerData;
    ?{customer: Paid} String softwareKey;

    public void processPayment() {

        // customer pays for item

        if (paymentSuccessful) { open Paid; } else {...}

    }
    public !{customer: Paid} void buyKey(){

        processPayment(); 

        if (Paid) { customerData = softwareKey; } else {...}

    }

}

Here programmer declares 
leakage intent
(here in a manner similar to
an escape hatch), thus
declassifying the key!
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Dynamic Policies

Paragon ensures the only leaks that occur are those 
declared intentional by the programmer!

statically!!! only checks for explicit & implicit flows
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Dynamic Policies

Paragon ensures the only leaks that occur are those 
declared intentional by the programmer!
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Dynamic Policies

Paragon ensures the only leaks that occur are those 
declared intentional by the programmer!

“With great power comes great responsibility.”
● understand the implications of a leak

it’s tempting to declassify everything to pass analysis. 
but then there’s no security guarantee...

● can be hard when policy is dynamic
● even harder when information can leak through the 

current state of the policy. Paragon 
tracks this!
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policy workData =
    { Manager m :
    ; (Manager m) Employee e : GivesPermissions(m, e)
    ; (Manager m) Employee e : IsBoss(m), WorksFor(e, m) };

an actor of type 
Manager

any e that has 
been given 
permission by 
an m

Dynamic Policies, advanced

who has access to 
a workData?

relational lock!
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{ elton : ; Employee e : ReadsFor(e, elton) }

want to support runtime changing permissions.

Dynamic Policies, advanced
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{ elton : ; Employee e : ReadsFor(e, elton) }

want to support runtime changing permissions.

void allowReading(Employee a, Employee b) {
  open ReadsFor(a, b);
  for (Employee e : employees) {
    if (ReadsFor(b, e))  open ReadsFor(a, e);
    if (ReadsFor(e, a))  open ReadsFor(e, b);
  }
}
void disallowReading(Employee a, Employee b) {
  close ReadsFor(a, b);
  for (Employee e : employees) {
    if (ReadsFor(b, e))  close ReadsFor(a, e);
  }
}

Dynamic Policies, advanced
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{ elton : ; Employee e : ReadsFor(e, elton) }

want to support runtime changing permissions.

void allowReading(Employee a, Employee b) {
  open ReadsFor(a, b);
  for (Employee e : employees) {
    if (ReadsFor(b, e))  open ReadsFor(a, e);
    if (ReadsFor(e, a))  open ReadsFor(e, b);
  }
}
void disallowReading(Employee a, Employee b) {
  close ReadsFor(a, b);
  for (Employee e : employees) {
    if (ReadsFor(b, e))  close ReadsFor(a, e);
  }
}

Dynamic Policies, advanced

(nice, but it’s)
boilerplate

code



D
yn

am
ic

 P
ol

ic
ie

s,
 a

dv
an

ce
d

{ elton : ; Employee e : ReadsFor(e, elton) }

want to support runtime changing permissions.

lock ReadsFor(Employee, Employee)
    { (Employee a) ReadsFor(a,a) :
    ; (Employee a, b, c) ReadsFor(a,c) : ReadsFor(a,b), ReadsFor(b,c) };

now, instead of 
allowReading and disallowReading,
we just open / close ReadsFor, and
transitive permissions update automatically!

Dynamic Policies, advanced

implicitly opened 
locks
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Tip of The Iceberg

● sane default labels
○ low read effect, high write effect
○ label polymorphism in method parameters!

● exception handling
● encapsulation: hide information-flow policy behind 

an interface; detect when invoking code tries to 
violate the policy through the interface.

● Java-Paragon bridge; .pi file summarizing 
information flows in a Java file
○ used to port Java standard library to Paragon!

e.g. access control
in Android
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Paragon Shortcomings

No
● concurrency (yet)
● dynamic loading

Language is still maturing
● bugs



concurrency woes

● race conditions

● randomness

● synchronous I/O



secret = 3: 1 can be the first output on L.
secret = 500: 1 cannot be the first output on L;

0 will be.
Thus, then multiple processes are made part of one 
system, a timing flow can turn into an explicit flow

sleep secret
out public 1

sleep 100
out public 0

← in parallel with → 

processes race on public
which public output occurs first depends on 
which process reaches output statement first

(which depends on secret)

Ra
ce

 C
on

di
tio

ns

no explicit flow
no implicit flow

no termination flow
no progress flow
no timing flow

no explicit flow
no implicit flow

no termination flow
no progress flow
has timing flow



secret = 3: 1 can be the first output on L.
secret = 500: 1 cannot be the first output on L;

0 will be.
Thus, then multiple processes are made part of one 
system, a timing flow can turn into an explicit flow

sleep secret
x := 1

sleep 100
out public x

← in parallel with → 

processes race on public
which public output occurs first depends on 
which process reaches output statement first

(which depends on secret)

Ra
ce

 C
on

di
tio

ns

no explicit flow
no implicit flow

no termination flow
no progress flow
no timing flow

no explicit flow
no implicit flow

no termination flow
no progress flow
has timing flow

works even if processes communicate 
over shared memory

works even if processes communicate 
over shared memory



secret = 0: 0 can be the first output on L.
secret = 1: 0 cannot be the first output on L;

1 will be.
Thus, then multiple processes are made part of one 
system, a progress flow can turn into an explicit flow

if secret mod 2 == 0 { out public 0 }
else { while true {} }

sleep 100
out public 1

Ra
ce

 C
on

di
tio

ns
← in →
parallel 

with 

no explicit flow
no implicit flow

no termination flow
no progress flow
no timing flow

no explicit flow
no implicit flow

no termination flow
has progress flow

no timing flow

processes race on public
which public output occurs first depends on 
which process reaches output statement first

(which depends on secret)

will also work for shared memory concurrency



x = random(0,1)
skip
in secret s
out public (s XOR x)

Ra
nd

om
ne

ss
random bit, either 0 or 1

1-bit encryption

receive 1 bit



x = random(0,1)
out secret x
in secret s
out public (s XOR x)

Ra
nd
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x = random(0,1)
out secret x
in secret s
out public (s XOR x)

in secret’ s’
in H x’
out H (secret’ XOR x’)

s XOR x =  secret’  XOR  x’  XOR  x
=  secret’  XOR  x   XOR  x
= secret’ must exercise great care wrt. 

how processes disclose randomness.
(left process has no leaks, but it inadvertently, 

or maliciously, creates an unfortunate 
dependency in the right process)



  in secret0 h

  out public 0

  in secret0 h

Sy
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O



while true{

  in secret0 h

  out public 0

  in secret0 h

}

while true{

  in secret1 h

  out public 1

  in secret1 h

}

in secret s

for b in bits(s){

  if b == 0 {

    out secret0 42

    out secret0 42

  }

  else { 

    out secret1 42

    out secret1 42

  }

}Sy
nc
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while true{

  in secret0 h

  out public 0

  in secret0 h

}

while true{

  in secret1 h

  out public 1

  in secret1 h

}

in secret s

for b in bits(s){

  if b == 0 {

    out secret0 42

    out secret0 42

  }

  else { 

    out secret1 42

    out secret1 42

  }

}

encode s in 
the presence of 
secret{0,1} messages.



processes communicating synchronously exert control over each 
other in unintuitive ways; 
an output will behave like an input (flow-wise). 

in secret h ;
out public 0

willingness of environment to 
provide secret input interferes 
with presence of public output.

out secret 0 ;
out public 0

willingness of environment to 
receive secret output interferes 
with presence of public output.

Sy
nc

hr
on

ou
s 

I/
O



in simple scenarios, we can specify a flow policy as a lattice, and use classic compile-time or 
runtime enforcement to detect/prevent information leaks.

in practice, simple scenarios are rare. some apps leak by design. dynamic policies needed.

Paragon: Java, extended with way to express and enforce dynamic policies.

bleeding edge (tool is not ready for adoption). even it has shortcomings:
leaks that arise due to concurrency issues (no information flow tool help).

you now know enough to use tools for detecting/preventing simple leaks,
and to manually inspect code to detect/prevent even devious leaks.

Information Flow Control, Summary
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Things to consider when picking the right tool:
● platform

3rd party JS in browser vs. your own Paragon 
● security concerns

integrity needed? secure through transformation?
● threat

what attacks are we considering?
● trust

did we create the code? the policy? the enforcement? 
the OS and hardware?

Secure Software, Perspective
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Things to consider when picking the right tool:
● platform

3rd party JS in browser vs. your own Paragon 
● security concerns

integrity needed? secure through transformation?
● threat

what attacks are we considering?
● trust

did we create the code? the policy? the enforcement? 
the OS and hardware?

we can be “forceful” when handling
3rd party non-safety-critical code.
we implicitly trust the tools we use.
● Paragon
● Jif, LIO, ifc-ts, …

all tools make assumptions on the platform;
some attacks fall out of scope, e.g.
concurrency, side-channels in hardware, …

Secure Software, Perspective



FIND OUT MORE
https://gamess.dk/

https://gamess.dk/
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