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INTRODUCTION

Purpose of this manual

In the past decade an unprecedented number of countries around the world have
created freedom of information legislation - including Fiji, Japan, Mexico, Nigeria,
South Africa, South Korea, Thailand, Trinidad and Tobago, the United Kingdom and
most East and Central European countries. In doing so, they have joined the
countries that enacted such laws some time ago, such as Sweden, the United
States, Finland, the Netherlands, Australia, and Canada.

The law itself, however, is only the first step. Implementing the law, including the
task of transforming the culture of administration into a more democratic and
accountable one, poses a great challenge, especially in countries with vulnerable
economies where state budgets for implementing a comprehensive programme of
accompanying measures are limited.

This manual for public officials is designed as a resource for officials who want to
adopt administrative practices that conform to the best standards of freedom of
information. It should help them to make their work and procedures more
professional, which will increase the public’s trust in and appreciation of their
administration.

How to use this manual
This manual can be used in three basic ways:

« used as a teaching guide for trainers running courses for public officials
responsible for handling information requests.

= used as a learning tool by such officials - in other words they can work through
the manual on their own.

= used as a reference tool by officials who have already gone through a training
course.

In practice, the same group of public officials may use the manual in all three
ways:

= They work through the manual on their own.

« Then they attend a workshop in which the learning points in the manual are
elaborated and discussed.

= They keep a copy of the manual to refer to in their future work.

This would be the ideal way of using the manual. Workshops are usually much more
effective if participants have had a chance to acquire most of the basic
informational content on their own, at their own speed. The workshop can then
focus on:

= Issues that participants have not fully understood.

= Points of controversy or disagreement.
= Developing the skills needed to process information requests.
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However, it is recognised that officials will often not have the chance to work
through the manual individually before a workshop. The Notes for Trainers section
offers a plan for a two-day workshop based on this manual that would be suitable
for officials without advance preparation on their part.

Objectives of the training

At the end of a two-day training workshop based on this manual, participants
should have achieved a number of specific learning objectives. They should be able
to:

= Explain the meaning and value of freedom of information.

= Explain the principles underlying freedom of information laws.

= Explain the process for applying exceptions to the general principle of access to
information.

« Reflect on the strengths and shortcomings of freedom of information legislation
in their own country.

= Identify the institutional bodies affected by the freedom of information law.

= Identify those groups commonly requesting information and any specific
considerations that may be entailed in handling their requests.

« Process requests for information held by their own department.

The content of the manual
The main part of the manual is divided into two parts.

The first part (Chapters 1-4) deals with the concept and basic principles underlying
freedom of information. This part of the manual could equally well be used for
members of the public, or for officials not directly involved in handling requests for
information.

The second part (Chapters 5-7) is directed specifically at officials responsible for
responding to requests for information. It deals with the public bodies that are
obliged to provide public access to information, the requesters who are entitled to
information, and the process whereby information requests are handled. In no
circumstances should the second part of the manual be used without trainees
having worked through the basic principles outlined in the first part.
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Chapter One
WHAT IS FREEDOM OF INFORMATION?

Freedom of information - why does it
matter?

In 1946 the United Nations General Assembly passed one of its very
earliest resolutions. It stated this:

Freedom of information is a fundamental human right and ... the
touchstone of all freedoms to which the United Nations is
consecrated.

That is a very large claim. What do you think the UN meant in that
resolution?

Brainstorm

Off the top of your head write down as many ways as you can think of that

having the right to freedom of information could make your life a better

one.

How about this list for a start?

® |t will help you to live in a less corrupt society
® |t will help you to live in a society that is free from hunger
® [t will help you to live in a healthier society

® |t will help you to live in a society where the environment is
respected

® |t will help to make sure that your fundamental human
rights are respected

e |t will help to make sure that your privacy is respected

® |t will help to make your country more secure

® |t will help to make the political system in your country
more democratic

® |t will help to make government more efficient

® |t will lead to better decision-making

® |t will help the economy to be more efficient

e |t will lead to individuals receiving better treatment from
Cover illustration from A institutions

Comparative Survey on Freedom
of Information, published by
UNESCO, 2003
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A fairly dramatic set of claims, as we think you will agree. We shall
return to this list in a moment.

But let us first take a step back and ask the question:

What do we mean by freedom of
information?

Considering that freedom of information is regarded as such an
important human right, it might be a little surprising that it is not
more clearly stated in the international human rights standards. The
wording of Article 19 of the Universal Declaration of Human Rights is
clear and unambiguous:

Everyone has the right to freedom of opinion and expression; this
right includes freedom to hold opinions without interference and to
seek, receive and impart information and ideas through any media
and regardless of frontiers [emphasis added].

Although freedom of expression was seen as benefiting both those
who “imparted information” and those who received it, the idea
that citizens were entitled to have access to information held by the
institutions of government was not widely held at the time. Sweden
may have had a constitutional guarantee of freedom of information
since 1776, but it was still in a small minority.

The American writer Walter Lippmann had stated that an elected
official’s duty was to his or her office, not to the electorate: “Where
mass opinion dominates government, there is a morbid derangement
of the functions of power.” Likewise, the British system of
parliamentary democracy was based on the assumption that it was
the legislature that scrutinised government actions, not the public.
In the words of Walter Bagehot, the principal theoretician of British
parliamentary government, democracy could only work “if its real
rulers are protected from vulgar enquiries”.

These were the views that still predominated in most government
circles in the 1940s. (If we are honest, they are still widely held
today.) This is why the wording of the UN General Assembly
resolution was such a radical break with the past. Let us recall it
again:

Freedom of information is a fundamental human right and ... the
touchstone of all freedoms to which the United Nations is

consecrated.

Very well, but what exactly does freedom of information consist of?
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Brainstorm

Once again, off the top of your head, write a list of everything that you

can think of that could be included under the right to freedom of

information.
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Probably most of your answers could be found on this list:

1. The public has the right to have access to information that the
government (or other powerful institutions) holds about them.

2. The public has the right to have access to information that the
government (or other powerful institutions) holds that could
benefit them.

3. Officials, public and private, have the right to “blow the
whistle” on bad practices in powerful institutions.

4. The public has the right to see and hear what is going on in the
legislature

5. The public has the right to see and hear what is going on in the
courts

6. The public has the right to see and hear what is going on in
other public bodies

Once again that is a big list. It would become bigger still if we were
to list all the different types of information that the public might be
entitled to - finance, the environment, corruption, health and
medicines, defence, to name just a few.

Access to information about individuals

This is perhaps the first thing that anyone thinks of when they hear
the words “freedom of information”. Governments, as well as other
powerful institutions in society such as commercial companies, hold
information about everyone in the country. This information is likely
to range from the most simple information - when someone was
born, where they live - to much more complex information, such as
medical records.

The amount and complexity of information that is held has increased
with technological developments. In particular, the computerisation
of the records of governments and companies makes it much easier
to exchange information between different sets of records.

There is nothing sinister in itself about governments holding
information. If they did not have that information, they would not
be able to deliver the services that the public expect of them. Nor
could they realise the rights of the people. For example, people
would be fairly upset if they went to vote in the next election, only
to be told that they could not because the electoral authorities had
no record of them.
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Similarly, someone would be very concerned if the bank had no
record of their account when they next tried to draw money out of
it.

So, for an institution to hold information about individuals is part of
the normal way that society operates.

Yet, it is something that many people worry about. The fear is that
“Big Brother” knows too much about their daily lives.

This fear is often justified. It is one practical reason why people are
entitled to know what information the authorities hold about them.
Another reason is that individuals should have the opportunity to
know about (and correct) inaccurate information. And even if they
have no practical purpose for looking at the information, they still
have a basic right to know.

In international human rights treaties, as well as in most national
laws, the individual has a right to privacy. Access to information is
one of the ways of making sure that individual privacy is being
respected.

Access to information that could benefit
individuals

Governments and other institutions hold much information that
affects the well-being of the individual as a member of society, even
if it does not refer to them by name.

Brainstorm

Can you think of some of the types of information that the government
holds that might be in the interest of the individual member of the public

to know?

There are any number of types of information that governments hold
that affect the individual. They could fall into any of the following
categories (or many more):

® Politics

® Social welfare

® Health

® Education

® Environment

® Planned investment
® Security

® Justice
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In all these areas the individual citizen has rights and particular
things to which they are entitled. If they do not have adequate
information about what the government is doing in these areas, then
they will not be able to exercise those rights fully.

Right to “blow the whistle”

The people who know best what is going on inside any large
institution are the people who work there. The information that a
government chooses to release to the public may not be the whole
truth - it may not even be the truth at all. This is particularly the
case where wrongdoing or serious mismanagement is taking place.

That is why it is important that the right to freedom of information
includes the right of officials to make public information about
wrongdoing in the institution that they work for.

Brainstorm

Can you think of examples of the sort of wrongdoing in government that
could be dealt with by giving whistleblowers the right to tell the truth in
public?

Right to know what goes on in the
legislature

The legislature are the representatives of the public - the people
they elected to make law and policy. The public has a right to know
what they are doing - if for no other reason than to determine how
they will cast their vote next time.

There are a variety of tasks that the legislature performs that are
extremely important to know about if individual citizens are going to
be well-informed. The main business of the legislature is to pass
laws, of course. But it also plays an extremely important role in
reviewing government policy and importance, either through debates
or, very often, through specialist committees that examine policy
issues in great detail.

Right to know what goes on in the courts

There is a well-known saying that justice must not only be done,
“justice must be seen to be done”. In other words, the public nature
of the judicial system is a way of showing that the law is being fairly
and properly enforced.
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One of the main reasons that this is important, of course, is that it
gives a better guarantee to someone on trial for a criminal offence
that they will get a fair hearing.

But there is a broader interest for all the public in making sure that
the judicial system is operating fairly.

Right to know what goes on in other public bodies

The right to a public trial is a well-established human rights
principle. What is less well-established is the right of the public to
know what goes on in a variety of other bodies that make constant
decisions that affect the lives of everyone.

“Government” does not only refer to the head of government and
the Ministers. On a day-to-day basis it means a large number of
institutions - and decision-making committees within those
institutions - which make decisions and take actions that implement
government policy or the law. And, while there is great public
interest in what goes on in the legislature or the courts, these less
glamorous public institutions make extremely important decisions.

Brainstorm

Can you think what are some of the important decision-making public

bodies in your own country.

Media access to official information

The reality is that most people do not exercise their right to
freedom of information in a direct and personal way. Most people do
not very often go to parliament or a court. Nor do they often try to
get hold of documents or other information held by the government.

But what most members of the public do, most days, is to use the
mass media - newspapers, radio, television and, increasingly, the
Internet.

The public expects a variety of different things from the media.
Much of the time they are looking for entertainment. But they also
expect that the media will keep them informed about important
things that are happening in society. If there is a law being passed or
an important court case, if there is a major economic policy decision
or a Minister is accused of corruption, the public expects that the
media should be able to give them that information.

It is important that the media should be able to use access to

information laws to inform themselves - in order to keep the public
better informed.
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An example from Georgia

A Civilian Review Board was set up
in Georgia to monitor the problem
of human rights violations by the
police.

The Board established special post
boxes and hotlines for people to use
to get in touch if they had a
complaint about the police. The
CRB regularly visits pre-trial
detention facilities to see for itself
what conditions are and to ensure
that proper procedures are
observed.

The CRB uses the Freedom of
Information Act to seek access to
police intelligence files. Under the
law, the police can refuse to
disclose the files only if
“nondisclosure is essential to
effective law enforcement”.

The CRB says:

Police business is generally
shrouded in secrecy, which conceals
outdated policies and departmental
inertia, encourages cover-ups and,
of course, breeds public suspicion.
But we should remember: Police is
an arm of government, and the
government's business is our
business. Police policies,
procedures, memoranda, records,
reports, tape recordings, etc.
should not be withheld from public
view unless their release would
threaten ongoing investigations,
endanger officers or others, or
invade someone's personal privacy.

Demanding information about police
practices is an important part of the
struggle to establish police
accountability. Indeed, a campaign
focused solely on getting
information from the police can
serve as a vehicle for organizing a
community to tackle police abuse.

Freedom of information: TRAINING MANUAL FOR PUBLIC OFFICIALS

The right to truth about human rights
violations

Especially in societies that are in transition from authoritarian
political systems or are emerging from conflict, there may be a great
public hunger for information about human rights violations that
took place in the recent past. Governments may be reluctant to
release such information or to investigate past human rights
violations, arguing that “reconciliation” is a higher priority than
justice or disclosure of information.

Yet, there is no doubt that international law gives everyone who has
been the victim of a crime (even one carried out by a government)
the right to justice through the legal system. Equally, the right to
“seek, receive and impart information” (in the words of the
Universal Declaration of Human Rights) must include the right to
seek information about something as important as abuses that may
have been committed against you or members of your family.

This clearly means that public officials should be held accountable
for any human rights violations that they commit. But it also means
that the people have a right to information about events that took
place under a past government or during a conflict - however
politically inconvenient that information may be.

The benefits of freedom of information

Powerful institutions in society, when they argue in favour of
withholding information from the public, usually say that this is “for
our own good”. They say that if everyone knew the things that they
know:

We would not be able to understand it.

It would cause conflict.

It would cause insecurity.

It would undermine the workings of government.

In reality, such arguments can usually be shown to be wrong. But
they ignore an even more important question:

Whose information is it anyway?

The idea that governments withhold information because this is for
the public’s benefit is part of an antiquated (and very undemocratic)
view of the relationship between government and people.
Remember the example of Walter Bagehot, who deplored the idea
that government might be disrupted by the “vulgar inquiries” of the
governed.



Yet the fundamental argument in favour of freedom of information is
that the information belongs not to the government, but to the
people as a whole.

To give a simple example: if | provide the government with basic
information about myself, such as my name, address and date of
birth, that information does not become the property of the
government.

The sum total of information held by the government is only a
collection of facts about the people and the country. There may be
certain practical reasons why this information cannot always be
available - we shall return to such situations later in the manual -
but in principle the information belongs to the people not the
government.

Earlier, we asked the question: how does the right to freedom of
information make life better?

And we suggested the following answers:

e |t will help you to live in a less corrupt society
e |t will help you to live in a society that is free from hunger
e |t will help you to live in a healthier society

e |t will help you to live in a society where the environment is
respected

® |t will help to make sure that your fundamental human
rights are respected

® |t will help to make sure that your privacy is respected
® |t will help to make your country more secure

® |t will help to make the political system in your country
more democratic

® |t will help to make government more efficient
® |t will lead to better decision-making
® |t will help the economy to be more efficient

e |t will lead to individuals receiving better treatment from
institutions

Brainstorm

For each of the twelve reasons on this list, try to think of one example of how

freedom of information can make life better.
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Less corruption

Corruption thrives on secrecy. Individuals and institutions become
corrupt when there is no public scrutiny of what they do. The more
that they operate in the public gaze the less corrupt (and more
efficient) they are likely to become.

Freedom from hunger

This may seem like a strange thing to put on this list. Yet, the Nobel
prize-winning economist Amartya Sen has argued that famines do not
happen in countries with a free press. His argument is that famines
are caused by the inaction of governments. Governments do not dare
to be inactive on such an important issue when they are subject to
constant media scrutiny.

A healthier society

This may also seem a strange benefit from freedom of information.
Yet, consider, for example, the greatest public health crisis of our
time - the HIV-AIDS pandemic. In its early years, HIV infection was
able to spread so rapidly because of the lack of publicly available
information about the virus and how to avoid it. Countries that had
effective public information programmes - such as Uganda, which
was once the worst affected in the world - have been able to turn
the tide of HIV infection.

More recently, the Chinese government’s failure to be open about
the gravity of the outbreak of Severe Acute Respiratory Syndrome
(SARS) contributed to the spread of the condition not only within the
country but in the outside world. Its belated admission of the
seriousness of the SARS outbreak immediately made it easier for the
public health authorities to bring it under control.

A cleaner environment

Many of the decisions taken that cause damage to the environment
are made behind closed doors. Most of these decisions could be
avoided if all planning decisions had to be accompanied by an
environmental impact study - which in turn should be made available
to the public.

Respect for human rights

Human rights violations, like corruption, flourish in a climate of
secrecy. Some of the worst human rights violations, such as torture,
are almost by definition something that takes place behind closed
doors. An open government - including, for example, publication of
investigations into allegations of human rights violations - is far more
likely to result in respect for human rights.
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Respect for privacy

Without freedom of information there is nothing to guarantee that
governments (and other powerful bodies) will not amass vast
quantities of information about individuals. If the individual always
has the right to see what information is held about them, their right
to privacy is more likely to be respected.

In addition, people have a right to make sure that the information
held about them is accurate. If this is not the case, wrong and
potentially damaging decisions could be made.

A more secure society

This is possibly the most controversial item on this list. The
argument in favour of official secrecy is that this is necessary in
order to safeguard “national security”. Yet there is a much better
argument for saying that public scrutiny of decisions related to
defence and intelligence is likely to make for a more secure society.
For example, many countries have a long experience of
unaccountable intelligence services that direct their activities
against domestic political opponents rather than genuine threats to
national security. Freedom of information can help to curb such
behaviour.

Secrecy can lead to corruption and inefficiency in the security
services, which in turn undermines security.

More effective democracy

Freedom of information is crucial for effective democracy. How can
the electorate make an informed choice if they are denied
information about what the government - their government - has
been doing?

Political leaders are more likely to act in accordance with the wishes
of the electorate if they know that their actions can be constantly
scrutinised by the public.

Freedom of information is about
accountability

This last point about the importance of freedom of information for
democracy is fundamental. Information held by the government is
public information. The government is only the custodian of that
information on a temporary basis.

Information about the government is essential if the public is to
make informed choices - in elections, but also in many other
situations where they may exercise their democratic rights as
citizens.
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Freedom of information is about
participation

In a democracy, important government decisions are made by
elected bodies. But these bodies do not have a monopoly of the
relevant expertise. If government is conducted openly - with
publication of documents and the opening of meetings to the public -
those with an interest in a particular issue can have a say in
decision-making.

Whether it is a local planning decision or a new draft law, the best
practice is for official bodies to invite the comments and
participation of the public and those who have particular knowledge
of the issue being decided.

The point was expressed clearly by a senior UN official, the Special
Rapporteur on Freedom of Opinion and Expression, Abid Hussein:

Freedom will be bereft of all effectiveness if the people have no
access to information. Access to information is basic to the
democratic way of life. The tendency to withhold information from
the people at large is therefore to be strongly checked.

Discussion Point

We have talked in the section about information held by governments “and

other powerful institutions in society”.

How far can the principle of freedom of information be applied to private

bodies in society, such as companies, as well as to governments?
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Chapter Two

BASIC PRINCIPLES OF FREEDOM OF INFORMATION

LAWS

A freedom of information
act that made things
worse

In 2002 the government of
Zimbabwe gave in to years of
campaigning from human rights and
media groups and enacted a
freedom of information law, the
Access to Information and
Protection of Privacy Act. Or did it?

The new Act did give the public a
limited right of access to
government records. But at the
same time it placed a number of
serious obstacles in the way of
genuine freedom of information:

® All journalists and publications
had to be licensed by the
government.

® Most foreign correspondents
would not be allowed to continue
to report.

® Stringent ownership requirements
limited the possibilities of private
media houses attracting
investment.

® New limitations on reporting of
“false news” were included.

Freedom of information: TRAINING MANUAL FOR PUBLIC OFFICIALS

In recent years many more countries have adopted freedom of
information laws. In the process of doing this, some basic principles
have emerged that underlie good freedom of information legislation.

The danger is that, as freedom of information becomes a fashionable
phrase, governments will adopt freedom of information laws that do
not actually increase public access to information. In the worst cases
they may even hinder it.

Basic principles are important because they provide a measure to
test whether a national law will actually increase public access to
information. Of course, not all national laws will measure up to all
these principles. But they provide a measure of best practice which
is useful for interpreting existing laws and in campaigning for legal
reform. This list comes from ARTICLE 19°S Principles on Freedom of
Information Legislation.

1. Freedom of information legislation should by guided by the
principle of maximum disclosure

2. Public bodies should be under an obligation to publish key
information

3. Public bodies must actively promote open government

4. Exceptions should be clearly and narrowly drawn

5. Requests for information should be processed rapidly and
fairly and an independent review of any refusals should be
available

6. Individuals should not be deterred from making requests for
information by excessive costs

7. Meetings of public bodies should be open to the public

8. Laws which are inconsistent with the principle of maximum
disclosure should be amended or repealed

9. Individuals who release information on wrongdoing -
whistleblowers - must be protected

In 2000, the United Nations Special Rapporteur on Freedom of
Expression endorsed this same set of principles in his report to the
United Nations Commission on Human Rights and in 1999, the
Organisation of American States Special Rapporteur on Freedom of
Expression referred to the principles in the report of the Inter-
American Commission on Human Rights.

These principles also correspond closely to those adopted by the
Committee of Ministers of the Council of Europe in a
Recommendation on Access to Information Held by Public
Authorities, as far back as 1981 and in a more recent



Logo of the Access to
Information Programme,
Bulgaria.

Recommendation on Access to Official Documents adopted in 2002.
The Council of Europe plans to turn this latest Recommendation into
a legally binding set of standards.

Extract from Recommendation Rec (2002) 2 of the Committee of
Ministers to member states on access to official documents

VI.
VILI.
VIII.

There

Il
General principle on access to official documents

“Member states should guarantee the right of everyone to
have access, on request, to official documents held by public
authorities. This principle should apply without
discrimination on any ground, including national origin.”’

\Y
Possible limitations to access to official documents

Member states may limit the right of access to official
documents. Limitations should be set down precisely in law,
be necessary in a democratic society and be proportionate to
the aim of providing protection on:

national security, defence and international relations;
public safety;

prevention, investigation and prosecution of criminal
activities;

privacy and other legitimate private interests;
commercial and other economic interests, be they private
or public;

equality of parties concerning court proceedings;

nature;

inspection, control and supervision by public authorities;
economic, monetary and exchange rate policies of the
state;

confidentiality of deliberations within or between public
authorities for an authority’s internal preparation of a
matter.

2. Access may be refused if the disclosure of the information
contained in the official document would or would be likely
to harm any of the interests mentioned in paragraph 1, unless
there is an overriding public interest in disclosure.

3. Member states should consider setting maximum time

limits beyond which the limitations mentioned in paragraph 1
no longer would apply.

are other important international standards on freedom of

information. The Arhus Convention on Access to Information, Public
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Participation in Decision-Making and Access to Justice in
Environmental Matters was adopted by a Ministerial conference in
1998 under the auspices of the United Nations Economic Commission
for Europe. The European Commission has since adopted directives
to implement the Arhus Convention.

The Arhus Convention contains a number of important principles:

® the right of everyone to receive environmental information that is
held by public authorities (*“access to environmental
information”). This can include information on the state of the
environment, but also on policies or measures taken, or on the
state of human health and safety where this can be affected by
the state of the environment. Citizens are entitled to obtain this
information within one month of the request and without having to
say why they require it. In addition, public authorities are obliged,
under the Convention, to actively disseminate environmental
information in their possession;

® the right to participate from an early stage in environmental
decision-making. Arrangements are to be made by public
authorities to enable citizens and environmental organisations to
comment on, for example, proposals for projects affecting the
environment, or plans and programmes relating to the
environment, these comments to be taken into due account in
decision-making, and information to be provided on the final
decisions and the reasons for it (“public participation in
environmental decision-making™);

® the right to challenge, in a court of law, public decisions that have
been made without respecting the two aforementioned rights or
environmental law in general (“‘access to justice™).

None of these standards is, at present, legally binding in nature,
although they have strong force in interpreting freedom of
information laws. The ARTICLE 19 principles, endorsed by the UN
Special Rapporteur, are the most comprehensive and we shall look at
each of these in turn.

Not all of these principles are necessarily contained in your own
national freedom of information law. However, they provide an
important guide for interpreting how an access to information law
should be implemented.
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Freedom of information legislation should by
guided by the principle of maximum disclosure

Not a model public
body...

The [United States] Central
Intelligence Agency confirmed on
April 7, 2003, that it is withholding in
full the CIA Headquarters Handbook
on the subject of release of
information to the public.

In the denial letter, the CIA confirmed
the existence of this manual but
indicated that it was being withheld
for two reasons: first, because it
applies to information pertaining
solely to the internal personnel rules
and practices of the Agency, the b(2)
exemption.

An agency employee could not specify
whether the exemption cited was low
b(2) or high b(2), but indicated that
the Agency uses both exemptions,
despite Department of Justice
guidelines to the contrary.

The second reason for withholding
was that the agency claims that the
document describes intelligence
sources and methods (the b(3)
exemption).

The Agency said that no portions of
the handbook were releasable, even
including the cover page.

Source:
http://www.thememoryhole.org

The principle of maximum disclosure is fundamental. What it means
is that, in every case, the presumption is that a piece of information
should be disclosed.

There are certain circumstances in which information might not be
disclosed, but it is up to the authority that holds the information to
show this.

The definition of what constitutes information should be broadly
defined and the exceptions to what information should be released
will be very narrow. In all instances the principle of public interest
can override objections to releasing information. For an explanation
of what is meant by “public interest”, see Chapter 4.

Maximum disclosure flows from the assumption that all information
belongs to the people anyway. A member of the public does not have
to justify their right to have access to a piece of information in each
instance. That principle is understood.

This also has another very important implication: everyone has the
right to make a request for information under a Freedom of
Information Act. There is no need for them to explain or prove why
they need that particular piece of information.

Public bodies should be under an
obligation to publish key information

A Freedom of Information Act cannot just work on the basis of
requests by individual members of the public. This is an important
part of public access to information but it is not the only part.

The authorities need to take active steps to disseminate certain key
types of information to the public. This way, the public as a whole
will be well informed without having to make requests for
information.

But, in addition, members of the public who wish to request specific
information cannot know with any certainty what information public
bodies hold, so they do not know what to ask for. This is another
reason why it is essential that all public bodies should be required to
publish certain key information about what they do.

This should include:

® How does the body function - this would include its objectives,
budget, audited accounts, internal structures and staff
complement.
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® Information that has already been requested by the public (or
complaints that the public may have made about how the body
functions).

® Guidance on how the public can contribute to the decisions made
by the public body.

® The types of information that the body holds and the form in
which it is held. (This can clearly vary enormously between, say, a
health authority and a police service.)

® The content and likely impact of decisions affecting the public,
along with the reasons that the decision was taken.

® All announcements for public procurements and the decisions to
award tenders.

Public bodies must actively promote open
government

In most countries, governments and other public bodies have worked
for decades within a culture of secrecy. There are two aspects to
this:

e Officials do not understand their obligations to keep the public
informed.

® The public does not understand its right to information.

If the spirit of a freedom of information law is to work fully, it is
important that both these problems are tackled.

This can best be done by the public bodies themselves undertaking
promotional work. This will be aimed both at the public - to educate
them on their information rights and to tell them how to use the
Freedom of Information Act - and at officials. The latter will also
need to be educated on how the freedom of information law has
changed their obligations towards the public and trained on how the
new information regime works.

Discussion point

Promotional activities will vary from country to country, depending on the
state of public knowledge on information rights, the depth of the official
culture of secrecy and the most effective media for communicating with

the public.
Taking these factors into account, how would you design a campaign o

promote freedom of information in your country? What messages would

you want to get across? And how would you set about it?
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Exceptions should be clearly and narrowly drawn

There are always going to be exceptions to a Freedom of Information
Act - pieces of information that, for quite legitimate reasons -
cannot be released to the public. But the language we use is
important - these are exceptions to the general principle of
maximum disclosure. As such, it will be for the body that holds the
information to justify not disclosing it.

Brainstorm

What types of information can you think of that would be a legitimate
exception - in other words information that should not be disclosed under
a Freedom of Information Act?

Was your list something like this?

® National security

® | aw enforcement

® Personal privacy

® Commercial secrecy

® Public or individual safety

® Protecting the integrity of internal government decision-making
processes

® | egally privileged information

® Public economic interests

These are all quite reasonable justifications for not disclosing
information. But does this mean that, for example, all information
related to national security should not be disclosed?

No, it simply means that if information can be shown to damage
national security if it is disclosed, then it should not be.

The issue of whether a piece of information is a legitimate exception
will be determined by a series of tests.

® Does this information relate to a legitimate aim (such as national
security, privacy etc)?

® Would its disclosure do substantial harm to that aim?

® Would it nevertheless be in the public interest to disclose the
information?

Confused?
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Don’t worry. We shall look at this very important issue in much
greater detail in Chapter 4 of this manual.

Requests for information should be processed
rapidly and fairly and an independent review of
any refusals should be available

What is the commonest and most effective way in which authorities
can deny the public access to information?

Simple. It is by making the process of obtaining information so slow,
difficult, painful and expensive that most people will be deterred
from exercising their rights.

This applies whether there is a Freedom of Information Act or not.
So it is vital that any freedom of information law should include a
straightforward and easily useable procedure for getting access to
information.

A common first step is to designate an individual official (usually
called something like an information officer) who is responsible for
facilitating requests for information within each public body. One of
the responsibilities of the information officer will be to help
members of the public to frame their requests - after all, it may be
difficult for them to know how to ask for information if they do not
know exactly what information the public body holds.

The procedures for asking for information should take account of
those groups who may have particular difficulties in making the
request - for example people with disabilities, such as blindness,
which would make it impossible for them to read written records.

Discussion point

What social groups in your country would have particular difficulty gaining
access to official information? What practical steps could be taken to help
them?

What happens if an individual repeatedly asks for information that
this particular public body does not hold? Or makes repeated
requests apparently just to be a nuisance?

The purpose of freedom of information is not to paralyse
government. If requests seem to be frivolous or aimed at being a

nuisance, then officials should have the authority to refuse them.

However...... this refusal, like all decisions relating to information
requests, must be subject to a right of appeal.
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Participant at a training
workshop in Moldova.

This means that if a member of the public has a request for
information turned down, then they are able to make an appeal to a
higher authority within the public body itself. They should also be
able to refer the case to any other existing administrative body -
such as an Ombudsman or Human Rights Commission - with power to
review the decisions of public bodies.

And ultimately, either the member of the public or the public body
itself should be entitled to take the case to court if they are not
satisfied with the decision.

Individuals should not be deterred from making
requests for information by excessive costs

When governments argue against the introduction of freedom of
information laws, one reason commonly used is that freedom of
information is expensive.

Common sense suggests that this must be true - after all, a whole
new bureaucracy dealing with requests for information must be paid
for somehow.

Experience from many countries shows that common sense in this
instance is wrong. One of the effects of freedom of information
legislation is increased efficiency by public bodies with the result
that the marginal cost of freedom of information is very low - and
sometimes even negative. For example, a more open information
system leads to better record-keeping, which is an important
function of modern government, as well as exposing corruption and
mismanagement.

But the fact remains that when a member of the public applies for a
piece of information there is a monetary cost. Who should pay it?

The important principle here is that the cost of requesting a piece of
information should never be so high that it will deter people from
making the request. Different countries have adopted different
costing systems. One common one is a low flat-rate fee for all
requests, so that cheaper requests are used to subsidise more
expensive ones. There can be a different scale of fees for individual
requesters and institutions (such as commercial companies) that
seek to use public information. Requests that seek information solely
for the public interest could be met free of charge.

Whatever the exact system used, it is important that no one is

deterred because of the cost from obtaining information to which
they are entitled.
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Meetings of public bodies should be open to the
public

An important aspect of the notion of “open government” is that any
public body with decision-making powers should be open to the
public. This would not include internal or advisory meetings, but
would include any meeting with the power to make decisions. This
might include planning or zoning authorities, health authorities,
industrial development agencies, educational authorities and so on.

Having a meeting in public implies that there should be advance
public notice of the fact that the meeting is taking place and what
business it will conduct (so that members of the public who are
interested can attend).

There would, of course, be exceptions whereby meetings (or part of
a meeting) would be held in private. In addition to the list of
permissible exceptions we have already listed, this might include
employee or personnel matters or matters involving commercial
secrecy.

Discussion point

What public bodies in your country hold decision-making meetings that are
already public? And what bodies that hold their meetings in private might

hold them in public under this principle?

Laws that are inconsistent with the principle of
maximum disclosure should be amended or
repealed

The principle of maximum disclosure is the guiding one behind
freedom of information. For that reason it should preferably be
included in the national Constitution.

Whether or not this step is taken, it is clearly vital that all other
laws are interpreted in a manner that is consistent with the Freedom
of Information Act. In particular, it is important that there are not
laws that penalise the disclosure of information that would be made
public under the freedom of information law. This is a particular
danger with pre-existing secrecy or national security laws. One of
the effects of such a conflict between laws would be to put civil
servants into an impossible position, since they will not know
whether their first obligation is to release information or to keep
secrets.

There should also be a general policy that officials should not be
penalised in any way for disclosing official information in good faith,
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even if it were to be shown that they were not required to do so
under the Freedom of Information Act. It is essential that the culture
of secrecy in so many countries be combated - where officials are
afraid to disclose any information for fear that they will be
punished.

Discussion point

What laws exist in your country that might come into conflict with a

Freedom of Information Act?

Individuals who release information on wrongdoing
- whistleblowers - must be protected

We asked you earlier to think of examples of where it would be
justified for a whistleblower to reveal information to the public.
Here are some of the examples that you might have chosen:

® Committing a criminal offence

® [gnoring a legal obligation

® Corruption

® Maladministration in a public body
® Risk to public health

® Threat to the environment

Legal protection for whistleblowers means that they are protected
even if they have breached their legal or contractual obligations by
revealing information, provided that they did so in good faith,
believing that the information was true and about a serious matter
of public interest, such as the examples we have given.

Here is a recent well-known example of whistleblowing by a public
official.

Katherine Gun worked as an analyst for the General
Communications Headquarters (GCHQ), the British government’s
electronic eavesdropping organisation. In early 2003 she received a
copy of an email from a US official detailing plans to eavesdrop on
diplomats of member countries of the United Nations Security
Council. Britain and the US were desperate to win a Security Council
resolution authorising their planned invasion of Iraqg.

Gun was appalled by what she read and gave a copy of the email to

a newspaper. The resulting story was a considerable embarrassment
to both governments.
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Gun admitted that she had leaked the email and was charged with
espionage. In February 2004 charges against her were dropped.
Speculation was that the British government might face more
embarrassment if it was obliged to produce in court the confidential
legal advice that it had used to support the Iraq invasion. In any
event, in a country where half the population opposed the Iraq war,
it seemed unlikely that a jury would have found Gun guilty.

Katherine Gun was not protected under English law. She lost her job
and only escaped criminal conviction because the government was
afraid to proceed with her prosecution.

Other countries have stronger protection for whistleblowers. South
Africa provides explicit protection. So does the United States in both
federal law and in many state laws. The impetus for the US
Whistleblower Act came from the 1986 crash of the Challenger space
shuttle. Engineers later revealed that they had pleaded with the
National Aeronautics and Space Administration (NASA) not to go
ahead with the launch, since they had identified the technical faults
that would cause the shuttle to explode.

In 1996 the Organisation of American States adopted a convention
against corruption that provided whistleblower protection. This
protection is echoed in both the criminal and civil conventions
against corruption adopted by the Council of Europe.

Discussion point

We have set out nine principles that we think are fundamental to any
freedom of information regime. Are there any more principles that you
would add to this list?
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LEGAL FRAMEWORK FOR FREEDOM OF INFORMATION

Why is a legal framework necessary?

Many countries are party to international treaties that guarantee
freedom of information. These include the International Covenant on
Civil and Political Rights and regional treaties such as the European
Convention for the Protection of Fundamental Rights and Freedoms,
the African Charter on Human and Peoples’ Rights and the American
Convention on Human Rights.

Since these treaty obligations bind states to respect the principle of
freedom of information, why is it also necessary to have a Freedom
of Information Act?

There are at least two good reasons why a special freedom of
information law is necessary to make sure that everyone can enjoy
their right to freedom of information.

1. A treaty obligation may not be directly
enforceable under national law

Under many legal systems, the fact that a government has ratified
an international treaty does not automatically make this part of
national law. This means that although, in theory, a citizen might
have the right to go to an international body to enforce their rights,
they do not have the much simpler option of making sure that they
can enjoy those rights under domestic administrative or legal
procedures.

Making an international obligation into national law is the most
effective way of making sure that rights are respected in practice.

2. Establishing a freedom of information
mechanism

For freedom of information to work in practice various rules and
procedures have to be established. Human rights treaties lay out the
general principles, but they cannot be a detailed guide to making
sure that citizens enjoy the right in practice. This is the most
important reason why a freedom of information law is essential.
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The Constitution - the fundamental law

Many countries that have adopted new Constitutions over the past 10
or 15 years have included the right to freedom of information.

Discussion point

Do you think it is important that freedom of information should be a right
protected in the Constitution? Why?
Is the right to freedom of information included in your country’s

Constitution? Does the Constitution set any limits on this right?

The importance of the Constitution is that it is the fundamental law
of the land. Legal principles contained in the Constitution override
any other law. This means that if old laws remain on the statute
book that interfere with the right to freedom of information, they
should be amended or repealed to bring them into line with the
Constitution. Constitutional principles always come first.

What are some of the limitations on freedom of information that are
sometimes contained in Constitutions?

» People are entitled to freedom of information so far as they need
it in order to exercise other rights.

» Citizens are entitled to freedom of information but not other
people.

e Only journalists enjoy the right to freedom of information.

» Freedom of information only applies to information held by
public bodies.

« Freedom of information can be limited on grounds of national
security, public order or privacy.

Discussion point

What do we think about these possible limitations on freedom of

information? Which of these do we think are valid?

Some points to consider:

We have seen that one of the reasons why freedom of information is
so important is that it gives citizens information that allows them to
exercise other rights. But if you only have access to information in
order to exercise other rights, this means that you will have to prove
that you need a piece of information every time you request it,
because otherwise you would not be entitled to it. Not only would
these be extremely cumbersome for those who administer the
system, it would also seriously restrict the right to freedom of
information itself. The idea that someone requesting a piece of
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September 2003.

information has to prove that they have a right to it is inconsistent
with the underlying principle that all information ultimately belongs
to the people.

There are some rights that are limited to citizens, but very few.
These are usually strictly political rights, such as the right to vote,
although in many countries even that is not limited to citizens. The
principle of freedom of information is that all information belongs in
the public domain. What argument could there be to say that some
sections of the public (those who are not citizens) do not have
access to this information?

The same consideration applies when the right to freedom of
information is limited to journalists. It is very shaky in principle to
suggest that a right can be enjoyed by some people (by virtue of the
job that they do) and not others.

Many freedom of information laws only apply to information held by
public bodies. This is a normal practice and we could hardly say that
this was wrong. But is there a good reason in principle why other
powerful bodies in society - large private companies, for example -
should not be subject to the same information laws as public bodies?
When it comes to data protection they certainly should be - much of
the information gathered about individuals is held by private
companies. Data protection laws exist to protect the misuse of
information held by both public and private bodies - for example in
ways that may violate the privacy of the individual.

In principle it is necessary to make certain exceptions to the right of
freedom of information where national security, public order and
privacy are concerned. We could add a few other categories to this
list, such as commercial secrecy. What is important is that these
legitimate exceptions are not abused so as to interfere with the
right to freedom of information itself.

If the right to freedom of information is guaranteed in the
Constitution, why is it also necessary to have a Freedom of
Information Act?

The answer here is the same as one of the answers to the question of
why international treaties on their own are not enough. In order to
make freedom of information work, there need to be fair and
efficient procedures. Information officers will be needed to process
requests for information. Some supervisory body will be needed to
oversee freedom of information matters. And the exact scope of
freedom of information will need to be defined with care. The
exceptions to freedom of information must be defined in a clear and
narrow way.

All these are matters to be dealt with in a law - not just a single
clause of a Constitution.
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So what will the law contain?

Exercise

If you were writing a Freedom of Information Act, what would you put in
it?

What information is the public entitled to?

A freedom of information law will elaborate the basic principle of
freedom of information contained in the international treaties and
the Constitution. It will say whether (or in what circumstances) the
principle of access to information applies to private bodies, as well
as public ones.

What is information?

This may seem like an obvious question but it is not. Preferably the
definition of information should encompass all recorded information,
regardless of the form in which it is kept or stored. This means that
the information consists of the content of a record rather than the
record itself.

Establishing a procedure

The law will need to contain a procedure by which the public can
make requests for information held by public bodies (or others). This
may involve creating the post of Information Officer - the person in
each public body responsible for dealing with information requests
and, more generally, making sure that information is freely
communicated to the public.

The procedure will include issues such as how a member of the
public makes an application and what are the obligations of the
information officer. (For example, if a member of the public cannot
make a written request, what other sorts of request are valid? And
what should an Information Officer do to help?)

The law will also have to lay down a time limit within which the
public body must respond to a request for information.

And it will set out, in principle, what fees should be paid for a
request for information to be met.

All these are issues that are dealt with in much greater detail in
Chapter 7 of this manual.
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Who is responsible for freedom of
information?

The law will also need to set up an overall public authority - an
Information Commissioner or something similar - with overall
responsibility for freedom of information issues.

This will be the authority to deal with any complaints about the way
in which the information system is working - including, very
importantly, initial appeals against decisions to refuse information.

But there will be a further right of appeal to a court against the
decision of the Information Commissioner.

What information can still be kept secret?

The law will also have to deal with the tricky issue of when it would
be right for a public body to refuse to release information. In other
words, what are the exceptions to the principle of public access to
information. We will look at this issue in more detail in the next
chapter.

Other aspects of openness

A freedom of information law will not only deal with public requests
for information. It will also need to cover other obligations that the
authorities have to make information readily available. These
include:

Regularly publishing information

Holding public meetings

Providing legal immunity for “whistleblowers”

Providing legal sanction against those who wilfully obstruct access
to information

ARTICLE 19’s model Freedom of Information
Law

ARTICLE 19 has produced a model Freedom of Information law. It
contains all the elements that have been outlined and is based upon
the principles contained in this manual. (See Appendix Two)
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Exercise

Read through the model Freedom of Information law.

What aspects of it would you change? What would you leave out? What else

would you include? Why would you make these changes?

Regulations - giving teeth to freedom of
information

In most countries, even a constitutional provision and a law are not
quite enough to turn a policy or principle into practice. Once the law
is passed, various detailed procedures will need to be devised. So it
is with freedom of information.

Many of the actual details of how a request for information is to be
made or handled - such as what the request form should look like -
will be dealt with in subsidiary legislation. Exact procedures vary
from country to country, but usually this means that the government
ministry responsible for implementing the new law is given the
power to issue regulations that set out all these practical details.

For information officers, along with anyone else involved in the

information-handling system, these regulations are the day-to-day
guide to their work.
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Chapter Four

WHAT ARE THE EXCEPTIONS TO PUBLIC ACCESS TO
INFORMATION?

When we talked about the underlying principles behind freedom of
information, we said that there were certain categories of
information that could be made exceptions to the general rule of
public access. That is, there is some information that the authorities
may legitimately keep secret.

Can you remember what types of information we listed then?

< National security

* Law enforcement

= Personal privacy

= Commercial secrecy

e Public or individual safety

= Protecting the integrity of internal government decision-making

“The Freedom of Information Act?..Who told you about thatP”

Cartoon from the Freedom of
Information Commission, processes

Connecticut, USA. « Legally privileged information
< Public economic interests

Can you think of more types of information to add to this list?

Brainstorm

Using that list of eight categories, think of an example from each category

of information that should definitely not be made public in your opinion.

Here is a possible list of examples.

National security - not letting the enemy
know

If your country is in conflict with another, or just at a time of
heightened tension, it would be legitimate not to reveal the position
of troops.

Freedom of information should not jeopardise a genuine national
security interest.
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Law enforcement - not letting the criminal
know

If a crime is under investigation, it would be legitimate not to make
information about the progress of the investigation public.

Freedom of information should not jeopardise a criminal
investigation.

Personal privacy

It will often be legitimate - and necessary - not to reveal the content
of a personal file to another person.

Freedom of information should not override an individual’s right to
privacy.

Commercial secrecy

If a company were developing a new product, it would be legitimate
for details not to be made public so that they could be copied by
rival companies.

Freedom of information should not interfere with legitimate
commercial competition.

Public or individual safety

It would be legitimate for the identity and whereabouts of someone
in a witness protection programme to be kept secret.

Freedom of information should not put an individual’s safety at risk.

Protecting the integrity of government
decision-making

It may be legitimate for a discussion paper within Cabinet, for
example, to be kept secret if the positions in it were not adopted.

Governments should not be afraid to advance imaginative opinions
for fear that they be made public and misinterpreted.
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Legally privileged information

In all legal systems there are some types of information, such as
exchanges between lawyer and client, that are privileged - which is
to say that they may not be revealed. The purpose of this is to
maintain the confidentiality between lawyer and client and, more
generally, the integrity of the judicial process.

Public economic interests

There may sometimes be issues of public economic policy - such as a
planned change in interest rates, for example - where revealing
information might cause a damage to the overall well-being of the
economy and interests of the public

These examples are all, we think, clear cut.

But does this mean that all information relating to national security,
law enforcement and so on should be kept secret? Clearly not.

In each case where it appears that a piece of information may
constitute an exception to the general rule of maximum disclosure, a
three-part test must be applied to see whether it should indeed be
treated as an exception and not disclosed.

We have already outlined the steps in this test.

PART 1: Does this information relate to a legitimate
aim specified in the freedom of information law
(such as national security, privacy etc)?

PART 2: Would its disclosure do substantial harm to
that aim?

PART 3: Would it nevertheless be in the public
interest to disclose the information?

Let us now look at how that would work in practice. To make it
clearer we will use a hypothetical example. Let us suppose that
ARTICLE 19’s model Freedom of Information Act is the law in force:

You are an information officer in the Ministry of Defence. You
receive a request for information about the policy and practice
of the Ministry on the procurement of boots for the army. The
requester also asks about the quality of boots procured.

Freedom of information: TRAINING MANUAL FOR PUBLIC OFFICIALS



1. Does this request relate to a legitimate aim?

The Freedom of Information Act contains a list of legitimate aims
under which it may be justified to withhold information. This is
important - if it does not contain such a list, then the danger is that
officials can make up a list as they go along to justify withholding
information.

Does this request relate to one of the aims on that list?

“Defence and security” is a legitimate grounds for an exception
under this law. (“Protection of national security” or “defence of the
nation” or some similar expression is certain to be on the list in any
freedom of information law). This request does relate to national
security.

This step might seem so obvious that it is unnecessary. But very
often authorities will claim that a piece of information relates to
national security - the Defence Minister’s business interests, for
example - when actually they do not.

2. Would the disclosure of this information do substantial harm to
that aim?

In this example, clearly not. The information relates to national
security, but making it public would not harm defence and security.
The worst would be that a potential enemy might learn that the
infantry have sore feet because of the poor quality of boots they are
wearing - not a “substantial” threat to national security.

But let us suppose that the request for information was not about
boots but about rifles. And let us suppose that the information
would reveal that a large number of the rifles used by the infantry
were often defective - they overheated and jammed when fired
repeatedly.

What would your answer be then?
Would you say?

a) This information could be valuable to an enemy - it is very important that it
should not be revealed, because it would harm national security; or

b) National security would best be served by exposing the defective rifles - then
there would be public pressure to replace them with ones that worked. And the
publicity would help to make sure that this did not happen again in future.

The appropriate answer may depend on circumstances. For example,
if the country is under immediate threat of attack (or already at
war), such information might be deemed more sensitive than in a
time of stable peace.
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The crucial words to take into account are substantial harm. It is
not enough to believe that revealing certain information might cause
damage to national security (or one of the other legitimate aims).
The government will have to demonstrate that it will, with a fair
degree of certainty, cause that damage. And it is always the
responsibility of the government to prove that there will be
substantial harm, not for the person requesting the information to
prove that there will not be.

3. Is there anyway a public interest in disclosing the information?

Suppose, for the sake of argument, that it was decided that it would
do substantial harm to national security to reveal information about
the malfunctioning rifles. Is that the end of the story?

No - there is still the possibility of overriding this conclusion if it
would be maintained that this was still in the public interest.

In this example, it could be argued that, even though an enemy
would benefit from learning about the malfunctioning rifles (a
“substantial harm” to national security), there are various other
reasons why it would be in the public interest for the information to
be disclosed. These reasons could include:

« Generating public pressure to have the rifles replaced.

« Exposing weaknesses in the procurement system that led to the
army buying defective weapons.

< Holding incompetent or corrupt officials to account.

There is sometimes confusion about what is meant by the “public
interest”. This does not just mean that the public is interested in it.
There is not, in this sense, a public interest in a pop star’s drug habit
or a footballer’s extramarital affairs.

Public interest means that there is a benefit to the public in certain
information being made available. It is difficult to define what that
benefit might be since it will naturally vary from case to case.
Lawyers generally try to avoid a hard and fast definition.

The public interest will also vary from one time to another. In the
United States, the authorities decided not to release security camera
video footage from inside the World Trade Center on 11 September
2001. This was because it was considered too distressing to the
families of those who died. A year later, however, the footage was
released because it was decided that there was an overriding public
interest in knowing how people had evacuated the building. This had
lessons for future design and construction of buildings.

Freedom of information: TRAINING MANUAL FOR PUBLIC OFFICIALS



To provide some firmer guidance, here is part of the definition
drawn up by the Ethics Committee of the British National Union of
Journalists (NUJ):

a) Detecting or exposing crime or a serious misdemeanour

b) Protecting public health or safety

c) Preventing the public from being misled by some statement or
action by an individual or organisation

d) Exposing misuse of public funds or other forms of corruption by
public bodies

e) Revealing potential conflicts of interest by those in positions of
power and influence

f) Exposing corporate greed

g) Exposing hypocritical behaviour by those holding high office.

Another example:

Let us look at another example, to see how this three part test
works.

The research and development division of a state-owned
manufacturing company has developed a revolutionary new
production technique. This technique is well in advance of
anything developed by the company’s international competitors.
It will dramatically reduce the number of workers required.

A request for information about the process has been lodged by
an environmental group, which is concerned about the danger of

liquid waste from the new technique seeping into water courses.

The Freedom of Information Act makes an explicit exception of
information that is a commercial secret.

Do you release the information or not?

Let us apply the same three-part test.

1. Does this request relate to a legitimate aim?

Yes, clearly it does. The information requested is a commercial
secret.

2. Would the disclosure of this information do substantial harm to
that aim?

Remember that the crucial words are substantial harm. Of course, it
is difficult to answer this question without knowing exactly what
information would be revealed. But if this technique is so far ahead
of the company’s competitors, it seems as though revealing it may
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sacrifice the commercial advantage. So yes, there could be
substantial harm.

3. Is there anyway a public interest in disclosing the information?

Once again it seems that there could well be a public interest in the
information, even though it would do substantial harm to a
business secret.

There are two possible grounds for concluding that there is a public
interest:

« The first is the reason the environmental group sought the
information - the potentially harmful impact of waste disposal,
which should be open to public scrutiny.

« The other reason for public interest would be the impact of the
new technique on employment. It is not automatically a positive
development for a state-owned company to cut jobs. This too is an
issue that should be open to public scrutiny.

Let us now apply the three-part test to a real-life example.

In Bosnia-Herzegovina, a request was made to see confidential
files created by the former Communist secret police on
candidates in forthcoming parliamentary elections. The director
of the intelligence services referred the matter to the federal
Ombudsmen for an opinion.

1. Does this request relate to a legitimate aim?

There are two possible legitimate grounds for refusing access: one
would relate to national security, the other to privacy. Given that
the files were created by a regime no longer in power, it seems
improbable that the first would apply. However, the contents of a
personal file clearly relates to the legitimate aim of preserving
privacy.

2. Would the disclosure of this information do substantial harm to
that aim?

Arguably this information could do substantial harm to the privacy of
the subjects of the files. This was the view that the Ombudsmen
took:

“The nature of confidential files, gathered in the past by
police or intelligence services or eventually still gathered
now, is such that, as principle, persons subject to such
procedures (usually performed in illegal way) are victims of
political or ideological position of those who order such
gathering of information, regardless of who require it: the
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authorities, political parties or services themselves.
Publishing of such information in media for the purpose of
pre-electoral campaign would make the victims to become
victims for the second time.”

3. Is there anyway a public interest in disclosing the information?

The argument for a public interest in publishing the information
would be that, as candidates, the individuals had knowingly exposed
themselves to public scrutiny. There was a public interest - namely
the democratic process - in knowing the content of the files.

Or was there? What do you think?

Finally, here is another case study with a slight difference: this one
involves a whistleblower.

A report appeared in the press about the transport of nuclear
waste by railway. The media report said that the rail track on
part of the route was in a poor state of repair - leading to the
danger of an accident - and that the route also passed through
part of the country where there is a strong secessionist
movement that does not recognise the authority of the central
government.

An official from the Ministry of the Environment was identified
as the source of the information. He was dismissed from his job
and faces criminal charges of disclosing state secrets and
provoking public disorder.

Using the three-part test, do you think that the official’s
whistleblowing was justified? Should he be found guilty?

Exercise

Here are some more examples of requests for information that might - or
might not - be exceptions to the general rule that officially-held

information should be disclosed.

Use the ARTICLE 19 Freedom of Information Act and apply the three-part

test to decide what you think would be the correct answer in each case.

« You are an official in the Ministry of Health. Government
laboratories have been carrying out research on a new and
potentially deadly virus that is spreading rapidly worldwide, carried
by air travellers. You have received a request for information about
the progress of this research. In fact, the laboratories are close to
making a breakthrough that could lead to the production of a
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vaccine. But their research has also revealed that the impact of the
virus is much more serious than originally supposed.

* You are an official in the Ministry of Internal Affairs. You have
received a request for information on the number and identity of
wiretaps implemented by the police in the course of an operation
against human trafficking.

In practice the decision about whether to release information may
be affected by how that information has been classified.

Classification is usually a part of secrets legislation. It assigns to
each record a classification that determines who is allowed to see
the record. There is usually a scale of classifications, from the most
restricted (“Top Secret”) to the least.

Classification may continue to persist alongside freedom of
information legislation.

In Chapter 2, we noted that existing laws (such as secrets laws)
should always be interpreted in a manner consistent with freedom of
information. This will also apply to records that have been classified
under existing laws. This may often mean that records (or rather
information contained within those records) may be circulated in a
broader manner than was originally envisaged when they were
classified.

One of the greatest problems with classification under secrets
legislation - even assuming that the classification was correct at the
time - is that the status of information changes with time.
Information that might have legitimately been regarded as secret 10
years ago may not be the same today. That is why it would always be
preferable to apply the three-part test to a piece of information
where there is some doubt, rather than simply abiding by a rubber
stamp placed upon the record when it was created. However, it
should be recognised that the individual official may often not have
the authority or discretion to do this.

The classification process can lead to some
ridiculous outcomes. This document was
classified “Secret” by the US Central
Intelligence Agency:

Vi. Terrorist Threazs and Plans: Worldwide

Targee: BONP Courier "" A nev organizacion of uncer-

Fiight . takn makeup, using the aama
"Oroup of che Martyr Ibenezer
Place Unipecified Scrooge,™ plens to sabotage
the amnual courdsr Elight of
EEdH 24-15 Doceabsar the fovormeeont of the Morth
1974 Folm. Prime Minister and

Chief Courler 5. Claus has
hosn notlifled and escurity
précautions are being coor-
dimated worldwide hﬁ the CCCT
Wnrking Grouwp. (CONE ALY 5

Dechasgfizd
Prasessogey from Gerald B Ford Libeary
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Chapter Five

PUBLIC BODIES AND ACCESS TO INFORMATION

Participants at the Training of
Public Officials Workshop in
Tirana, September 2003

Public bodies in a democratic society administer the country on
behalf of the public. Their power is delegated from the people.
Public bodies have a democratic duty to respond to information
requests because the information they hold belongs to the public.

The principle is clear - but what is a public body?

The definition of public body will vary from country to country, with
different laws having somewhat different definitions.

Some international organisations, such as the Council of Europe or
ARTICLE 19, have tried to define the concept of “public body”, using
the best experience from different countries. As far as possible,
these are the best definitions to use.

The Council of Europe’s definition

The Council of Europe recommends a definition of public bodies that
focuses on what they do, rather than simply what they are. For the
purposes of freedom of information, it defines public bodies as:

i. government and administration at national, regional or local
level;

ii. natural or legal persons insofar as they perform public functions
or exercise administrative authority and as provided for by national
law.

The first of these definitions is perhaps obvious, but the second is
important because it means that any institution - whether publicly or
privately owned - should be regarded as a public body if it exercises
public functions or carries out an activity under the authority of a
law.

Examples of such bodies might be transport companies, schools or
private healthcare companies.

Exercise

Can you think of examples from your own country of private companies or

other institutions that would qualify as “public bodies™ under this

definition?

ARTICLE 19’s definition

ARTICLE 19 says that the definition of public bodies:
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should include all branches and levels of government including local
government, elected bodies, bodies which operate under a statutory
mandate, nationalized industries and public corporations, non-
departmental bodies or quangos (quasi non-governmental
organisations), judicial bodies, and private bodies which carry out
public functions (such as maintaining roads or operating rail lines).

At the end of Chapter 1, we asked you this question:

How far can the principle of freedom of information be applied to
private bodies in society, such as companies, as well as to
governments?

The definition of “public body” offered by ARTICLE 19 answers this
question in part. If a private company exercises delegated public
power, then it will be subject to the same access to information
regime. This means that such a company would have to set up the
necessary mechanisms to deal with requests for information.

The ARTICLE 19 definition of “public bodies” takes matters a step
further. It includes private institutions under the access to
information regime, to the extent that they hold information that
may benefit society as a whole:

Private bodies themselves should also be included if they hold
information whose disclosure is likely to diminish the risk of harm
to key public interests, such as the environment and health. Inter-
governmental organisations should also be subject to freedom of
information regimes [...].”

At first sight this seems to be a radical extension of the scope of
freedom of information. Yet it is commonly accepted that private
bodies, such as companies, should be subject to stringent regulation
in certain of their activities. They do not, for example, have total
freedom to behave in a way that threatens the environment or
public health or welfare. Extending the scope of freedom of
information to cover these aspects of the behaviour of private bodies
is simply asserting that these institutions have an obligation to the
public in general.

Public bodies in South Africa

In some countries this broader definition is already applied. South
Africa has transformed many of its laws and institutions since the
end of apartheid in 1994. It has recently developed freedom of
information legislation that reflects the latest international
standards.
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The Promotion of Access to Information Act, adopted in 2000, states:

“Public body” means-

(a) any department of state or administration in the national or
provincial sphere of government or any municipality in the local
sphere of government; or

(b) any other functionary or institution when-

(i) exercising a power or performing a duty in terms of the
Constitution or a provincial constitution; or

(ii) exercising a public power or performing a public function in
terms of any legislation.

In South Africa the obligation to provide information extends even to
private bodies where that information is required for the exercise or
protection of other rights. Section 32 of the 1996 Constitution of
South Africa provides:

Everyone has the right of access to - ...

b. any information that is held by another person and is required
for the exercise or protection of any rights.

This would clearly include information held by private bodies (for
example, in relation to the env